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1.     Thank you for your memorandum dated 6 June 2011 on the above subject. 
 
2.     Please find attached OICT’s response to the draft report.   OICT remains ready to 
provide additional details if required. 
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Audit of Payroll processing at UNHQ – AT2010/512/01 
OICT Response to the draft report 

 
Para. 
No. 

Recommendation  Accepted 
(Yes/No) 

Implementation 
date 

Client comments 

35.   OPPBA and OICT should ensure that 
adequate controls are implemented 
to: 

(a) Record and monitor the log 
activities performed by IMIS 
administrators, and; 

(b) Retain archives documents 
supporting changes to logical 
access and correction to data 
in accordance with the 
approved retention schedule. 

No  N/A  Database administrators do not make changes to 
IMIS data in production. They however perform 
day‐to‐day administrative tasks (backups, index 
rebuilding, temp tables’ cleanups, running data 
fixes, etc.) on the database. A written description of 
theses tasks exist in the form of SOP and scripts 
which can be provided upon request. 
 
All access to IMIS granted through an established 
process which involves security liaison officers and 
is supported by several official request forms 
(OICT.2, OICT3, OICT.4A, OICT.6) available on iSeek. 
Upon processing, these forms are archived 
according to the approved retention schedule. 
 
Data fixes (correction to IMIS data) also follow an 
established data fix notification process involving 
finance, HR & application owners. All the scripts 
used for these data fixes are also archived 
according to the approved retention schedule. 

36.   OICT should establish logging 
mechanisms for recording the 
activities of the database 
administrators in production 

No  N/A  Database administrators do not make changes to 
IMIS data in production. They however perform 
day‐to‐day administrative tasks (backups, index 
rebuilding, temp tables’ cleanups, running data 
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Client comments 

environment.  fixes, etc.) on the database. A written description of 
theses tasks exist in the form of SOP and scripts 
which can be provided upon request. 
 
The team leader of Database Operation Group 
includes all the activities of the administrators in 
production environment in his weekly status report. 

41.  OICT in coordination with Archives 
and Record management Section 
should establish a policy for 
managing and archiving record of the 
access granted to IMIS. 

Yes  31 Dec 2011  OICT and ARMS are already working together on a 
retention schedule document for ICT records. The 
current draft document will be reviewed in light of 
this recommendation to ensure that records related 
to IMIS access requests are also covered. 

 
 
 
 















 
Summary of Recommendations 

Audit of payroll processings at UNHQ 
 

Remarks on Audit Report 
- paragraph 10 might need to be clarified as Executive Offices and OHRM prepare and approve different sets of Personnel Actions. The paragraph, as 
written, could be misunderstood as indicating that the Executive Offices prepare Personnel Actions and OHRM approve the same Personnel Actions. 
 
 
Para. 

No 
Recommendation Accepted? 

(Yes/No) 
Implementation 

date 
Client comments 

 
31 

 
OPPBA should ensure that variances between the 
payroll reports generated with WIRe (i.e. earnings  
and deductions report) are identified, explained and 
corrected in a timely manner and on a monthly basis. 
 

 
Yes 

 
TBD 

Variances between IRFA reports and WIRe 
reports have been reported to OICT for 
analysis. Once the source of the variance is 
identified, the timeline for correction will 
depend on the complexity of the reports 
modifications required and on the 
availability of OICT resources.  At this 
stage, OPPBA is not yet in a position to 
estimate an implementation date. Since 
OPPBA is dependent upon OICT to 
implement this recommendation, OICT 
should share the responsibility of 
implementing this   recommendation . 
 

 
32 

 
 
 
 
 

 
OPPBA should ensure that: 
 (i) Payroll results reconcile with the postings to the 
general ledger,  
 
(ii) Reports provide both consolidated and detailed 
information (i.e. processing elements, errors, 
payments, etc); and  
 
 

 
 

(i) not 
accepted. 

 
(ii) and (iii) 

are accepted. 

 
 
TBD 

 
 
(i) Payroll results always reconcile with the 
postings to the general ledger. The 
recommendation is not understood.   
(ii) Variances between the consolidated and 
detailed reports have been reported to OICT 
for analysis. Once the source of the variance 
is identified, the timeline for correction will 
depend on the complexity of the reports 



 
 
 
 
 
 
 
 
 
(iii) Reports that are no longer supported should be 
removed from the production database. 
 
 

modifications required and on the 
availability of OICT resources. At this 
stage, OPPBA is not yet in a position to 
estimate an implementation date. Since 
OPPBA is dependent upon OICT to 
implement this recommendation, OICT 
should share the responsibility of 
implementing this   recommendation .  
 
(iii) OPPBA will request OICT to 
decommission reports that are no longer 
supported. An implementation date will be 
provided after further consultations with 
OICT. Since OPPBA is dependent upon 
OICT to implement this recommendation, 
OICT should share the responsibility of 
implementing this   recommendation .  
 

 
35 

 
OPPBA and OICT should ensure that adequate 
controls are implemented to: 
 
(a) Record and monitor the log of activities 
performed by IMIS systems administrators; and 
 
 
(b) Retain and archive documents supporting 
changes to logical access and corrections to data in 
accordance with approved retention scheduled. 
 

 
 
 
 

(a) is not 
relevant for 

OPPBA 
 

(b) is 
accepted. 

 
 
 
 

 
 
 
 
 
 
 
 
Will be implemented 
by OPPBA as of 1  
August 2011. 

 
  
 
 
(a) belongs to OICT. 
 
 
 
(b) OPPBA will put in place a central 
dedicated documentation location for such 
changes. 
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