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OIOS conducted an audit of the United Nations High Commissioner for
Refugees (UNHCR) Liaison Office in Manila at the request of UNHCR
Management upon the identification of a case of embezzlement of UNHCR
funds, initially estimated to be about $140,000, by a staff member in the Liaison
Office in Manila. The overall objective of the audit was to determine, to the
extent possible, the amount of UNHCR funds embezzled; identify the main
internal control weaknesses that allowed this fraud to occur; and identify control
measures that would contribute to mitigating the risk of fraud and preventing its
recurrence. The audit was conducted in accordance with the International
Standards for the Professional Practice of Internal Auditing.

Based on the information available and analyses performed OIOS
concluded that the amount misappropriated amounted to $361,775. The
misappropriation was the result of several cash withdrawals from a UNHCR
bank account without payment vouchers for $338,810 and illegitimate payments
using payment or adjustment vouchers both in US Dollars and Philippine Pesos,
double payment of salary and invalid medical claims totalling $22,965.

The audit also identified additional questionable payments totalling
$103,886. They consisted of doubtful payments both in dollars and in local
currency amounting to $82,314 and missing payment vouchers and supporting
documents for payments of an amount of $21,572.

The internal controls in place did not identify or prevent these fraudulent
activities, which went undetected for an extended period of time resulting in a
financial loss to the Organization. The major internal control weaknesses
identified during the audit were:

e Lack of management action for non-compliance with
essential internal controls such as bank reconciliation;

¢ Inadequate supervision at all levels;

e Absence of key controls such as the validation of requests
for transfers of funds; and

e Lack of the segregation of duties and controls to mitigate
risks associated with this deficiency.

With the field roll-out of the Management Systems Renewal Project
(MSRP), a number of control weaknesses have been corrected by:
implementation of the Delegation of Financial Authority Policy; elimination of
cash-in-transit transactions; and online bank reconciliation facility. However,
MSRP does not fully mitigate the risk of future fraud, and UNHCR needs to pay
closer attention to establishing adequate mechanisms to enhance its monitoring
capacity in the areas of delegation of authority, receivable accounts (open items)
and staff supervisory capacity. Formal and transparent definition of supervisory
functions of Regional Representatives and the proper conduct of analytical

reviews of field activities are also essential steps to mitigate the risk of potential
fraud.
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I. INTRODUCTION

1. The Office of Internal Oversight Services (OIOS) conducted an audit of
the United Nations High Commissioner for Refugees (UNHCR) Liaison Office
(LO) in Manila, Philippines. The audit was conducted in accordance with the
International Standards for the Professional Practice of Internal Auditing.

2. In February 2007, the Legal Officer in charge (Head) of the UNHCR LO
in Manila reported an irregularity in the transfer of funds to an implementing
partner. The UNHCR Regional Representative in Jakarta estimated the amount
embezzled at about $140,000 and suggested to the UNHCR Inspector General’s
Office that a financial auditor be sent on mission to Manila as soon as possible.
In June 2007, a Senior Finance Assistant from the Finance Section, Division of
Financial and Administrative Management (DFAM) went on mission to Manila
with the objective of reconciling the entries in the books of accounts with the
bank statements, which were not performed for several months by the former
Senior Administrative/Finance Assistant.

3. On the basis of further enquiries and investigation, the UNHCR
Inspector General concluded that the former Senior Administrative/Finance
Assistant had been embezzling UNHCR funds. Consequently, the staff member

was suspended in February 2007 and summarily dismissed from service in May
2007.

4. Comments made by UNHCR are shown in italics.

il. AUDIT OBJECTIVES

5. The main objectives of the audit were to:

(a) Determine, to the extent possible, the amount of UNHCR funds
embezzled by the former Senior Administrative/Finance Assistant during
her assignment in the Philippines (from July 2000 to February 2007);

b) Identify the main internal control weaknesses that allowed this
fraud to occur; and

© Identify control measures that would contribute to mitigating the
risk of fraud and to prevent its recurrence.

ill. AUDIT SCOPE AND METHODOLOGY

6. OIOS reviewed the accounts of the LO for the period July 2000 (the
month the staff member joined LO Manila) through February 2007. This
included a scrutiny of bank reconciliation reports, bank statements and the
electronic data stored in the Field Management Information System (FMIS) used
by the LO. As part of the review, and in order to determine to what extent the
UNHCR funds transferred to Manila were accounted for, OIOS prepared a cash
flow analysis covering the period under review. An in-depth review of the



payment vouchers available in LO in Manila for the same period was undertaken
to identify additional unsubstantiated and doubtful payments.

7. OIOS assessed the internal control systems in the LO. Interviews with
staff included the Head of LO in Manila and the Regional Representative in
Jakarta whose mission to Manila coincided with the audit mission. Prior to the
audit, OIOS also met with representatives of the Inspector General’s Office and
DFAM. OIOS further met with the Citibank official in Manila responsible for the
UNHCR accounts.

IV. AUDIT FINDINGS AND
RECOMMENDATIONS

A. Amount embezzied by the former staff member
8. Based on the information provided and analyses conducted, the amount
embezzled by the former Senior Administrative/Finance Assistant totalled

$361,775, as detailed in Table 1.

Table 1: Amount embezzled by the former staff member

Particulars | Amount ($)
Withdrawals from the bank without payment vouchers 338,810
Fraudulent payments using payment or disbursement vouchers:
In dollars: 7,900
Dollar equivalent of Pesos: 12,150 20,050
Double payment of salary 2,800
| _Invalid medical claims - 115
Total N 361,775
9. In addition to the amount of $361,775, UNHCR and OIOS identified

dubious payments totalling $103,886. These payments were made from July
2000 to February 2007. They consisted of: (a) payments totalling $21,572 (see
Annex 2 for details) for which payment vouchers and supporting documents were
missing; and (b) questionable supporting documents for other payments-in both
Dollars and Pesos and adjustment vouchers totalling the equivalent of $82,314
(see Annex 2).

Withdrawals from the bank without payment vouchers

10. To determine to what extent transfers made by UNHCR Treasury had
been received by Citibank in Manila and duly recorded in UNHCR field
accounts, OIOS prepared a cash flow statement for the period from 1 January
2001 to 28 February 2007 (no exceptions were noted for the period from July
2000 to December 2000). The total amount transferred by Headquarters was
then compared to the expenditures recorded in FMIS and later in the
Management Systems Renewal Project (MSRP) database of the LO. An analysis
of the transfers of funds from Geneva to Manila revealed that all funds
transferred by UNHCR Treasury had been received by Citibank in Manila.
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However, LO Manila did not record in UNHCR field records some of these
transfers (totalling $82,700) received in 2005 and 2006.

11. The cash flow statement showed that the amount of UNHCR funds
unaccounted for was $338,810 (see Table 2). This amount was fraudulently
withdrawn from the bank between 2004 and 2007. A total of 110 cash
withdrawal slips for transactions not exceeding $5,000 were submitted to the
bank for payment. OIOS could not confirm whether the Senior
Administrative/Finance Assistant had forged the signature of the Head of LO,
colluded with another person or resorted to other illegal means to withdraw cash
from the UNHCR bank account.

Table 2: Breakdown of the misappropriated amount

Period Amount ($)
2004 15.000
B 2005 80,000
2006 (January to September) 158,385

2006 (October to December) 55,005 |
i 2007 (January to February) 30.420
i Total 338,810

Creation of fictitious receivables to conceal cash withdrawals

12. The former Senior Administrative/Finance Assistant did not record these
withdrawals in UNHCR field accounting records as required. Instead, in an
attempt to mask the cash withdrawals from the bank, she recorded in FMIS and
MSRP a series of “virtual” payment vouchers, i.e. payment vouchers without
corresponding physical payments (for instance, $57,000 on 24 September 2006).
These “payments” were recorded in various receivable accounts (most of them in
the name of the Senior Administrative/Finance Assistant). These fictitious
receivables amounting to $120,000 are included in the total amount of $338,810.

Tampering with UNHCR field accounting records

13. OIOS also noted several other cases where the former Senior
Administrative/Finance Assistant, in order to hide the discrepancies between the
bank statement and the UNHCR accounting records, tampered with the FMIS
Field data. This could have been done by running the FMIS Field software on
multiple computers or after certain vouchers were approved, using backed-up
data to overwrite the existing data files to recreate the approved vouchers with
different payees or account codes. For instance:

® On 26 March 2003, an amount of $1,260 was withdrawn from the bank
and re-deposited in April without any recording in FMIS Field. It was
shown as another reconciling item in the bank reconciliation statement
without explanation. This cash withdrawal was the first non-recorded
withdrawal.

® The closing balance as per the printed cash book differed from the
opening balance of the following month. The opening balance (as of 1
July 2004) in the US dollar cash book was $29,674 which did not match
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with the end balance for June 2004 of $23,674 of both electronic and
approved cash books.

Fraudulent payments using payment or adjustment vouchers

14. OIOS’ review of payments in dollars revealed that two payments
totalling $7,900 cannot be considered as genuine:

¢ Payment of $1,500 for travel (voucher 2P2010 dated 24 November 2004)
was confirmed as not received by the travel agency named in the
voucher.

¢ The former Senior Administrative /Finance Assistant initially recorded a
payment amounting to $6,400 as cash in transit and later used an
adjustment voucher to charge half of this amount as local travel and the
other half as minor alterations to premises. These two charges were not
supported. Furthermore, both expenditures were local and should have
been paid in Pesos, not in dollars.

15. For the period from October 2006 to February 2007, the Finance Section
identified a sum of Pesos 1,110,533 ($22,200) as irregular and questionable
payments relating to vendors reportedly not paid. Vouchers were available.for
these payments and the amounts were shown as withdrawn from the bank. OIOS
noted that cash amounting to Pesos 502,500 ($10,050) was deposited at the bank
during the same period; however these deposits were not recorded as receipts in
the UNHCR accounts and their origin could not be traced. It is therefore possible
that they had been made by the former Senior Administrative /Finance Assistant
to cover embezzlement of vendor payments. The remaining questioned amount
of Pesos 608,033 ($12,150) for the period from 1 October 2006 to 28 February
2007 could not be reconciled to actual vendor payments.

Other doubtful payments

16. OIOS’ review of the vouchers from June 2000 to September 2006
(processed under FMIS Field) disclosed other inconsistencies that could be

potential financial irregularities. A number of payment vouchers totalling
$82,314 had serious deficiencies.

e Payments made to hotels (for meetings and training) were recorded as
expenditure before the conclusion of the events and delivery of services.
There was no evidence that the activities took place;

e There were many instances of: (a) payments being made to the
representatives/officials of vendors; (b) not having a systematic process
to obtain final invoices from vendors; and (c¢) the Senior
Administrative/Finance Assistant withdrawing funds charging the
expenditure code and paying the vendors; and

* An instance of multiple payments against the same invoice.
17. A number of payment vouchers (charged to the expenditure codes) were

also not available on file. The value of such transactions amounted to $21,572.
4



This combination provided a great opportunity for misappropriation and
concealing financial irregularities. Thus, there was no assurance that the
corresponding value of goods or services was received.

Recommendations 1 to 4

1) UNHCR should take the necessary measures to
formally confirm the responsibility of the former Senior
Administrative/Finance Assistant and to determine whether
she acted on her own or in collusion with other persons.

2) UNHCR should formally confirm the responsibility
of the Senior Administrative/Finance Assistant in falsifying
UNHCR accounting records including FMIS field records.

3) UNHCR should further investigate the doubtful
payments made, inadequate supporting documents for
payments and missing payment vouchers, in order to
establish the responsibility of the former Senior
Administrative/Finance Assistant.

4 UNHCR should take the necessary measures to
report this alleged fraud case to local authorities for further
investigation and prosecution.

18. The UNHCR Regional Representative in Jakarta explained that over 18
months have elapsed since the fraud was uncovered. After subsequent enquiries,
the Senior Administrative/Finance Assistant was found at fault and summarily
dismissed in May 2007. Since then the dismissed staff member has not been
traceable. Furthermore, UNHCR Regional Representative in Jakarta indicated
that there was no realistic possibility to determine if she acted in collusion with
other staff members. In such a situation and considering the fact that DFAM and
OIOS have already reviewed the vouchers, it was not worth spending additional
resources to try and prove the extent of embezzlement in the dubious payments of
$103,886. The UNHCR Administration believed that these dubious payments
were also embezzled.

19. UNHCR accepted recommendation 4. However, it explained that the
Office of Legal Affairs (OLA), New York refused to grant a waiver of the UN
privileges and immunities to enable UNHCR to pursue a case against the former
staff member in the national courts. Nevertheless, the Legal Affairs Section in
UNHCR has been liaising with OLA who in turn will report the matter to the
national authorities via the Philippines Permanent Mission in New York.

20. Based on the actions taken and the explanations provided,
recommendations 2 to 3 have been closed. Recommendation 1 remains open
pending receipt of evidence that the possibility of collusion between the Senior
Administrative/Finance Assistant and other persons, including the officials of the
vendors and the bank have been duly considered. OIOS is of the view that the
bank managers may not have paid enough attention to inform its client UNHCR
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about a sudden increase in the frequency of cash withdrawals. Recommendation
4 remains open pending receipt of evidence that action has been taken through
OLA to report this alleged fraud case to local authorities for further investigation
and prosecution.

B. Internal control weaknesses
21. One of OIOS’ audit objectives was to identify the internal control
weaknesses that allowed this fraud to occur. The following weaknesses were

observed.

Absence of bank reconciliation and bank statements

22 The misappropriation and financial irregularities would have been
detected by a thorough review of the monthly bank statements and bank
reconciliation by Finance Resources Section at Headquarters. LO did not prepare
and submit bank reconciliations or bank statements of the dollar bank account to
the Finance Section at Headquarters for more than two years, i.e. from October
2004 to February 2007. This period corresponded to the commencement and
peak of the fraudulent activities. During the same period, bank reconciliations
and bank statements for the Pesos account were submitted, albeit inconsistently.

23. The Finance Resources Section did not provide evidence that sufficient
efforts were made to obtain these essential records. Most significantly, the
Finance Resources Section did not report the case at the appropriate level. For
instance, the UNHCR Controller, the Director of the Regional Bureau for Asia
and the Pacific and the UNHCR Regional Representative in Jakarta who could
have intervened had not been duly informed about this significant irregularity.

24, Furthermore, the bank reconciliations (when they were prepared) in
many cases contained reconciling items for which details were not available.
There is no evidence that this serious lapse was dealt with or reported to the
Regional Bureau and the Regional Representation in Jakarta for appropriate
action.

25. In the course of 2007, after this case was revealed, the UNHCR
Controller took action to identify other country operations that did not prepare a
bank reconciliation or failed to submit the required information to the Finance
Section at Headquarters on a monthly basis. A strict follow up for compliance
with the rules was done. Subsequently UNHCR incorporated the online bank
reconciliation facility in the Finance and Supply Chain Module of MSRP. In
view of the actions taken by UNHCR, no recommendation is made in the present
report.

Significant chronic outstanding cash in transit and receivable accounts

26. At the roll-out of MSRP at the end of September 2006, an amount of
$83,000 was due from the former Senior Administrative/Finance Assistant. This
amount represented about 5 years® worth of her salary. Of this, an amount of
$26,000 had been outstanding for more than a year. In addition she recorded an
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advance of $57,000 during the week preceding the roll-out to MSRP, without this
being noticed by the Finance Resources Section when reviewing the accounts.
This fact should have alerted DFAM and prompted a thorough review.

27. At the same time, (MSRP roll-out), the pending items in the cash in
transit account amounted to $110,000. Of this amount, $57,000 had been
outstanding for more than six months (including $39,000 outstanding for more
than a year). Cash in transit items should be matched in the subsequent month
when UNHCR Headquarters received monthly accounting transactions by email
from the country offices to update the General Ledger. Accumulation of
considerable balances for extended periods in this account indicated serious
weaknesses.

28. In addition, the amount of outstanding items in cash in transit was
reduced by $97,000 (from $110,000 to $13,000) at the end of December 2006
without appropriate justification. The Senior Finance Assistant in the Finance
Resources Section at Headquarters explained that the adjustment entries were
made by the LO. The Finance Resources Section could not explain on which
basis they validated the correctness of these adjustment entries, particularly
considering that there were no bank reconciliation reports for the whole of 2006
and for several months in previous years. Had this significant amount of cash in
transit been detected by the Finance Resources Section, the misappropriation
from November 2006 to February 2007 would have been identified and
additional losses of $67,000 might have been prevented.

29. The notion of cash in transit does not exist any more — with the
completion of the roll-out of MSRP (Finance and Supply Chain modules) at the
end of 2007, all transfers of funds are recorded online by UNHCR Treasury
without using a transit account. In view of this change in process, no
recommendation is made in the present report.

Lack of segregation of duties

30. Given the size of the office (Head of LO, an Administrative/Finance
Assistant and a since discontinued Driver), there was practically no segregation
of duties. In spite of this, there was no evidence of any controls in place to
compensate for the lack of segregation of duties. The Senior
Administrative/Finance Assistant was practically responsible for all the tasks:
writing cheques, preparing vouchers and bank reconciliations. She had unilateral
access to the FMIS Field system and dealt with the bank.

31. She was also largely involved in the procurement process as most of the
vendors addressed their quotations, contracts and invoices to her attention.

32. The Senior Administrative/Finance Assistant had full access to and
control over office communications (including the official email box
phima@unhcr.org). In particular she inappropriately used this email address to
request cash replenishments in the name of the Head of LO.



33. She was also running the office when the Head of LO was away on
mission or on leave. By comparing the leave records of the Head of LO with the
transactions’  processing dates, OIOS observed that the Senior
Administrative/Finance Assistant processed several payment and adjustment
vouchers in FMIS when the Head of LO was on leave. It is unclear who
approved these vouchers. According to our discussions with the Head of LO, no
voucher, particularly payment, was processed during his absence. He explained
that vouchers were prepared and approved, where ever possible, before his
departure.

34. With the completion of the roll-out of MSRP (Finance and Supply Chain
modules), the risk related to the lack of segregation of duties is mitigated by the
fact that another UNHCR office can remotely monitor the financial transactions
of this office. OIOS noted from the Delegation of Authority Plan (DOAP) of LO
Manila that the Regional Representative in Jakarta is now the Approving Officer
for Manila and other country operations under his authority. In view of this
control, no recommendation is made in the present report.

Inadequate supervision by the Head of LO

35. The Head of LO explained to OIOS that he did not have the capacity to
closely supervise the work of the Senior Administrative/Finance Assistant. Since
he has a protection background, he was not aware of the administrative and
financial requirements of UNHCR and the ways of complying with them. He
also stated that the only training he had received since he joined UNHCR in 2004
was in relation to the MSRP roll-out in 2006.

36. The failure of UNHCR to ensure that the Head of LO had appropriate
knowledge of finance to perform his duties may be seen as a lack of commitment
to competence by UNHCR. However, there was no evidence that, when he
realized that he could not adequately supervise the activities of the Senior
Administrative/Finance Assistant, he requested assistance from Headquarters or
Regional Representation, Jakarta for training. Given that he had accepted a
function including financial responsibilities, he should be held accountable for
his lack of management. Only a thorough investigation, as already
recommended, can establish whether he should be held accountable for the
financial loss suffered by UNHCR.

Unclear supervisory role of the Regional Representation, Jakarta

37. The Regional Representation, Jakarta carried out regular missions on
protection related issues but there was little evidence of missions from Jakarta
covering administrative and financial issues. The last detailed mission report was
made in May 2003 by the then Senior Administrative/Finance Officer in Jakarta.
This report was very positive on all the issues and did not identify any
exceptions. The former Deputy Regional Representative went on mission twice
to Manila (March and September in 2006) but no report confirming that
administrative and financial issues were covered was available.



38. The role and responsibility of the Regional Representation, Jakarta in
terms of supervision were not clearly established. On the issue of finance, there
was no formal reporting line to the Regional Representation, Jakarta. Although
the LO has been under the authority of the Regional Representation, Jakarta, the
LO was responsible for its own financial and accounting matters and reported
directly to UNHCR Headquarters.

39. The most recent version of MSRP introduced a significant change in the
role of an external office (regional representation or Headquarters) in terms of
monitoring. In addition, with the ongoing Structural and Management Change
Process, new regional office structures with clearly defined roles vis-a-vis the
offices under their authority are being established. In view of the ongoing
actions, no recommendation is made in the present report.

No validation of requests for transfer of funds

40. The total amount of funds requested from the LO exceeded the

operational and administrative needs for three years in a row, as shown in Table
3.

Table 3: Excess funds transferred from Headquarters

| Year Expenditure Cash from HQ Excess Cash
2004 $275.612 $295,000 $19,388
2005 $198,270 $268.700 $70,430 |
2006 $170,774 $385,000 $214,226

_Total $644,656 $948,700 $304,044

41. The significant excess cash replenishment, particularly in 2005 and 2006,
should have alerted UNHCR Headquarters to potential irregularities occurring in
Manila. OIOS also observed that the requests lacked details on the payments
(operational, administrative and other) to be made in the next month. Also, for
about 10 months, there were two requests every month for replenishment of
funds. These requests should have been supported by a cash flow statement to
show how they arrived at the amount requested.

42, There were no controls to validate requests for replenishment at UNHCR
Headquarters. In addition to the UNHCR Treasury, which received the request
for funds, the Senior Resource Manager in the Regional Bureau was copied on
the request. There was no evidence that these requests were compared to the
Letter of Instructions, approved spending authority or the expenditure already
recorded.

43, The implementation of the MSRP Treasury Module in November 2007
provides a new feature for comparing the total amount of replenishment with the
operational requirements. This issue will also be covered by OIOS in the audit of
the post-implementation review of the Treasury module to be carried out later in
2009. For these reasons, no recommendation is made in the present report.



No control on withdrawal slips

44, In Manila, disbursements were made by cheque for the account in Pesos
(dollar payments were rare). While UNHCR has detailed instructions to ensure
proper control over blank cheques, there was no such control on bank withdrawal
slips. The withdrawal slips for dollars were not pre-numbered and blanks were
freely available at the bank. Bank withdrawal slips were used by the former
Senior Administrative/Finance Assistant to fraudulently withdraw funds. Since
the controls related to the use of withdrawal slips will be covered by OIOS in the
upcoming audit of the MSRP Treasury Module, no recommendation is made in
the present report.

Double payment of salaries not identified by the Finance Section

45. The salary for April 2006 for the former Senior Administrative/Finance
Assistant was paid twice — once by cheque and again by petty cash. The payment
of salaries using petty cash in a country where appropriate banking facilities exist
was neither noticed by the Head of LO nor by the Finance Section in Geneva.
The salary payment by cash (in excess of $100) needed approval from the
Finance Section in Geneva in terms of UNHCR Manual Chapter 6 Part 4.6.2.
However, there was no evidence that this authority was requested and obtained.
The Head of LO, while approving the cash-book reports at the end of the month,
did not identify this lapse.

46. It is unclear how this transaction, recorded twice and charged to the
salary clearing account (HA 5201012), was successfully reconciled by UNHCR
Headquarters.

47. OIOS notes that since the introduction of MSRP, particularly the Payroll
Module, the risk of charging the salary clearing account twice has been
considerably reduced. Given that the charges for salary are processed in MSRP
by the Global Service Centre in Budapest and the payment of salary is also made
online by the country offices, any discrepancies in the payable account used for
salaries, will be detected immediately. In view of this control, no
recommendation is made in the present report.

Discrepancies between the FMIS Field balances and MSRP General Ledger

48. The former Senior Administrative/Finance Assistant manipulated the
FMIS Field records, which was evidenced by a discrepancy between the closing
balance at the end of a month and the opening balance of the following month.
At Headquarters, a comparison of the print copy of the cash book report received
from the field office with the MSRP General Ledger would have exposed this
variance and provided a good opportunity to investigate. Although OIOS
highlighted this risk in its post-implementation review of MSRP, there was no
evidence that the Finance Resources Section had taken any preventive measures.
However, with the completion of the Financial and Supply Chain Module of the
MSRP roll-out, the physical transfer and manual handling of data disks is no
longer undertaken. In view of this, no recommendation is made in the present
report.
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Insufficient control over monthly reports at Headguarters

49. OIOS noted that there was no evidence that the monthly reports (the cash
book and field accounts summary) from January 2004 to August 2006 received
from the LO were reviewed/checked by the Finance Section Headquarters before
the transactions were posted to the General Ledger.

50. Under FMIS, the monthly financial data from the field offices was
received by email and posted to the General Ledger. The approved hard copies
of the cash books and bank reconciliation statements were received by
courier/pouch later. For appropriate control procedures, these reports should
have been corroborated against the transactions posted to the General Ledger.

51. OIOS noted that the Finance Section in September 2006 had written to
the LO that approved cash books for the period from March through to July 2006
had not been received and reminded the LO to send them without further delay.
However, the financial data relating to this period had already been received by
email and used to update the General Ledger in MSRP. The receipt of the signed
reports from the field office several weeks (or months) after the relevant data was
already uploaded to the General Ledger provided no incentive to the Finance
Section to ensure that the field data matched the data in MSRP.

Recommendation 5

&) UNHCR Legal Affairs Section should launch an
internal inquiry to establish the responsibility of UNHCR
managers over the severe internal control deficiencies
observed. Adequate measures should be taken to make such
UNHCR staff members accountable.

52. The UNHCR Administration accepted the recommendation 5 but did not
elaborate on the action to be taken. Recommendation 5 remains open pending
receipt of documentation showing that it has been implemented.

C. Preventive measures

53. OIOS is of the view that UNHCR may not have properly assessed the
risks of using two different accounting systems. As a result, appropriate
resources to properly deal with two different systems at the same time were not
allocated. OIOS also noted that some key controls in place in FMIS (example:
open items reconciliation) did not work as required during the transition to
MSRP or have not been adapted to the MSRP environment. In the meantime,
new control mechanisms specific to MSRP have not been developed (example:
online bank reconciliation).

54. With the completion of the roll-out of MSRP to the field offices at the
end of 2007, a number of control weaknesses that existed during the transition
period (i.e. when UNHCR was using both MSRP and FMIS) have been
addressed.
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55. Some of the principal control features in MSRP contribute to mitigate the
risk of financial irregularities although MSRP will not prevent similar cases
happening in future. For example, a country office may incorrectly use the
receivables account to record a payment for which there was no spending
authority or approved budget. MSRP may however help to detect these
irregularities earlier and to avoid their reaching such a magnitude.

Issuance of purchase orders and three-way matching

56. For procuring goods and services costing over $1,000, a field office is
required to prepare a purchase order (PO). However there is a risk that a field
office could prepare a non-PO voucher to pay an invoice exceeding $1,000.
Subsequent to this payment, the field office could request a cancellation or cancel
the PO already created. UNHCR needs to strengthen controls to ensure
compliance with the requirement to prepare a PO.

57. Controls in MSRP prevent duplicate payments of an invoice. However,
there is a risk of a deliberate double recording of the invoice under different
name (by adding extra spaces or characters) and processing a payment.
Nonetheless, a systematic review of the payments (like reports on vendors or
invoices) could identify such exceptions.

58. The risks related to these issues have been considered in OIOS’ risk
assessment of country operations and will be covered during those audits.

Fund replenishments

59. The current practice of recording the replenishments in the MSRP
Treasury Module by UNHCR Headquarters has eliminated the ‘cash in transit’
element. However, the UNHCR Treasury explained to OIOS that the recently
rolled-out Treasury Module provides a complete cash flow overview by bank or
field location. Furthermore, this facility is used to validate a request for
replenishment with the existing and forecasted cash positions by taking into
account the outstanding POs and payables. Since these controls will be reviewed
separately in the audit of the MSRP Treasury Module, no recommendation is
made in the present report.

Analytical review

60. In the course of the audit, OIOS did not find any evidence that analytical
reviews had been performed that could have easily helped in identifying the
misappropriations much earlier in the process: for instance, the quick escalation
of cash withdrawals from mid-2004; the absence of any correlation between
replenishments and the needs of the programme; the large amount of payments in
dollars when a large majority of payments were in local currency; and increased
frequency of requests for fund replenishments (in many cases twice a month).
These events should have triggered an enquiry. There was a need to develop
supervisory tools that encompass analytical reviews. With the completion of the
roll-out of MSRP and the out posting of the financial services, significant
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changes have been made by UNHCR with regard to such analytical review.
Since there is evidence that the new team in Budapest is currently involved in the
analysis of field office data, no recommendation is made in the present report.

Necessary transition from processing to supervisory controls

61. During the last decade and particularly during the transitional period
from FMIS to MSRP, the Finance Section at Headquarters had to move from
processing to supervisory activities and supporting field offices for MSRP.
Supervision of field office requires a different skills set including performing
analytical reviews of field activities and the quick identification of exceptions to
ensure timely action. OIOS believes that there was insufficient involvement of
the Finance Section in developing new control mechanisms adapted to this
reality. As a result, the supervisory controls in place were not commensurate
with the demand of the MSRP system. However, with the full roll-out of MSRP,
this situation no longer exists. Therefore, no recommendation is made in the
present report.

Emerging risks and challenges

62. With the regionalization process, the number of staff needed to ensure a
proper segregation of duties and supervision within many UNHCR field offices
will be reduced significantly.  The involvement of UNHCR Regional
Representations or other types of offices playing a supervisory role may not be
well understood.

63. In the case of the Philippines, the role and responsibility of the Regional
Representation, Jakarta in terms of supervision of financial issues was not clearly
established. Under the legacy system, there was no formal reporting line to the
Regional Representation, Jakarta and the LO reported directly to UNHCR
Headquarters.

64. With MSRP, given that records of transactions are available on line, a
Regional Representation will have the opportunity to closely monitor (at least on-
line) the activities of the offices under its authority. However, the roles and
responsibilities of both the supervising and supervised office need to be clearly
established.

65. OIOS noted that satisfactory procedures have been established by the
Regional Representation in Jakarta to closely monitor the financial activities of
the LO. However, there is no assurance that other Regional Representations, in
similar circumstances, have established proper procedures to monitor the offices
under their responsibility. DFAM needs to provide guidance and support to
ensure consistency on this issue.

Presence of international staff

66. OIOS observed a significant increase in the magnitude of the fraudulent
activities in the LO, Manila after the departure of the international staff member
in June 2004. Before June 2004, bank reconciliation reports were available for
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most months and cash replenishments for the period from January 2001 to
December 2003 were in accordance with the operations and administrative
requirements. The presence of an international staff member as the Head of LO
had obviously/possibly discouraged the former Senior Administrative/Finance
Assistant and reduced the opportunities to siphon off funds.

67. However, the presence of an international officer had not prevented the
staff member from recording doubtful payments. This means that the supervision
by the international staff was not sufficient to prevent the fraud. When signing
cheques and payment vouchers, not enough attention was paid to the review of
supporting documents and to the coding of expenditures. The same risk exists
with MSRP. It could be even higher with electronic approval. In a paperless
environment, less attention may be given to the review of hard copy documents
or a combination of codes that are mostly numeric.

Verification of reference on recruitment of national staff

68. There was no evidence that UNHCR carried out a reference check on the
former Senior Administrative/Finance Assistant when she was recruited in 2000.
OIOS also noted that out of the three referees mentioned in the personal history
document, one did not have a contact address. Compliance with the requirement
for reference checks has been included in the ongoing OIOS audit of recruitment
of national staff.

Plan to strengthen monitoring capacity

69. OIOS was informed that the Finance Section, Budapest plans to
strengthen its capacity to monitor the transactions recorded in a field office by
various means, particularly in re-performing the bank reconciliations for selected
months for a field office. OIOS strongly encourages this practice.

V. ACKNOWLEDGEMENT

70. We wish to express our appreciation to the Management and staff of
UNHCR for the assistance and cooperation extended to the auditors during this
assignment.
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