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EXECUTIVE SUMMARY
UNHCR Operations in Uganda

O10S conducted an audit of the Office of the United Nations High
Commissioner for Refugees (UNHCR) operations in Uganda in October Z008.
The overall objective of the audit was to assess the adequacy and effectiveness
of internal controls in programme management, supply chain management and
administration and finance, This included a review of the implementation of the
cluster approach for Internally Displaced Persons (IDPs). The audit was
conducted in accordance with the International Standards for the Professional
Practice of Internal Auditing.

The overall conclusion is that while the objectives were generally
achieved. weaknesses in the systems described below suggest that the
Representation needs to ensure operational efficiency in compliance with the
relevant rules.

The objectives of the [DP programme and the cluster approach in
Uganda have been achieved to a large extent, despite a number of challenges
faced by the office, both internally and externally. The cluster members
interviewed generally acknowledged that the UNHCR Office in Uganda has
made substantial achievements, including the understanding, acceptance and
implementation by local authorities of the concept of “freedom of movement”,
the phasing-out of several camps, and the facilitation of the return of over 1.3
million people. As the progressive achievement of the IDP/cluster objectives has
shifted the focus from a humanitarian one to a recovery one, the next challenge
for the office is to achieve the transformation of camps into viable communities,
and to phase down a number of field offices.

Urgent attention of senior management at Headquarters was required to
solve misunderstandings between the Representative and the Head of Sub-Office
Gulu, which became public knowledge within the assistance communities, There
was also a need to conduct a structural review of the Representation in Uganda,
and to ensure a smooth transition and handover between the current staff in Gulu
and their replacements, expected in early 2009. The coordination mechanisms of
the protection cluster and sub-clusters also required improvement to ensure that
the protection response was fully integrated. The Representation stated that, with
the deparfure of the fHead of Sub-Office Gulu, there is now harmony and cordial
relations among staff in Gulu and between the Represenration and Sub-Office
Gulu management.  In addition, the Representation has requested the Bureau for
Africa and Office for Organizational Development and Management o assist
with the structural and staffing survey.

Improvement was required in the area of procuremeat both at the
Representation and at the implementing partners reviewed. Pertinent procedures
for procurement by implementing partners, as outlined in the sub-agreements,
were not always complied with by Gesellshaft fuer Technische Zusammenarbeit
and by Arbeiter Samariter Bund, and the documentation supporting the
expenditure was not always adequate. At the Representation, the lack of pre-
established criteria for the technical evaluation of bids coupled with the absence




{or lack of use) of the required Bid Tabulation Forms, raised concerns over the
fransparency of certain procurement of goods and services. The Representation
was taking steps lo address the deficiencies noted.

In the areas of administration and finance, the Representation generally
complied with UNHCR’s regulations, rules, policies and procedures, and controls
were operating effectively during the period under review. Improvement and
strengthening of internal controls were, however, required particularly in the
areas of delegation of authority and information technology:

* The Delegation of Authority Plan did not provide for adequate segregation of
dutics. At least six staff members were assigned incompatible functions,
with no additional controls to mitigate the risks involved. Also, there were a
number of payments approved by the beneficiaries of the payments. The
Representation has indicated that it would seek the approval of the
Controller to remedy the conflicts.

* In the area of information technology, the databases were not systematically
backed up; the last back up was over 10 months old. The Representation had
taken action to correct the weaknesses.
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(. INTRODUCTION

1. The Office of Internal Oversight Services (O1OS}) conducted an audit of
the Office of the United Nations High Commissioner for Refugees (UNHCR)
operations in Uganda in October 2008. The audit was conducted in accordance
with the International Standards for the Professional Practice of Internal
Auditing.

2. Uganda has been politically divided, with economic disparities and
ethnic tensions befween the south and the north, despite considerable
achievements towards democracy and economic growth over the last two
decades. UNHCR presence in Uganda is mostly related to needs generated by the
influx of refugees from neighbouring countries mainly from the Democratic
Republic of the Congo (DRC), South-Sudan and Rwanda, and by the existence of
a large Internally Displaced Persons (IDPs) population affected by over 20 years
of insurgency caused by the Lord’s Resistance Army in the north of the country.

3. UNHCR activities in Uganda are directed to a population of concern of
around 1.8 million, of whom 85 per cent are 1DPs. UNHCR focuses on the
protection of refugees, including the delivery of assistance, as well as monitoring
and coordination of activities undertaken by diverse partners. By the end of June
2008, Uganda was hosting some 135,000 registered refugees, most of whom have
achieved some level of self-sufficiency. As regards 1DPs, UNHCR focuses on
their protection and freedom of movement, including their voluntary return to
their communities of origin. In 2006, within the framework of the Inter-Agency
Standing Committee (IASC) cluster approach, UNHCR Uganda, as one of the
pilot offices invalved in the cluster approach, took up the lead of the protection
and camp coordination and camp management clusters (CCCM). UNHCR main
objectives for 2008-2009 is to ensure protection for all refugees and IDPs,
promote durable solutions to their displacement, facilitate and promote the
voluntary repatriation of refugees and the sustainable return of IDPs to their areas
of origin.

4. In 2007 the Representation was working with 33 implementing partners,
and by the end of 2007, 96 [DP camps were benefiting from CCCM assistance
activities. As of August 2008, the number of staff working for the UNHCR
Operations in Uganda was 196, There were 37 vacant posts {19 percent).

5. Comments made by UNHCR  are shown in italics.

li. AUDIT OBJECTIVES

0. The objectives of the audit were to review the:

(a) Effectiveness and efficiency of the arrangements for programme
management and pratection, including the implementation of the “cluster
approach” for |DPs;




(b) Reliability and integrity of financial and operational reporting as
well as information available in the Management Systems Renewal
Project (MSRP);

(c) Safeguarding of UNHCR assets against loss, misuse and damage
due to waste, abuse, mismanagement, error, fraud and irregularities; and

(d) Compliance with regulations and rules, Letters of Instructions,
and Sub-agreements.

lil. AUDIT SCOPE AND METHODOLOGY

7. The audit focused on the review of the IDP/Cluster approach and on the
administration of the UNHCR Office in Uganda with administrative expenditures
totalling $2.4 million in 2007, and assets with an acquisition cost of $16 million
and current value totalling $4.6 million. The audit also covered programme
management, including the review of project 07/AB/LS/406 implemented by
Gesellshaft fuer Technische Zusammenarbeit (GTZ) with expenditure totalling
$1.2 million and project 07/SB/LS/438 implemented by Arbeiter Samariter Bund
(ASB) with expenditure totalling $! million.

8. The audit methodology comprised: (a) review of policies and procedures,
administrative guidelines and data available from the MSRP, (b) interviews with
members of the IDP clusters and NGOs; (c) analysis of applicable data; (d)
physical verification and assessment of the effectiveness of controls; and (e)
observations and verification of processes, as appropriate.

IV. AUDIT FINDINGS AND
RECOMMENDATIONS

A. Management of the Protection and CCCM clusters

IDP/Cluster approach achieved its objectives in Uganda

9. Since 2006 UNHCR Uganda, under the framework of the cluster
approach, was the lead agency for Protection and the camp coordination and
camp management (CCCM) clusters. Based on interviews with cluster members
that included NGOs and sister agencies, OlOS assessed that the abjectives of the
IDP programme and the cluster approach in Uganda were substantially achieved,
despite recognized initial difficulties both within UNHCR and externally. Its
major achievement, as recognized by all parties interviewed, included the
achievement of an understanding, acceptance and implementation of the
“freedom of movement” by the local authorities, the phasing-out of over 40
camps, and the facilitation of the return of over 1.3 million persons.

10. The progressive achievement of the IDP/cluster objectives has shifted the
focus from humanitarian one to a recovery one. Accordingly, a phase-down of
the operations in the north of the country is being planned, including the closing
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of some field offices and the merging of the Protection cluster with the CCCM
cluster. Consideration is also being given to more involvement of local NGOs
and local authorities into the cluster’s activities, from which they had been
substantially excluded from before, for confidentiality and conflict of interest
reasons. In this context, the next challenge for the Representation is to ensure that
the concept of durable solutions (returning home) is well understood by all the
parties, and that proper capacity-building is implemented, if disengagement is
sought in 2009-2010. In this regard, NGOs, including international ones,
indicated that they had lcarned a lot from the implementation of the cluster
approach, especially those that were relatively new to the implementation of
protection activities.

Failure to handle personnel conflict as the senior management level impaired
effectiveness of cluster implementation

11. Notwithstanding the success achieved in the area of IDP in general,
OIOS found that there were a number of issues that needed urgent attention and
remedy by senior management at Headquarters. During the various interviews
held with the cluster members, several deficiencies were highlighted, the most
serious one being what appeared to be persistent tensions and misunderstanding
between the Representative and the Head of the Sub-Office Gulu. According to
some cluster members, the situation had reached a point where the bad
relationship between the two most senior officers had become public knowledge,
which negatively affected not only UNHCR’s staff confidence but also the
relations with local authorities (districts) in Gulu. For example, the NGOs
interviewed complained about the lack of coordination between the UNHCR
Representation in Kampala and its Sub-Office in Gulu resulting in conflicting
instructions, feedback or strategy, which has resulted in a frustrating situation for
both UNHCR staff and local partners. Some partners expressed their
exasperation over situations where some cluster members were able to obtain
first-hand information from Kampala, totally contradictory to what some other
members had obtained from the Sub-Office Gulu. There was a general view that
a more proactive approach tor the resolution of the existing conflict between the
Representative and the Head of Sub-Office Gulu could have improved the
coordination and the work environment.

12. Also noteworthy was the issue that arose from the implementation of a
recommendation by the 2007 Real Time Evaluation (RTE) to temporarily deploy
a ProCap Officer (staff on loan from the Norwegian Refugee Council) to the
Gulu Sub-Office. The mission of the ProCap Officer was to ensure operational
consistency among different districts, and was to be later replaced by a UNHCR
Senior Programme Officer, However, when a UNHCR Senior Protection Officer
was eventually deployed at the Sub-Office Gulu, this was only for a few months.
He was subsequently re-assigned to the Branch Office in Kampala, leaving the
Sub-Office in Gulu with neither a Senior Protection Officer nor a Programme
Officer, despite the recommendation of the RTE team. The only protection staff
in Gulu was an Associate Protection Officer, who appeared to have been left out
of the protection team.




13. According to the head of Sub-Office Gulu, the lack of a Senior
Protection Officer in Gulu for a period of 18 months had been a handicap for the
IDP operation. This had a negative impact on the coordination of protection
issues between field offices and interaction with partners. He also deplored the
lack of communication from the Representative, citing as an example the fact
that he was informally and only recently made aware of the decision to close
some field offices (except Gulu) at the end of the year.

14. The Representative explained that until June 2008 there was a Senior
Protection Officer in Gulu, and that short-term funding prevented the assignment
of long-term staff. He also clarified that the presence of both the Senior
Protection Officer and Programme Officer were needed in Kampala instead of in
Gulu for strategic planning and liaison with local officials and cluster members.
The Representative also pointed out that the head of the Sub-Office was regularly
invited to participate in the various coordination meetings, and that the issue on
the closure of offices under the IDP programme had been discussed on numerous
occasions with all field offices. He also pointed out that the draft 2009 Country
Operations Plan (COP) was shared with the head of the Sub-Office Gulu for his
comments prior to being sent to UNHCR Headquarters, and that no feedback was
received from him.'Moreover, according to the Representative, the head of Sub-
Office Gulu did not exercise his lcadership role, which was seen as direct
consequence of his “Logistics™ profile, when the profile that was nesded was that
of “Protection”. This was also the view of some members, pointing out that the
head of the Sub-Office Gulu was not able to be “strategic”, and that his approach
was logistics-oriented.

15. In OIOS’ view, given the apparent proportion taken by this issue, high
level actions should be urgently undertaken by senior management at UNHCR to
ensure that the crisis is resolved, including a comprehensive structural review of
the UNHCR Representation in Uganda. It is also paramount that, given the
expected departure of the head of Sub-Office Gulu and of the Junior Professional
Officer (JPO), the replacement staff should come on board as early as possible to
allow proper overlap and handover, so as to avoid a gap already foreseen by
some cluster members,

Recommendation 1

) The UNHCR Bureau for Africa, together with the
UNHCR Representation in Uganda, should address the
managerial tensions and issues between the Representative
and the Head of Sub-Office Gulu. A structural and staffing
review should be conducted as soon as possible, and should
involve all the relevant stakeholders. The Bureau for Africa
should also ensure that proper handover takes place between
the current and next incumbent staff at the Sub-Office Gulu.

i6. The Representation did not accept recommendation 1, stating that it
would not refer 1o the situation as “managerial tensions” though there were a
couple of misunderstandings. The Representative explained that he had his
misgivings about the profile of the Head of Sub-Office for that position before his
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appointment, which was not taken into consideration, and that perhaps his
profile may have contributed to the operational panic in asking for too many
staff members whose presence would have done very litle to surpass the
success achieved. The Representative stated that the appointment of the Head of
Sub-Office Gulu ended in December 2008, and that he left the operational areq
in mid December 2008, properly handing over the management activities to a
new staff member.

17. According to the Representative, there are harmonious and cordial
relations among staff in Gulu in particular and between the Representation and
the Sub-Office Gulu management ever since his departure. The Representation
also said that proper handover arrangements were made and that the office is
Junctioning smoothly. The representation further stated that it has requested the
Bureau for Africa and the Office for Organizational Development and
Management (ODMS) at Headgquarters to assist with the structural and staffing
survey for which no positive feedback has yet been obtained, and that it would
continue to ask for the review until it is done. OlOS takes note of the
explanations given, and the Representation’s confirmation that the managerial
issues have been satisfactorily resolved. OIOS further takes note that the
Representation has requested the Bureau for Africa and ODMS to assist with the
structural and  staffing review for the Representation in Uganda.
Recommendation 1 remains open pending confirmation by the Burean for Africa
that a structural and staffing review of the UNHCR Representation in Uganda has
been conducted.

Lack of adequate coordination between the clusters

18. There were concerns about the lack of coordination between the main
protection cluster in Kampala and the protection sub-clusters, as well as other
clusters and local authorities for the collection of data related to IDP situations.
For example, there was an on-going issue between the sub-clusters and the local
authorities as to who was respousible for collecting and reporting on the use of
land, water systems, and schooling needs. Some members also felt that a fully
integrated protection response was still lacking, given that too many activities
had been taking place in parallel. For example, it has happened that for the same
target group/communities, cluster members separately provide computers, office
supplies, training activities in a non-concerted manner, resulting in a duplication
of activities. In addition, the too specialized “slots” had left out certain equally
important protection activities such as “disability”, which does not fall into any
subcluster. UNHCR was also found to be deficient in coordinating the
contributions/responses given by the various cluster members in the areas of
monitoring and service delivery.

Recommendation 2

2) The UNHCR Representation in Uganda should
ensure that better communication and coordination
mechanisms are established within the main protection
cluster and with other protection sub-clusters, as well as local
authorities. Also, in order to avoid unnecessary duplication




of work, a more consultative approach should be
implemented within the protection cluster, so as to better
integrate/streamline the various assistance activities
undertaken by each of the cluster members.

19. The Representation accepted recommendation 2 and stated that
everything, including communication and coordination mechanisms can be
improved. UNHCR will keep on striving to ensure that the provision of protection
is delivered in the best possible way. Recommendation 2 remains open pending
receipt of evidence that communication and coordination mechanisms have been
improved.,

B. Review of implementing partners

Gesellshaft fuer Technische Zusammenarbeit (GTZ)

20. GTZ implemented the Local Settlement Projects (07/AB/LS/406) with a
budget and expenditure of some $1.5 million and $1.4 million respectively.

Non-compliance with required procurement procedures

21. The procurement procedures were not always complied with, and were
often not properly documented. For example, GTZ awarded a contract for the
supply of 12 water tanks, for a total of UGX 69,797,791 ($41,000) with no
evidence of any competitive bidding. There was no note to the file justifying this
cxception, and no Good Received Notes were available. In another example,
GTZ awarded a contract of $15,930 to a consultant (PDM & Associates) for
hydro-geological survey, with no evidence of any competitive bidding, and no
note to the file. GTZ explained that it had been instructed by UNHCR to hire
this particular contractor, which QOIOS subsequently confirmed with UNHCR.
There were several other instances of non-compliance with the requirements of
competition, on which GTZ often invoked time constraints as the reasons for
non-compliance.

22. On less significant procurement transactions, where only three proforma
invoices were required, GTZ was not in compliance either. For example, for a
subscription and purchase of a router (ADSL services) costing $2,360 GTZ only
invited one supplier, located in the same building as GTIZ. Also, for the purchase
of security software (Norton) for $2,267 only one vendor was invited, with no
Justifications in the files for the lack of competition. Moreover, for the renovation
of the Office of the Prime Minister costing $10,000 GTZ selected the most
expensive of the three bidders on the basis of an engineer’s technical evaluation
of a previous experience with the selected vendor, despite the fact that the then

technical evaluation was not in line with the technical criteria established for this
bid.

Recommendation 3

) The UNHCR Representation in Uganda should
request Gesellshaft fuer Technische Zusammenarbeit to
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ensure that the relevant procurement procedures are
complied with, and that any exceptions are duly justified in a
note for the file.

23, The Representation accepted recommendation 3 and stated that it would
discuss this issue with GTZ and write an official letter requesting GTZ to comply
with procurement procedures. Recommendation 3 remains open pending the
outcome of the discussions with GTZ and receipt of documentation showing the
directive issued to GTZ regarding compliance with procurement procedures.

Arbeijter Samariter Bund (ASB)

24, ASB implemented the Local Settlement Projects (07/SB/LS/438) with
budget and expenditure of some $1.1 million and $0.5 million respectively.

Weaknesses in the accounting sysiem

25, There were a number of weaknesses in the accounting system at ASB.
Expenditures were not recorded on the basis of relevant supporting documents,
nor were they posted in a timely manner in the accounting system. Instead, ASB
merely awaited the receipt of bank statements, and only those transactions
appearing on the bank statements (which were often received with delay) were
recorded.  This procedure was contrary to Generally Accepted Accounting
Principles and gave rise to considerable risks such as missing or partially
recorded transactions, errors not being detected in a timely manner, and
understatement of expenditure during quarterly reporting. OIOS noted, for
example, that on the basis of the cheque book stubs at the time of the review (14
October 2008), there were payments totaling UGX 27 million ($16,000) which
had still not been recorded. The entries were made on the basis of the bank
statement at the end of the month. Consequéntly ASB was unable to prepare
meaningful bank reconciliation for the periods under review (2007 and 2008).

Recommendation 4

4 The UNHCR Representation in Uganda should
request Arbeiter Samariter Bund to ensure that accounting
entries are made on the basis of documentation supporting
the expenditure, and that bank reconciliations are
periodically prepared and verified.

26. The Representation accepted recommendation 4 and stated that it would
discuss with ASB and request them to make accounting entries on the basis of
supporting documentation, with bank reconciliations carried out on a monthly
basis and verified accordingly. Recommendation 4 remains open pending
confirmation by the Representation that ASB has introduced sound accounting
procedures and bank reconciliations.

e |




Non-compliance with required procurement procedures

27. ASB also needed to improve in the area of procurement. ASB was not
pre-qualified for procurement on behalf of UNHCR, which meant that any
procurement undertaken should comply with “UNHCR Procurement Guidelines
for Implementing Partners” attached to the Sub-Agreement. However, the
requirement of competition was often not complied with, or not adequately
documented. For example, for the procurement of rubber boots costing around
$13,000, only one proforma invoice was available. ASB claimed that there was
only one vendor capable of providing the required quantities, but there was no
note to the file explaining this. In another case, for the procurement of Non Food
[tems for UGX 41 million ($24,000), there was no evidence of competitive
bidding.

28 Moreover, during the implementation of Quick Impact Projects (QIPs),
ASB directly procured goods and equipment totalling $247,475 for community
groups, instead of remitting the funds directly to the various beneficiaries, as
normally done. OIOS acknowledges that the reasons for such a direct
procurement by ASB were to ensure accountability and proper implementation of
the QIPs. However, the procurement procedures had not been properly
documented, despite the significant amount involved and the fact that ASB was
not pre-qualified for procurement on behalf of UNHCR. ASB explained that it
did not have any formal purchasing/contract committee, but that a committee was
informally established for this particular procurement comprising staff at the
ASB field office.

Recommendation 5

{3) The UNHCR Representation in Uganda should
request Arbeiter Samariter Bund to establish a formal
contract committee and remind them of the requirement to
comply with the UNHCR Procurement Guidelines for
Implementing Partners.

29. The Representation accepted recommendation 5 and stated that it would
request ASB to establish a contract committee and to comply with UNHCR
procurement  procedures described in  implementing partner operation
mandagement handbook. Recommendation 5 remains open pending confirmation
by the Representation that ASB has established a formal contract committee, and
that the refevant procurement procedures are being complied with.

C. Other programme matters

Large project portfolio increases monitoring burden for UNHCR

30. There was a need to streamline the number of projects currently managed
by the UNHCR Office in Uganda. There were a significant number of
“initiatives” that had resulted in the creation of too many projects. In 2008 alone,
there were 58 sub-agreements, many of which had very small budgets
(sometimes less than $4,000), yet were labour-intensive to deal with, and were
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actually designed for the same population of concern and for the same
localities/areas. In addition many of these sub-projects (funded under
Supplementary Budgets) were signed for periods of short duration, thereby
requiring the repetition of closing and opening procedures and making them
difficult to manage, given the staffing level in the Programme Section. In OIOS’s
view, the creation of too many projects resulted in the use of 37 implementing
partners in 2007 and increased the monitoring burden for the Programme staff,
which resulted in an inefficient use of available resources.

Recommendation 6

(6) The UNHCR Representation in Uganda should
consider streamlining/consolidating the number of projects
so as to facilitate their implementation and monitoring, and
alleviate the workload of the programme staff.

3l The Representation accepted recommendation 6 and stated that it would
consult with the Desk to streamline the number of projects in the coming year.
The Representation pointed out that some of the additions occurred during the
course of project implementation with heavy earmarking hence separale sub-
projects were created for ease of reporting. OIOS takes note of the explanations
given and acknowledges the difficulties faced by the Representation with regard
to reporting on earmarked contribution. Recommendation 6 remains open
pending receipt of documentation showing that appropriate actions have been
taken by the Representation to streamline the number of projects.

D. Procurement
Procurement activities require better documentation and increased transparency

32. According to Chapter 8 of the UNCHR Manual, for complex proposals, a
point scoring system should be setup in advance (before the opening of the bids)
to evaluate the technical and commercial components of each offer. For large
dollar value purchase of services, an evaluation team should be set up to evaluate
proposals, and the team should agree to an overall evaluation criteria (combining
technical and price components). Also, on completion of the evaluation process,
the evaluation team should sign a detailed Evaluation Score Sheet (form 5007)
and Evaluation Record (form S008).

Bi3! OIOS reviewed several procurement cases, including fuel, and found that
regardless of the amount involved, neither the Evaluation Score Sheets nor the
technical evaluations had been signed by the team members. Moreover, OIOS
assessed that the scoring system used for the evaluation of complex procurement
cases was not always consistent and transparent. For example, for the
procurement of 20,000 liters of fuel (ITB/PROC/005/February/2008) there was
no evidence that the criteria for the technical evaluation of suppliers had been
pre-identified, nor was the scoring system determined prior to the opening of
envelopes containing the bids. Also, for the provision of external audit services
awarded in 2007 and 2008, a 60/40 (technical/financial) scoring system was used
in 2007 while no scoring system was used for 2008, although the technical
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criteria were the same for both years. For 2008, while the evaluation document
was not signed, the winner was awarded the contract only on the basis of the
financial criterion.

34. Moreover, the Bid Tabulation Forms were often not prepared and kept on
file, and that there was no evidence that the bids were opened in the presence of
at least two witnesses, as required by the UNHCR Manual. The technical
evaluations, wherever available, were not signed and weighted against the
relevant evaluation of criteria. The lack of such documentary evidence raises the
question of transparency in the selection of suppliers/contractors and increases
the risk of financial loss to UNHCR. OIOS assessed that the deficiencies noted
in the procurement procedures and documentation were partly due to the limited
experience of the logistic staff. For example, the Logistics Unit staff stated that it
was not aware of the requirement to use a Bid Tabulation Form.

Recommendation 7

7 The UNHCR Representation in Uganda should
ensure that the criteria for technical evaluation of bids are
consistently established in advance of the receipt and opening
of bids, and ensure that the criteria are in line with the
requirements. The Representation should also ensure, when
opening the bids, that all the relevant information is
recorded on the Bid Tabulation Form, as required by the
relevant sections of the UNHCR Manual.

35. The Representation accepted recommendation 7 and stated that all
possible steps to address the points would be made in future to comply with the
requirements. Recommendation 7 remains open pending receipt of the details of
the steps taken by the Representation to ensure compliance with the requirements
for technical evaluation of bids and bid opening.

E. Administration and Finance

Delegation of Authority Plan (DOAP) did not ensure adequate segregation ol
duties

36. The UNHCR new Financial Internal Contro! Framework (FICF) requires
each Representative/Senior Manager to create a DOAP, which provides the
mechanism to identify and assign functional roles to staff members within their
area of responsibility in order to maintain effective internal controls. To achieve
effective internal controf, functions need to be segregated within the expenditure
process. Where such functions cannot be segregated because of specific
circumstances (such as lack of staff), additional control measures must be taken
1o ensure adequate control.

37. OIOS found that adequate segregation of functions was not achieved. At
least six staff members (both at the Representation and at field offices) had been
attributed incompatible functions (voucher preparer and technical approver), with
no additional controls to mitigate the risks associated with the insufficient
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segregation. To circumvent the DOAP built-in controls, the concerned staff
members were assigned two IDs each (the first allowing the preparation of the
voucher and the second allowing the technical approval of the same transaction).

38. The Representation explained that the incompatible roles (double ID)
were unavoidable given the lack of staff with sufficient technical knowledge to
perform technical approval functions, and other circumstances such as temporary
absences of staff. The Representation also explained that some staff with
substantive delegated administrative roles in the DOAP lacked sufficient
experience and knowledge of administrative rules to exercise their functions,
which increased the burden of the few experienced staff at the office. According
to the FICF, it is crucial that no individual is given a combination of functional
roles that conflict with the basic principle of segregation of duties. When this is
utiavoidable, exceptions must be documented in the DOAP and approved by the
Controller’s office.

Recommendation 8

(8) The UNHCR Representation in Uganda should
review its Delegation of Authority Plan (DOAP) and ensure
that proper segregation of duties is achieved. Adequate
controls shonld be put in place to address the deficiencies
associated with the cases of incompatible roles identified in
the DOAP,

39. The Representation accepted recommendation 8, but pointed out that the
cost of implementing or eliminating this weakness in MSRP may far outweigh the
weakness it is supposed to eliminate as it would entail the recruitment of six
additional staff to undertake these additional functions. The Representation also
stated that it would seek the approval of the Controller to remedy the situation.
Recommendation 8 remains open pending confirmation by the Representation
that additional internat controls have been put in place to mitigate the risks
associated with the lack of proper segregation of duties observed in the MSRP
system.

Beneficiarics approving their own payments

40, In connection with the weaknesses noted above, OIOS found a number
of payments made between April 2007 and August 2008 totalling $41,000 in
which the payment approvers were also the beneficiaries. According to the FICF,
a payment approver may not approve payments where he/she can benefit directly
or indirectly from the transaction. The Senior Administrative Officer was not
aware that such instances existed.

Recommendation 9
% The UNHCR Representation in Uganda should

ensure that the approving officer is not also the beneficiary
in the same transaction. When this cannot be avoided, the
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payments should be co-signed by a superior, with
explanatory notes kept on file.

41. The Representation accepted recommendation 9 and stated that it has
already notified all payment approvers in a memo dated 3 December 2008 about
this issue. and that this practice has since ceased. Based on the action taken by
the Representation, recommendation 9 has been closed.

Information technology (IT) security controls and data backup processes had
weaknesses

42. Adequate physical security of the IT equipment and data should be in
place to limit access and to protect against environmental risks/natural hazards
such as fire and flood. Safeguarding measures should also be in place to ensure
that unauthorized use, disclosure or modification, damage and theft of sensitive
UNHCR information does not occur.

43, OIOS assessed that the physical security of the IT equipment was
generally satisfactory. However, while the back-up of common drives were
stored in a separate room outside the main office building, there was no
systematic back-up of data. For example, the last back up made dated back to
December 2007. Also, although Sub-Offices and Field offices were required to
keep the back-ups in a safe place, compliance with the requirement was not
monitored. Moreover, access rights to shared drives with sensitive information
(such as human resource, protection and resettlement information) and [T
applications (such as the Progress database) had not been disabled for former or
re-assigned staff members.

Recommendation 10

(10) The UNHCR Representation in Uganda should
ensure that a regular data back up is made and kept in a
separate secure area. Aceess rights to information
technology and telecommunication equipment and databases
with sensitive information should also be regularly
monitored and updated in a timely manner.

44, The Representation accepted recommendation 10 and stated that there is
now a standard backup system in place as recommended by Headquarters. The
hardware and software configuration are all provided by Headquarters. The
Representation explained that at the time of the audit there were issues with the
backup system. Tapes had to be changed daily and stored off site. The problem
was that the actual backup was not successfully completing in time due to the
exponential increase in data which was brought 1o the attention of the Senior
Regional Information Systems Officer at the hub and Headquarters. Shortly
afterwards, a new system was introduced called the “GoVault Backup". Ever
since its installation, backups are done daily and successfully with the media
stored off the main building. The Representation also stated that access rights to
IT and telecommunication equipment for all departed staff have been removed
Jrom the system, and that a check-out list/system has since been introduced
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whereby every staff member has to clear with IT/Telecoms before they actually
leave the duty station. Based on the action taken by the Representation,

recommendation 10 has been closed.
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assignment.




600¢/6/0¢

1y uonessaiday ayy Aq UonEuLju0)

wnipa

[e1oueUl

EPUES[) UI UOREIUasaIday] WIHNI] M

600¢/6/0¢

Wwawamoord

Jo eam aqy w parou suondaoxa

30 Z19 Aq uonEayusn{ 3y pue 7160 yum
SUOISSNISEP aifl J0 awedno aul jo idiasay

wnipap

aouerdwoy)

DY 243 0] Mou

ul payusaf Anp 2w suondasxa Aue ey pus
s parpduwos am sagnpasosd uateainsosd
IUEAS]2S SN[] 10T UNsTa 0f TR IBUILILIEST
AYISIUY22 [ Jang yuy sy |asacy 1sanbas prnoys
EPUEE) U1 uojEwasasday MOHNM Y.

paplaoad 10N

paaoiduy
u39q IABY SWSIUBYISW UONEUIPIOOD PUE
UOTIEDTUNINTIUGD JBY] 93USPIAS Jo 1d1a0ay

wInypajy

20UBWISACD)

“SlRUEALL

SN2 AL L0 YIB2 Aq uaNELiapun saniAToR
JOULISISER SNOUBA 3U) 30| WAL AR
I702q 01 88 OF 4SEn]a uoraatoud
AU paiusidi aq prnos
Yaeosdde AR NSUOD 10WW B “{I0M JO
uonedl|dnp AsEssa0auun ploar 07 JapIo )
'DS|YSANUOYIME [RIO] SE |[9m SE ‘Sia1sn)d
-gns uonamosd 12010 Yl pue - 12sno
uonaaerd uTEL A1 WYlw paysT|geiss

DI SUSIURY 2L UOHBUTRIO0D DU
UDEdUNIIIOD 131130 T ansua pinoys
epuedr) ur uoneuasaday YOHNN 241

papiacid 10N

‘pajAnpUCs

U2aq 5L BPURE[] Ul uoneiuasasday
UIHNN IO ma1aa1 FULTEIS PUR |BINLLS 8
T2y BILYY 10 MENE ALl A UOIEWIIUGT

ysiy

SIURUISACLY

NG AAWI0-GNS 3y 18 FIms Jwagquinau
IXAU puR JURLND M Usasiag aoe)d saye
Ipaopury sadosd ey amnsus ospe pinoys
BILIY 0] NB2ING] 34 ] “SIRpIoyayms
IHEAD]A1 FY) [|7 2A]DAUT PINOYS puR
2|qissod sv UDOS SB pRaNpUes 3q pinoys
MAADL FULRIS pUi |2IN190015 W RjRD
MNO-ANS Jo pray ay1 pue aanmuasaiday
SUYT UIIMLDY SINER] PUE SUOTSUI]
[BpafRURIL 34} $S2IPPE pinoys Bpuedn)
Ut ueneuasasday YIHNMD 24 Yum
QAR BILYY 10] nEang YOHND UL

ep
uonewyuawapdury

U0 RPUIWWOIIL ISO[I 0] PIPIIU SUOTIIY

D

sunel
ATy

K1039183 STy

UOIEPUA WIW 0IY

‘ou
WoIY

I XANNY

SNOLLVANIWINODTY L1ANV A0 SALV.LS




pajupwa(dui] ‘pae[dwoo wondy | » wnipajy 30URUIDADY) epues() ul uoneuasaiday YOHN[ 241, 6
dv O]
S UL painuspt sajod ajqiiedurosu o
SBSED AL I PAIBIICESE SN IUMILAP )
WANSAS JHSIN AU 0T paalasgo sannp ssaippe a1 aon[d u nd aq pinoys sjonuos
J0 uo1EREas sadoid 1o ¥orp 2yl Yitm srenbapy “panaiyan si sannp jo uonefaiias
PAIRIDOSSR SYSLI g AEdmw ol 2au)d w Jzdosd 1Byt amsua pue (v o) unid
nd uaag Aaey sj0U0D [EUIUL [BUOIppE Asoyiny 1o uotpSajac] si MAIA2] pinoys
6007/6/0€ e uonmuasaaday 2ip Aq ueneunyuoy | o Wnpagy 22UBIAACD epuedn) un uoneussasday WOHN YL 8
TERUERA HIHN D 241 10 suohiaas juesajal
a1 Ag pannbag se ‘wo uonejnge |
Pif 241 UG papaoaad st uonedop)
IreAR|1 3L [je 1 tspig oy Suuado
UM 'AMSU2 058 pinoys uonmussaiday
L, swawEnnbas 2yl yum au o s
“Furuado BLINLID 21 TBYL 2nsua pur ‘spig jo Suiuado
SPLG PUE SPL JO SUDTEN[EAS [EDIUGIE) puE 1d12031 241 [0 IIUVAPE Ul pays||gesa
d0j spuatmannbar oy gum asuedutos AJIUSISISUOD 208 SPIG JO UOHEN[EAD
2UNEUD O] aEMApUN [Py uDtRTIasaIday [EINLYIAT I0§ BUIILIY 21 1041 ANSUD pIRoys
papiaoid JoN | oy yarym sdais 2y jo spmap agi joadiasay | o wrpagp aouel|dwon Bpuedny w uonmuasasday ¥IMN AL L
s
MumISosd Ayl Jo pEOIDM Al AIBIA][E
s19afoud Jo saquinu a1 awwEans 0} ¥5a(] piE ‘Sunoluow pue uonwuatadu iaip
L 10 AIUTSISSE AU YAy uonRInasaaday aeninel o1 se o8 spnalood jo aquing aig
U1 G UANE UAD DAY SUOTIOR FunrpiosEOdFUIIUITAIS JAPISU0 PINOYS
papiaoid 10N awadordde e papiacad s 2ouspiag | o WINIpaA reuoneladp BPUEG N Ul uonmuasasday WOMN UL 9
"SIMR Tunuswiaid) Jog
yum parjduoes SAUIIPING TUILANI0LL MIHN T Y1 4w
Sutaq am saunpasoad juswanaosd Apduion oy juausambal a1 Jo Wayl puiw
WRA[2T 21 JEY) PUB ‘DLW PUR 30D IENUOD [HULO) B USRS
TOENUOD [BIOI0] ¥ pAYSIQEISY $EY Y 0] pung IURMIES 12100y 1sanbal pinoys
600Z/6/0€ 1By uolimuasaiday ayy Ay vopeuguo) | O wnipap aouerdwon 8puREn ul uenmuasaday YOHNT AU 4
“paguas pue pamdaid Ajjeapouad s
SUQLIRI[IAUGORAL YUk fp pus ‘ainipuadxo
2 Furgoddns vonmustinaop jo siseq sy
SUOTIRI[19U028] JURq PUR S3mpadod L0 PRI IR SALAUS SUNUNOGITR 18I 2Msus
dununoase punos paonponul sey gSy O] pUNy IMURLES Ja1agly 1sanbad pinoys
A1EP UOYEPUAWIN0III 35073 0) papsan suonay | 10 Bupe. L1038 ysry UC)RPUIW0IFY od
uonejurmaduy : : /D ysng ’ : "Wy




14

"SUOTIEpURWWO0931 0] asuodsal ut YDHNN Aq papracad e 7
uado = O ‘pasopP = 1

"ISULBLL AJa 7

ul paepdn pue paonuowm Suendal aq osme
PINOYS UONBIIIOL UL 3ATISUIS YILW SIFEQRIED
pue wawdinba uonestunuUoaya pus
ATopouyos) uonEwojul ) siyfi ssanoy
e aanoas amndas v jday pus apew

st dn yaeq wiEp NS & 10Y) uNSUa pnoys
pajuawadurg ‘paterdwor uolpy | O wnpajy [eucnerndo BpUBSE[] ul uonmussaday YOHN d4L 01

=

uo day smon Aowueidsa ynm Jouadns

B Ag pausis-03 3y pinoys stuawided ag
POPICAE 3G JOUURI S1U) UAY A UONIESUED
SLUES Ayl Ul AR SUSG AL OS] 10U

51 J2oudo Bulacddde ay e amsua prnoys

aep O | 3dupes ‘on
E.:ENE.E@_ duy | TOMEPUITWOI3 3502 0) Papadu sUONIY .ﬂu S A1032180 ¥sry UONBPUIM WOy el




