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l. I am pleased to present the report on the above-mentioned audit.

2. Based on your comments, all reeommendations will remain open in the OIOS
database as indicated in Annex l. In order for us to close the recommendations, we
request that you provide us with additional information as discussed in the text of the
report and also summarized in Annex l.

3. Please note that OIOS will repoft on the progress made to implement its
recommendations, particularly those designated as high risk (i.e., recommendations l-5),
in its annual report to the General Assembly and semlannual report to the Secretary-
General.
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OIOS conducted an audit of the Department of Public Information's
(DPI) role in the dissemination of information through the [ntemet. The overalI
objective of the audit were to assess: (a) the adequacy of the United Nations
governance, oversight and coordination mechanisms ov€r the Intemet and web
for the purpose of disseminating information; and (b) the effectiveness and
efficiency of the operational controls for information dissemination through the
Internet. The audit was conducted in accordance with the International Standards
for the Professional Practice of Internal Auditing.

Industry standards indicate that successful web communications services
require a minimum of three elements to be considered in planning and
implementing their programmes:

o A clearly formulated web communications strategy in line with business
objectives defining the reasons for which the organization is engaged in
web activities;

o A web governance mechanism defining the roles and responsibilities of
stakeholders, technical architecture and web content management,
policies and standards; and

o Adequate resources to suppoft the technical architecture and cont€nt
management.

STlAUZ00ll5 attributed the primary responsibility for the approval of
website and Uniform Resource Locator (URL) creation, site content managem€nt
and standardization of posting rights and central website management
(www.un.org) to DPI. However, DPI had not formulated a comprehensive,
coherent, and flexible web communications strategy for the UN Secretariat. The
lack of a well articulated strategy led to the creation of a governance structure
which ultimately proved to be ineffective.

In the absence of standardized web development tools or content
management systems, author departments generally developed their own
websites using a number of different tools and technologies. This resulted in a
proliferation of technical solutions, inadequate standardization and technical
security, inconsistent presentation of the UN websites, incompatible content
management platforms and processes. While the Enterprise Resource Planning
(ERP) project which services the intemal administration of processes has been
provided with initial funding of $20 million, the Enterprise Content Management
(ECM) project which supports the extemal face ofthe UN has been ganted only
$2 million (NRES16J|262) from the regular budget so far. The Office of the
Information and Communications Technology (OICT) has to date procured part
of the ECM system for $5.4 million, financing it from its regular budget and
support account. This has limited both DPI and OICT's ability to implement a
comorehensive ECM svstem for the IJN Secretariat.



DPI's intemal structure and organization for the provision of web
communications services needs strengthening particularly in the formulation of
its strategic objectives, its distribution of resources and in establishing the terms
ofreference for its Web Services Section.
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I. INTRODUGTION

l. The Office of Internal Oversight Services (OIOS) conducted an audit of
the Department of Public Information's (DPI) role in the dissemination of
information through the Internet. The audit was conducted in accordance with
the International Standards for the Professional Practice of Internal Auditing.

2. The Under-Secretary-General (USG), DPI is responsible for the overall
direction and strategic management of the United Nations communications and
public information, both at Headquarters (l.JNHQs) and in the field. DPI
elaborates, coordinates and harmonizes UN policies and activities in the field of
information. General Assembly (GA) resolutions since 1995 have encouraged
DPI to take full advantage of new infbrmation technology tools such as the
Internet to support the comprehensive and cost-effective dissemination of
information in the United Nations.

3, DPI's News and Media Division (NMD) and lnformation Technology
Section (ITS), cuffently known as the Web Services Section (WSS), initiated the
creation of the UN website (www.un.org) in 1995. This website now seryes as
the central website of the UN system and hosts the homepages of all the UN
departments.

4. lndustry standards indicate that successful web communications seryices
require a minimum of three elements to be considered in planning and
implementing their programmes:

. A clearly formulated web communications strategy in line with
business objectives definirrg the reasons for which the organization is
engaged in  web act iv i t ies l

o A web governance mechanism defining the roles and
responsibilities of stakeholders, technical architecture and web content
management, policies and standards; and

o Adequate tesources to support the technical architecture and
contenl management.

5. The governanc€ of the Internet in the United Nations Secretariat is based
on the terms of reference that established the Internet Publishing Policy in 2001
(ST/AV200l/5). The scope of the United Nations Intemet policy included the
t€rms and conditions for the coordination of Internet sites and home pages of the
United Nations Secretariat; guidelines for home-page layouts, presentation
standards, definition of metadata, and search tools; review of Intemet content;
monitoring compliance; and copyrights, quality assurance, and standardization.
The implementation of the United Nations Intemet policy established a
governance structure assigning a number of entities with responsibilities to
coordinate and participate in the governance of the system.

6. Comments made by Department of Public Information and the Office of
Information Communication Technoloev are shown in i/a/ics.



II. AUDIT OBJECTIVES

7. The main objectives ofthe audit were to assess:

(a) The adequacy of the United Nations govemance, oversight and
coordination mechanisms over the Intemet and web for the purpose
of disseminating information; and

(b) The effectiveness and efficiency of the operational mechanisms for
information dissemination throueh the Intemet.

III. AUDIT SGOPE AND METHODOLOGY

8. The audit covered the period from 2003 to 2008 and reviewed General
Assembly resolutions, reports of the Secretary-General, Administrative
Instructions, and Secretary-General's bulletins related to web communications
services. The audit reviewed DPI's role and organizational arrangements, in
collaboration with OICT and author departments, in relation to the provision of
web communications services. The audit also reviewed selected author
departments which have implemented departmental web initiatives (including
DESA, OCI{A, DSS and DFS) to determine the consistency with existing UN
policies and sharing of best practices across the Secretariat. Interviews were also
conducted with departmental staff.

9. The audit did not cover the types of informalion produced and
disseminated by DPI, including the target audiences of its sites, the scope of web
development and content-generating work performed by it; the effectiveness of
DPl-managed sites in reaching their audiences; their website traffic pattems and
what they indicate about the Deparhnent's effectiveness in disseminating
information.

IV. AUDIT FINDINGS AND
RECOMMENDATIOIIIS

A. Strategic anagement and Goyernance

Comotehensive web communications strateg.y required

10. According to General Assembly resolution (52170), DPI has the primary
role in elaborating, coordinating and harmonizing information policies and
activities in the UN system. However, DPI stated that it does not have the
primary role but a role in elaborating, coordinating and harmonizing
information policies and activities in the W system through the United Nations
Communications Group. The Committee on Information (COI), which was set up
on l8 December 1979 by GA Resolution 341182, reviews the public information



policies to evaluate and follow up on the efforts made and progress achieved by
the United Nations system in the field of information and communications. The
COt, which is serviced by DPI, reports to the General Assembly.

11. During the period from 1996 to 2008, the GA passed 13 resolutions
which addressed the use of the web by the Unit€d Nations and gave specific
operational mandates to DPL The resolutions covered three key areas in which
DPI was to carry out activities to develop and enhance the use of websites:

(a) Parity of UN official languages. The CA resolutions were
primarily concemed with the need to ensure the parity of the six UN
official languages in the UN websites including the translation of web
content and ensuring that the content providers translate key
parliamentary documentation and other current materials posted on their
websites; ensuring the equitable use of the allocated resources for this
purpose; and the use of web technology that accommodates the six
languages;

(b) Content manasement. The resolutions mandated DPI's role in
content management, which included an improvement of the UN
websites for comprehensive, objective and accurate information;
development of guidelines for content planning and publication for UN
websites; and development of proposals for the establishment of a central
portal including a search and retrieval facility encompassing all UN
websites;

(c) Web technologv. The resolutions (A/RES/S6/64) required DPI
to lead in efforts conceming the adoption and operationalization of a
search tool; establishment of a technological infrastructure and
applications to accommodate multilingualism; and providing effective
access to UN websites by persons with disabilities.

12. In responding to these multiple mandates, DPI did not prepare an overall
strategy to ensure the provision of comprehensive web communications services.
The strategy should have been initiated in consultation with OICT and author
departments and at the minimum included the:

o Establishment ofobiectives ofthe web sitesl

e ldentification ofkey intended users of the UN web sites;

r Adoption ofa common content management architecture;

o Establishment of procedures for the use and deployment of the
common content management architecture.

13. Further, responsibilities for web communications services are placed
with a number of entities in the Offices away from Headquarters (OAH), field
and peacekeeping missions and in the United Nations Secretariat. For example,
paragraph 3.2 of ST/AI/2001/5 states that DPI, with technical support provided

1



by the OICT, is responsible for the United Nations web pages and related links at
UNHQ. However, DPI feels that this responsibility is not clearly stated. DPI
explained that it is not responsible for all of the pages and related links at
UNHQ, that it does not need OICT support to take care of the linla on the pages

for which it holds responsibility and that there is little clarity in lhe formulation
"links at WHQ. "

14. At the United Nations Ollice at Geneva, United Nations Office at
Vienna, United Nations Office at Nairobi, and regional commissions, their
respective director generals and executive secretaries are responsible for
approving the creation and operation ofweb pages. Web pages develope{ by the
UN information centres are managed by DPI's Strategic Communications
Services Division. Author departments are responsible for the development,
authoring, editing and coding of the content of Intemet home pages and files.
They are also responsible for designating a webmaster for the technical operation
and maintenance of their websites. [n view of the diverse allocation of
responsibilities, it is critical that DPI formulate a comprehensive plan that
attributes the roles and responsibilities of all entities in the UN Secretariat. OlCf
stated that in its view, creating and managing web conlent should be the
responsibility of DPI arul othel substantire departments- However, developing
and supporting qn Organization-wide knowledge management environment
based on standanlized work processes and technological tools should be the
responsibility of OICT. This work must be viewed as pa of rhe htowledge
management programme under lhe new ICT strategt document (A/62/793) being
coordinated by OICT.

R€commendation 1

(1) The Departm€nt of Public Information in
collaboration with the Office of the Information and
Communications and Technology should forrnulate a
comprehensive and coherent web communications strategy
for the entire Secretatiat, including the allocation of
responsibilities, that is in alignment with the business
obj€cliv€s of the author d€partments.

15. The DPI Adminisrration accepted recommendation I and stated lhat
such a strateg) will require buy-in from all stakeholders/author departments,
many of which at present have autonomous lVeb operations and maintain full
control of their online content and its presentalion. While DPI's own strategic
goals for the Intemet have been repealedly formulated in its reports to the
Commiltee on Information snd the Special Political and Decolonization
Commiltee, the Department can lake the initiative to formulate a broader
slrotegic framework that would then be channeled through the Internet
Governance Group/Internet Steering Committee process for top-level approval.
As aflst step, the allocation of rcsponsibilities needs to be worked oul between
DPI and OICT, to be followed by discussions wilh author departments, OICT
also accepted the recommendqtion stating that DPI should formulate a web
communication straleg) in close collaboration with OICT as recommended.
Recommendation I remains open pending receipt of documentation showing the



strategy, including the allocation of responsibilities between DPI, OICT and
author departments.

Ineffectiue rveb eovernanc

16. Translation of the GA resolutions into actions occurred through a series
of administrative instructions. In accordance with these instructions, the
Secretary-General established a number of working groups and committees in
order to bring together representatives from three main categories related to web
governance namely technological infrastructure (OICT), content management
(DPI) and content providers (author departments). The primary policies and
procedures relating to the governance of the web in the UN Secretariat were
stipulated in ST/AV200I/5 which attributed the primary responsibility for the
approval of site and URL creation, site content management and standardization
of posting rights and central website management (www.un.org) to DPI.

17. The Working Group on Internet Matters (WGIM) was established as the
key group driving the web governance processes. Other important elements of
the Secretariat's web govemance anangements consist ofthe Working Group on
Electronic Publishing (WGEP), which reports to the Publications Board (PB),
and the Taik Force on Knowledge Sharing reporting to the Information and
Communications Technology (lCT) Board. Additional [CT govemance forums
such as th€ ICT Board and its related committees (Project Review Committee
and ICT Committees at the departmental/office level) complement the
governance structure and focus on [CT investments and standard setting. The
functioning ofeach ofthese working groups/committees is discussed below.

(i) Working Group on lntemet Matters (WGIM)

18. The WCIM is chaired by DPI and its membership consisted of
representatives from OLA, OICT and author departments. Its primary
responsibilities included: (a) coordinating United Nations Secretariat Intemet
sites and home pages; and (b) developing and issuing guidelines for homepages
layouts of departments and offices, presentation standards, the provision of
metadata and the use of search engines, search tools and intemal and external
hypellinks. The working group was also expected to coordinate with OICT and
other information technology services on hardware, software and security issues.

19. In the context of rapidly developing technology and increasing demands
for public information to be made available to the targeted audiences, the role of
the WGIM is critical. The working group met l3 times in the last seven years as
opposed to a planned schedule of 50 meetings. Two meetings were held in 2001,
six in 2002, four in 2003 and the last meeting was held in June 2004. The COI,
DPl, OICT and the author departments all recognized that the WGIM was
ineffective and it became non-operational since 2004. Several staff interviewed
indicated that the WGIM was not constituted at a sufliciently high level and was
ineffective particularly in areas that required high level coordination.
Consequently, there were problems in establishing consistent process controls for
content management and a standard technological framework for all author
departments. Operational guidelines, both in the areas of content management



and technological standards, were also not finalized. Also, according to DPI, the
WGIM did not have the legal or administrative authority to issue technical
guidelines and the set of guidelines drafted in July 2003 by the Group was not
o{Iicially issued. As a result, the working group proved to be ineffective and
generally failed to play its role in designing and establishing an effective
architecture for the provision of web services to the UN Secretariat. DPI also
failed to initiate any actions'to improve the WGIM's effectiveness in the period
2004-2007. In 200E, DPI initiated a new governance me,rhanism discussed in
paragraph 23 .

(ii) Working Group on Electronic Publishing (WGEP)

20. ST/AV2001/5 dated 22 August 2001 established the WGEP whose
primary function was to draft policies on electronic publishing and electronic
rights agreements for the Publications Board's review and approval. The WGEP
is chaired by DPI and its membership consisted of representatives from OLA,
OICT and author departments including liaison offices for OAH. The Working
Group met only five times. Four meetings were held in 2004 and one meeting in
2005. No policy recommendations were submitted to the Publications Board for
its approval. As a result, there was a lack of uniform web publication standards
among the author departments.

(ii i) Publications Board (PB)

21. ST/AV200l/5 also established the Working Committee of the
Publications Board whose purpose is to ensure that the information provided on
websites is standardized and of high quality. The PB is chaired by DPI and its
membership consisted of representatives from OLA, DGACM, DM, the Geneva
and Vienna Working Group of the Publications Board, Secretariat of the
Executive Committees and from the Regional Commission New York O{fice
(RCNYO). The WGIM and the WGEP report to the PB regarding the
implementation and enforcement of relevant guidelines. However, as both the
WGIM and the WGEP were not functioning satisfactorily, the PB also did not
contribute significantly in the oversight of the Internet activities of the United
Nations. The mandate ofthe Publications Board, as set forth in ST/SGB/2005/15,
focused on oversight of publications in general and was not restricted to
electronic information on the web. The lack of clarity concerning the PB's
purpose did not assist DPI in designing and establishing an effective architecture
for web governance in the UN Secretariat.

(iv) Knowledge Sharing Task Force (KSTF)

22. The KSTF was launched in January 2002 to serve as a forum for sharing
information relating to Extranet, Intemet, and Intranet initiatives and to advise
the ICT Board on the need for policies and guidelines. During the period under
review the Task Force met l7 times from 2002 to 2003 but met only once in
2004. This Task Force was inactive during the period 2004-2008. In 2008, the
KSTF was reconstituted at the initiative of the Chief Information Technology
Officer (CITO) as the Working Group on Knowledge Management with the aim



of implementing a knowledge-sharing strat€gy for the United Nations Secretariat
in line with the CITO's ICT strategy.

(v) DPI's ICT Committee

23. ST/AV2005/10 established DPI's ICT Committee whose aim was to
establish departmental ICT strategies to achieve the overall objectives of the
Secretariat, review existing systems to confirm their effectiveness, and ensure
that standard methodologies are consistently used for infonnation and
communications technology projects. No high level business cases were
reviewed by the Committee during the period 2005-2008. The Committee met
only once and did not record any minutes. As a result, DPI's ICT Committee did
not ensure that the systems and activities were in accordance with the objectives
ofthe Secretariat and that there was no duplication ofefforts.

(vi) ICT Board's approval of ICT projects

24. The ICT Board's objectives are to ensure that the ICT needs of all
departments are met and to avoid duplication of efforts. ST/AI/2005/10 and
ST/SG8/2003/ l7 established the Project Review Committee (PRC) to ensure that
each high level business case for ICT projects of $200,000 or more, in combined
monetary and staff resources over a period of 4 years, is complete, consistent and
not duplicative before it is submitted to the ICT Board, for approval. The PRC is
chaired by the OICT and its membership consists of three representatives from
departments at HQs and three from offices away from HQs. Projects submitted to
the PRC were to be first cleared by the departmental ICT committees and then
presented to the PRC. OIOS did not find projects that exceeded the threshold
limit. Therefore, OIOS could not assess whether the PRC had served its purpose
with regard to the creation of website projects.

25. Overall, the govemance structure established by the United Nations
Internet policies failed to operate in an effective and efficient manner. In OIOS'
opinion, DPI did not exercise leadership in the area of web governance by not
developing a coherent and focused strategy that translated its mandates into clear,
structured and organizationatly feasible objectives in collaboration with OICT
and author departments. Further, the overall accountability for the processes was
placed on committees, working groups, and task forces which proved to be
dysfunctional and ineffective. DPI also had not conducted an overall review of
existing practices relating to Int€rnet strategies, operations, technical and content
management tools within the Secretariat to determine their strengths and
weaknesses. For example, OC[{A, DFS and DESA had already begun
developing their departmental web communication shategies.

26- On l0 March 2008, DPI proposed to the EOSG a new web governance
model with the authority to promulgate, monitor and enforce standards with
regard to the technic.al platform, publishing applications, organizational branding,
site navigation and content presentation. The model calls for a two-tier entity
consisting of the Internet Steering Committee (ISC) and th€ Intemet Govemance
Group (IGG). The Intemet Steering Committee is a high level group chaired by
the USG of DPI and composed of members at the USG/ASG level and the CITO



as an, ex-officio member. Its function is to review policies and approve standards
for content management. The IGG is a subsidiary body of the Internet Steering
Committee with responsibilities including oversight of content management,
review and recommendation of content standards, rules and mandates and
operational policies. The ICG is co-chaired by DPI and the Office ofthe CITO
at the D1/P5 level. The IGG replaces the Working Group on Intemet Matters
and is assisted by the Intemet Technical Panel (ITP) and the Internet Content
Panel (ICP). The ITP will set technical standards for web applications and
content maragem€nt systems. The ICP will ensure consistency of branding and
content presentation across the UN Secretariat websites at UNHQ (such as
www.un.org) by approving new templates, posting rights and domain names.
The proposal was approved by the Executive Office of the Secretary-General on
14 March 2008.

27. Although there were no target dates specified for the implementation of
the new govemance model, the Internet Govemance Group (IGG) has met twice
in 2009 in January and February and was chaired by the CITO. Among other
issues, the Group discussed the possibilif of hiring a consultant in developing a
strategy for the www.un.org website. DPI informed OIOS that the WGIM has
ceased to exist. but so far. no ST/SGB has been drafted to document the
discontinuance of the old govemance mechanisms, and their replacement with
new mechanisms.

28. OICT stated that OIOS'review ofthe subject reJlects dated concepts and
governance arrangements before the crealion of OICT in December 2008' . OICT

further acbtowledges that knowledge management concepts, contenl
management techniques and Internet technologt have evolved to such an extent
that a new way of collaborating needs to be considered to enable the W to
reach its intended goal of having a coherent, Organization-wide approach to
information disseminstion throush the Internel.

Recomrnendation 2 and 3

@ The Department of Public Inforrnation, in
consultalion with the Office of the Information and
Communications Technology and author departments,
should review its web governance arrangements in order to
establish a universal web governance architecture for the fJN
Secretariat wilh distinct objectives and clear roles and
responsibilities.

I Although OIOS has refened to the OICT throughout the report for the sake of consistency, it
should be noted that the Information Technology Services Division (ITSD) of the Deparlm€nt of
Management had the responsibility for providing technological solutions to th€ lntemet and web
a.ralgem€nts in the Organization prior to tbe creation ofOICT.

E
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Recommendation 3

(3) The Department of Public Information should
promulgate a Secretary-General's Bulletin that will
document the discontinuance of the old web governance
mechanisrns and their replacement with new mechanisms.

29. The DPI Adminislration accepted recommendalion 2 and stated that the
new web governance anangemenl hos been put in place with the Internet
Steering Commirlee (ISC) ot the USG/ASG level, and the Internet Governsnce
Group (IGG) at lhe D-1/D-2 level. The Internel Governance Group fuis adopted
ils terms of reference, and the ISC will do so soon. OICT also accepted this
recommendation and stated thal while the new governance mechsnisms will
assist the Secrelariat in moving ahead, a discussion needs to be held to clarifu
the vision and the respective roles and responsibilities of DPI, OICT and othet
content owners. Further, OICT stated that ISC has been constituted and will meet
soon, and that the IGG, chaired by CITO, has met several times and has adopled
its terms of reference. Recommendation 2 remains open pending receipt of
documentation clari$,ing the objectives and roles and responsibilities of DPI and
OICT in the UN Secretariat.

30. The DPI Administration accepted recommendation 3 and stated that it
has already begun discussion, wilhin the IGG and in close collaboration with the
OICT and OLA about the modalities of issuing an SGB on this matter. As
advised by OLA, this coukl be a lengthy process in view of the complex nature of
the issues involved. OICT also accepled this recommendation, stdting thot the
IGG will clarify the relationship with the Publications Board and the ISC and
that an SGB should be issued lollowing consultations with OLA.
Recommendation 3 remains open pending the issuance ofthe SGB.

No standard technological architecture for web content management in the UN
Secretariat

3 L A critical component for the provision of web communications services
is the requirement for a standard architecture for supporting websites in the UN
Secretariat. Cunently, however, different applications with overlapping
functionalities are used across the Secretariat to develop and support websites.
Since there were no standardized web development tools or content management
systems, author departments generally developed their own websites using
different tools and technologies. These included off-the-shelf and open source
software such as Microsoft Sharepoint, Chilisoft, Jahia, Documentum,
DotNetNuke, Dreamweaver, and Joomla. This has resulted in a proliferation of
technical solutions, inadequate standardization and technical security,
inconsistent presentation of the UN websites and incompatible content
management platforms and processes. Also, there is an overall inefficiency in
web expenditures in the purchase and maintenance of systems, as well as training
of staff to ensure the effectiveness ofthese systems.

32. In order to address the lack ofa standard enterprise content management
system (ECM) in the Secretariat, OICT proposed a requirement for a total of



$12.6 million in its report to the Secretary-G eneral (N62/5lO/Rev.l) in October
2007. The General Assembly's resolution (63/262), approved $2 million from the
regular budget for the ECM. OICT is currently leading an initiative for an
application called Documentum as the ECM (partially resourced from OICT's
regular budget and support account) for the Secretariat by procuring it in phases.
As of December 2008, ITSD spent about $5.4 million on the implementation of
the ECM project by acquiring Documentum to provide the following capabilities
across the organization:

o Document management;

o Web content management;

. Search and collaboration; and

o Record management and digital asset management.

33. Another software called Jahia was purchased in the interim period to
address the urgent need for a web content management system. It provides
capabilities including (a) more efficient content crealior/authoring; (b)
multilingual functionalities; (c) standardized workflow, approval processes and
rules; and (d) content categorization. At the time of the audit, one website
created by DPI for the Member States was operational on the Jahia platform.
While the Enterprise Resource Planning (ERP) project which services the
intemal administration of processes has been provided an initial funding of $20
million, the Enterprise Content Management (ECM) project which supports the
extemal face ofthe UN has been granted only $2 million (A,/RES/63/262) so far.
This has limited both DPI and oICT's ability to implement a comprehensive
ECM system for the UN Secretariat. DPI stated that paragraphs 3l-33 almost
exclusively deal with the mqtters of technological infraslructure that lie beyoncl
the scope of DPI's mandate or its human andfinancial resources

Recommendation 4

(4) The OIfice of Inforrnation and Communications
Technology and Department of Public Information should
collaboratively propose the budget for a comprehensive
Enterprise Content Manag€ment syst€m to the General
Assembly for its approval in their next budget cycle'

34. OICT accepted lhis recommendation stating that il is in the process of
developing a comprehensive knowledge manqgement slrateg) in collaboration
with key stakeholders, including DPI, Offices away from Headquarters (OAHs)
aruI other Secretariat depdrtments. On the basis of the strateg), the budget for
ECM will be prepared. The DPI Adminislration did not accept recommendation
1 and stated that it is only involved in the web portion of lhe ECM. As such it will
actively parlicipate in the preparation of the Web Content Managemenl
requirements portion of ECM. The budget should be proposed by OICT, with
participalion by author ffices. Recommendation 4 remains open pending receipt
ofthe budgetary document for ECM.
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DPI's internal structure and organization needs strengthening

35. A review of DPI's expected accomplishments and indicators of
achievement for 2008-2009 indicated that references to the UN web services
were contained in a wide variety of objectives and spread throughout its three
divisions. For example the Strategic Communications Services Division
included the objective "Enhanced quality of outreach efforts in the field"; the
News Services Division included the objective "Increased utilization by media
organizations and other users of news and information about the United
Nations"; and the Library and Information Resources Division (now Outreach
Division) included the objective "Enhanced quality of service and the enhanced
quality and effectiveness of outreach services and products". The indicators of
achievenent were expressed in terms of enhancing the number of visits to UN
websites and page views. Since DPI had not formulated a comprehensive,
coherent, and flexible web communications stratery for the management and
coordination of the UN Secretariat's web content management, the internal
objectives originating from its divisions were also of an ad-hoc nature and
fragmented across the work of its three divisions.

36. DPI did not properly structur€ and assign responsibilities for the
planning, implementation of websites within its own department. The web
functions were scattered across all three divisions of DPI without effective
coordination among them. Further, although the Web Services Section in the
News Media Division was perceived as the principal leader in terms of technical
expertise in website development, content management and language support to
IIN websites, units in the other divisions also performed similar functions while
generally operating independently. Moreover, although several offices and
departments in the UN Secretariat relied on DPI to provide website design and
development services on an ad hoc basis in response to their needs, depaftments
such as DSS, OCHA, DESA and DFS managed their web sewices independently.
These departments have developed their own website communications sttategies
in the context of wider information management frameworks which are aligned
with their business objectives and targeted audiences.

Recommendation 5

(5) The Department of Public Information should
incotporate the elements of its web communications strat€gy'
including ils requirement for resources, in its biennial
strategic framework and proposed programme budget
identifying specific expected acccomplishments and
indicators of echievement to measure the progress of these
strategic objectives.

17. The DPI Administration accepted recommendation 5 and stated that
aJter the broader web communicalions strategl has been approved by the
relevant govern(rnce authorilies, the Department will incorporale ils elements
into the strategic framework and will identify speciJic expected accomplishments
and indicators of achievement, and include resource requiremenls in the

l l



proposed programme budget. Recommendation 5 remains open pending receipt
of the revised biennial strategic framework and proposed programme br.rdget.

Unclear terms of reference for Web Services Section

38. Website creation in the United Nations Secretariat started around 1995 as
an initiative of DPI's Information Technology Section which was subsequently
relocated to the News and Media Division and is currently functioning as the
Web Services Section. According to the Section's work plan for 200E, this
section is responsible for the content development, maintenance and quality
control for the overall UN website and the oversight of the UN language sites to
ensure greater quality, increase efforts to achieve language parity of these sites
and to direct rendering as much of the sites accessible to the disabled as tnuch as
possible.

39. Additionally, this section had handled [4 new projects and maintained
l4 continuing projects in the period 2007-2008. DPI was determining the charges
for a project depending on the need to support it with additional resources. Each
project involved a separate agreement with the client and generally Ceneral
Service staff resources were assessed at an estimated amount of $21E per day.

40. Key responsibilities arising from ST/AV200l/5 were attributed to the
Web Services Section without adequale resources and an organizational structure
to support the fulfil lment of General Assembly mandates and to assume
operational leadership expected by the departments and offices in the Secretariat.
DPI used its existing resources for website creation and maintenance. This
practice has continued without a review by DPI senior management to address
the capacity issue which also impacted on the overall and effective use of the
web by the Secretariat. The section did not have formal terms of reference
delineating its roles and responsibilities. WSS therefore did not have the
capacity to service the UN Secretariat in New York as a whole, nor was it able to
service all of DPI's needs on a timely basis.

41. Since I998, more than a dozen General Assembly resoiutions stressed
the need for effective parity of the six official languages on UN websites and
requested the Secretary-General to ensure the equitable distribution of financial
and human resources allocated to DPI for the translation of the IJN website into
the six official languages. There was 20 staff in the language units, including six
P-4, two P-3, three P-2 and nine General Services in WSS. Curently, the WSS
language units, in addition to their primary role to further the parity of languages
as mandated, were involved in other activities including acting as focal points,
identifl,ing client needs, arranging for agreed cost sharing mechanisms, and
developing websites (coding). A review ofjob descriptions revealed that about
50 pe.r cent of the time, certain language unit staff was devoted to web
development under the supervision of the chief of the Web Development Unit,
although there were no written guidelines for the use of their time. This has
divened skills and expertise from language activities to non-language activities.
Project management activities relating to website creation and maintenance took
up about 30 per cent ofthe time of language unit chiefs.
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42. Further, the language unit chiefs'job description indicated that they were
expected to establish guidelines governing implementation of the parity of
languages on UN websites, and to provide appropriate recommendations to the
departments and offices. However, no written guidelines were issued. In the
absence of clearly formulated language services to be provided by DPI, there is a
risk that the language staff resources provided will not effectively advance the
efforts to achieve the parity of languages on UN websites.

Recommendation 6

(6) Upon establishing its strategic objectives' the
Departrnent of Public Information should review (a) the
internal distribution of its resources in order to efficiently
meet its objectives relating to the provision of web services,
and (b) the specific terms of reference for the Web Services
Section.

43. The DPI Administralion accepted recommendation 6 and stated that lhe
Web Services Section has terms o1l re1ference, which were established over ]0
years ago. In view of the continuously changing Internet environment and the
rapid expansion of the UN website, this would be an oppofiune moment to review
and refocus the lleb Services Section's terms of reference. Recommendation 6
remains open pending receipt of documentation indicating that the int€rnal
review has been made of distribution of resources, including the specific terms of
reference for the Web Services Section.

B.  Operat ionalcontro ls

Inadequate controls over domain name registration and branding

44. A domain name represents the unique address ofan orgalization or an
entity on the Internet. For example, www.un.org is the domain name of the UN
Intemet address. Domain names can have several hierarchical levels, reflecting
the organizational structure of their content. For example, the chart below
depicts the different levels of a domain that are subject to control for an
Organization such as OCHA (www.ochaonline.un.org/humansecurities).

Chart l. Domain levels

L'y::11 1
t  _ . .  t'Tl"* l

45. Despite the cornplex structure of the United Nations Intemet domains,
the Organization lacked standard polici€s and procedures for their registration
and management. As a consequence, the development and implementation of
Internet domains within the UN was based on ad-hoo methodologies and tools
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that prevented the Organization from defining and using standard minimum
requirements for branding and security and, therefore, exposed the United
Nations websites to the risks of security breaches.

46. ST/AI/2001/5 required that the registration ofall lnternet domains of the
UN Secretariat be communicated to the WGIM. DPI, through the Web Services
Section, was responsible for the control and coordination of the registration of all
new (lower-level) domains ofthe main UN website, related to thematic pages. In
this regard, OIOS noted the following control weaknesses:

o DPI did not maintain a comprehensive listings of all UN Intemet
domains;

The requirements established by the STiAV200l/5 were not
complied with by the departments and offrces that created their
own domains independently without informing DPI or the
WGIM;

DPI was unable to enforce the requirements established in
ST/AV200l/5 for the control and coordination of the registration
of new UN lnternet domains;

The lack of centralized control and coordination over the
registration of UN Internet domains, and the frequent turnover of
stafT in the various Departments and Offices, led to cases of
expired domain names that may no longer be under the UN's
control.

47. Another example regarding the lack of control and coordination of UN
Internet domains pertained to the OAHs. In this regard, OIOS reviewed a case at
the United Nations Office at Geneva (UNOG) rvhere a website added to the
official UNOG domain (http://cava.unog.ch), had not been approved and
reviewed in accotdance with the established administrative issuance lbr Internet
publishing. The site had not been approved by the Director Ceneral of UNOG,
or a delegated of'ficial, as required by Section 3 of ST/AU200l/5. There was no
evidence that the site had been submitted for approval or review of the CITO.
While the website was created and published on the oflicial LINOG Internet
domain, the http://cava.unog.ch website was not a component of an official
UNOG programme and, therefbre, did not have funds or staff allocated for its
operation. In addition, the http://cava.unog.ch web site was not compliant with
other relevant provisions established in S'|/AV200l/5, requiring that all UN web
sites indicate a webmaster's email address, and that the authoring office establish
a liaison with the appropriate planning officer, the webmaster of the main United
Nations Secretariat, and the Prblications Board.

48. At the level of the departments and offices, OIOS noted that a clearance
process was in place for the development of Internet websites. However, these
processes were incomplete since they lacked documented service level
agreements that defined the roles and responsibilities of OICT and DPI. The
absence of clear terms of reference, establishing roles and responsibilities for the
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development, maintenance and monitoring of websites exposed the Organization
to risks related to branding and to operational security risks that could threaten
the integrity, consistency and availability ofUN websites.

Recommendations 7 ao 9

The Departm€nt of Public Information, in collaboration with
the Office of Information and Communications Technology
should;

(7) Assign clear responsibilities and develop policies and
procedures for the registration of all Internet domains of the
UN Secr€tariat;

(8) Develop policies and standards for the consistent use
of branding elernents and presentation layouts; and

(9) Conduct regular reviews of the United Nations
Secretariat websites to assess compliance with existing
policies and procedures governing the Internet domain
registration.

49. The DPI Administalion partially accepled recommendation 7 and stated
that rcgistration of internal domaing such as xtx.un.org follows a two-slep
process. Upon request from a Secretfiriat entity and on the technical advice from
OICT regarding the feasibility of implementation, DPI approves the name. OICT
lhen completes the technical elements. However, DPI recognizes the need to
defne clear policies. The IGG would be the appropriate body Io undertake this
task, with ossistance, ds appropriate, by DPI and OICT. OICT while accepting
recommendation 7, reiteraled the importance of the IGG in resolving this issue-
OIOS reiterates that DPI and OICT's role in assisting the IGG is to clarifo the
policies on registration. Recommendation 7 remains open pending receipt of
documentation indicating that DPI and OICT have assisted the IGG in
determining the policies on registration.

50. The DPI Administration accepted recommendation I and stated that
DPI has initiated the process of developing policies and standards for
presentation layouts and branding elements, ond thal lhe process is expecled to
be completed by August 2009. Recommendation 8 remains open pending
confirmation by DPI indicating that policies and standards for presentation
layouts and branding elements have been developed.

51. The DPI Administration accepted recommendation 9 and stated that
regular reviews will be contlucled by the IGG under lhe new governance
mechanism. After the fnolization of the policies and procedures by the IGG,
DPI will report annually to the IGG on this malter. OICT agreed with this
recommendation. Recommendation 9 remains open pending receipt of final
policies and procedures from DPI.
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lnadequate controls over posting rights

52. For security purposes, it is necessary to limit the number of content
providers directly posting material on the main UN website. In accordance with
STIAI/200115, DPI's [nformation Technology Section (now Web Services
Section) has the responsibility to evaluate and approve posting rights onto the
main UN website for content providers requesting such privileges, primarily for
safeguarding the security of the website. OAHs may be provided with secure
access to the Headquarters web server in order to maintain their sites. This is
done through the creation of accounts which allow individual staff members to
post content on the website. The list of such accounts was not updated on a
regular basis and some individuals had several accounts, which indicated that
there was no effective control over the materials posted on the website. The risk
of not having posting rights authorization policy is that content could be
inadvertently or maliciously manipulated.

53. DPI disagreed that since some individuals have several posting
accounls, there was no ellective connol over materials posled on the website.
There is a process for requesling posting rights to the un.org production and
development semers. Some stafl have nultiple File Transfer Protocol (FTP)
accounts because they musl post to dffirent folders in multiple languages. The
current FTP sener only allows qccess based on a hierarchical tree structure.
Thus, a staf member must have separate FTP accounts in order lo post to folders
on dffirent branches, e.g., events, Generol Assembly and themes. Further, DPI
stated thar there ore only four tightly controlled FTP accounts which allow
qccess to the entire public folder structure. OIOS reiterates that DPI did not have
adequate policies and criteria in place to authorize and monitor posting of
materials to the main UN website.

Recommendations 10 and l1

The Internet Steering Committee and the Internet
Governance Group should:

(10) Review and update the authorization procedures for
control over posting rights by the author departments; and

(11) Periodically monitor cornpliance with the
authorization procedures for posting materials on the main
UN website by the author departments.

54. The DPI Administration accepted recommendalion l0 and stated that it
woukl be too burdensome for the IGG to review every lequest. However,
outhorization procedwes will be presenled to the IGG for review. DPI further
stated thal this recommendation is very likely to be rendered obsolele when the
Content Management System becomes operational because there will be no
direct posting rights on protluction- Content will be pushed to production
through automaled scripts. OICT also agreed with this recommendation.
Recommendation 10 remains open pending receipt of final authorization
nrocedures.
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55. The DPI Administralion accepted recommendation I I and stated that, in
collaboration with OICT, it will prepore an annual report for the ISC and
present it through the IGG. OICT also agreed leith this recommendation.
Recommendation I I remains open pending receipt of the compliance report on
posting materials on the main UN website by the author departments.

High costs for OICT hosting of web server for author departments

56. In accordance with ST/AI/2001/5, all UN files for publication on the
Internet, with the exception of public information materials, should physically
reside on a Headquarters and OAH web server operated by the UN or under
arrangements approved by the Publications Board. However, some servers were
hosted extemally without the knowledge or approval of the WGIM and rhe
Publications Board. The control mechanisms were not enforced. Some
departments indicated that the OICT server fees were too high and that the same
services could be obtained externally at substantially lower cost. As a result, UN
information may not be adequately safeguarded.

Recommendation 12

(12) The Office of Information and Communications
Technology should review the cost-effectiveness of their
services so that author departments do not have an incentive
to outsource their web hosting requirements.

57. OICT agreed with this recommendalion .rnd .stqted that it will u.se
consulting services to undertake this work, examining other hosting
arrangements as well as web hoJling. Recommendation 12 remains open pending
receipt of documentation indicating the review of the cosleffectiveness of OICT
hosting servers.
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