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INTEROFFICE MEMORANDUM MEMORANDUM INTERIEUR

INTERNAL AUDIT DIVISION - DIVISION DE L'AUDIT INTERNE
OFFICE OF INTERNAL OVERSIGHT SERVICES - BUREAU DES SERVICES DE CONTROLE INTERNE

to: Ms. Ellen Margrethe Lgj pate: 19 August 2009
a: Special Representative of the Secretary-General
United Nations Mission in Liberia (UNMIL)

. A REFERENCE: [AD: 09- OJM
_ W WMherm T2 Xt
rrom: Fatoumata Ndiaye, Acting Director
pe: Internal Audit Division, OIOS

sussecT: Assignment No. AP2008/626/04

OBJET:

1. I am pleased to present OIOS’ risk assessment of UNMIL for your information.
While we do not require a formal response to this report, you are welcome to discuss any
of the issues raised further.

2. OIOS encourages UNMIL to use the results of this risk assessment to put in place
appropriate risk mitigation measures. OlOS will update the risk assessment periodically,
based on subsequent audits or additional information obtained.

3. [ take this opportunity to thank the management and staff involved in the risk
assessment for the assistance and cooperation provided to the project team in connection
with this assignment.

cc: Mr. Paul Egunsola, Chief of Staff, UNMIL
Mr. Stephen Lieberman, Director Mission Support, UNMIL
Ms. Susanne Frueh, Executive Secretary, Joint Inspection Unit
Mr. Swatantra Goolsarran, Executive Secretary, UN Board of Auditors
Mr. Seth Adza, Chief, Audit Response Team, DFS
Mr. Moses Bamuwamye, Chief, Oversight Support Unit, Department of Management
Mr. Byung-Kun Min, Programme Officer, OIOS
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FUNCTION

CONTACT
INFORMATION

INTERNAL AUDIT DIVISION

“The Office shall, in accordance with the relevant provisions of the
Financial Regulations and Rules of the United Nations examine,
review and appraise the use of financial resources of the United
Nations in order to guarantee the implementation of programmes and
legislative mandates, ascertain compliance of programme managers
with the financial and administrative regulations and rules, as

well as with the approved recommendations of external oversight
bodies, undertake management audits, reviews and surveys to
improve the structure of the Organization and its responsiveness

to the requirements of programmes and legislative mandates, and
monitor the effectiveness of the systems of internal control of

the Organization” (General Assembly Resolution 48/218 B).

ACTING DIRECTOR:
Fatoumata Ndiaye: Tel: +1.212.963.5648, Fax: +1.212.963.3388,

e-mail: ndiaye@un.org

CHIEF, PEACEKEEPING AUDIT SERVICE:
Ms. Eleanor T. Burns: Tel: 1.212.967.2792, Fax: 1.212.963.3388,

e-mail: burnse@un.org




PARTICIPANTS

The OIOS risk assessment team conducted workshops and interviews
with the following staff members of UNMIL, to gain an understanding of
existing organizational relationships, risks, controls and process issues.

Table 1: List of participants

Focus Area

Name and Functional Title

Strategic management and governance

Ms. Ellen Margrethe Lgj,
SRSG

Ms. Henrietta Mensa-Bonsu,
D/SRSG Rule of Law

Mr. Jordan Ryan, D/SRSG Recovery
& Governance

Mr. Stephen Lieberman,
Director of Mission Support

Financial management

Ms. Stephani Scheer, Chief
Administrative Services

Mr. John Subai, Chief Finance
Officer

Mr. Cletus Wamalwa,
OIC/Budget Officer

Procurement and Contract
Administration

Mr. Christopher Fathers, Chief
Procurement Officer

Logistics management

Mr. Wilson Towongo,
Logistics Officer, Joint
Logistics (J-LOC)

Mr. Zvezdana Mitic, Chief
Planning, Budget and Requisition

Supply

Mr. Bernard Tshamala,
Budget Account Assistant, Transport

Ms. Carolyn Hunt, Chief Engineer

Mr. Ferdinand Heuvelman,
Deputy Chief, Movement Control

Mr. Azzam Ayyat, Chief Aviation
Officer

Information Technology management

Mr. Gerald Demueles, Chief
Communications and IT




Focus Area

Name and Functional Title

Programme and project management

« Lt. Gen. Isaac Obiakor, Force
Commander

e Mr. Idris Ibrahim, OIC
Commissioner, UNPOL

« Mr. Bertrand Coppens, Chief
of Staff

e Mr. Jonathan Andrews,
Special Assistant to the D/SRSG
(R&G)

+ Mr. Francis Kai-Kai, Chief,
Civil Affairs

Mr. Andrea Tamagnini,
Director, Recovery, Rehabilitation
and Reintegration

¢ Ms. Maura Lynch,
Humanitarian Coordinator

¢ Mr. Musumali Shindano, HIV
Advisory Unit

» Mr. James E. Coleman,
Environment National Officer,
Environmental Unit

+ Mr. Babafemi A. Badejo, Head
Political, Policy and Planning Unit

« Mr. Alan Gutman, Legal Officer
Senior Legal Advisor Office

» Mr. Kamudoni Nyasulu,
Legal Judicial Support Services
Division

» Mr. James Mugo Murithi,
Gender Affairs Officer,
OIC Genera Unit

» Mr. George Somerwill, Chief
Public Information

» Mr. Joseph Gillespie, Human
Rights and Protection




Focus Area

Name and Functional Title

« Ms. Marjo Callaghan, Head,
Corrections and Advisory Unit

« Mr. Suraj Olarinde,
Corrections Advisor

 Regional Administrative Officers
(RAO)

» Mr. Wycliffe Nyagahinga Kwikiriza
RAO Sector 2 A,
Tubmanburg, Bomi County

Safety and Security

 Lt. Gen. Isaac Obiakor, Force
Commander

= Mr. Idris Ibrahim, oIC
Commissioner, UNPOL

Mr.Bertrand Coppens, Chief of Staff

Ms. Jane Grausgruber , Policy
Advior, UNPOL

Mr. Egbeyemi Idris, Team Leader,
UNPOL

+ Ms. Annette Leijenaar, Chief
Security Advisor, Department of
Safety and Security




SUMMARY OF RISK RATINGS

The risk assessment identified the following areas as Higher, Moderate
and Lower Risk. A summary of the identified risks is shown below. Full details
of the identified risks are listed in the attached risk register.

The overall risks have been rated as "higher risk", "moderate risk", or
"lower risk" based on OIOS' assessment of the likelihood and impact of the
occurrence of events or actions that might adversely affect the Organization's
ability to successfully achieve its objectives and execute its strategies, after
taking into account the representations made by programme managers
concerning actions they have taken to prevent or mitigate the identified risks.

Table 2: Summary of identified risks

Focus Area

i. Strategic management and governance
ii. Procurement and contract administration
iii. Human resources management

iv. Safety and security

v. Logistics management

vi. IT management

vii. Conference and documents management

i. Financial management
ii. Property and facilities management
iii. Programme and project management

Overall Risk

Moderate Risk







Risk Assessment of :

UNMIL

No

Focus Area:

Strategic planning and monitoring

vomm_c_m.

A(i) Inadequate planning of UNMIL's drawdown / A phased and gradual drawdown and withdrawal |Strategy
withdrawal could affect the already fragile peace and plan for UNMIL is in place.
stability in Liberia.
Benchmarks have been established and the role
A(ii) The lack of an effective strategy to deal with of UNMIL to attain security benchmarks is clarified
“spoilers" (e.g. drug traffickers, ex-combatants, criminals, |in Security Council Resolution (SCR) 1712.
etc) may reverse the progress made by the Mission in
stabilizing the country.
The Deputy Special Representative of the Governance |Remote [High

B(i) Inadequate and ineffective coordination of donors
may result in a mismatch between funding and
programme priorities.

B(ii) The lack of effective coordination and
communication within UNMIL and between UNMIL and
UN agencies, programmes and funds may result in
ineffective and inefficient operations.

B(iii) The lack of coordination between the UN and local
law enforcement agencies may impede the strengthening
of rule of law institutions.

B(iv) The lack of clarity in directives issued to the Mission
by UNHQ may result in ineffective and inefficient

operations.

Secretary - General (DSRSG) Recovery and
Governance (R&G) is the Resident Coordinator.

UNMIL holds regular meetings with Government
of Liberia (GOL) counterparts.

The Mission has sought clarification from UNHQ.

Moderate Risk

19/08/2009




Focus Area:

No
II___|UN HQ and 'one UN' P e |High
B(i) The restructuring of the Department of Peacekeeping [DPKO / DFS organization and roles are spelt out. |Governance |Possible |Medium |Moderate Risk
Operations (DPKO), which resulted in the creation of the
Department of the Field Support (DFS), may further slow
down administrative processes including recruitment,
procurement, logistical support, etc. This could impede
effective programme delivery.
Il |Mandate and Mission Possible | _
A(i) Delays in the Liberian forces taking over from UNMIL [Drawdown plan is shared with the Government of |Strategy Possible [High
could cause delays in restoring and consolidating state  |Liberia (GolL) and provides for regular calibration.
authority throughout the country. This could delay the
withdrawal of UNMIL and result in additional cost to the
UN.
A(ii) The absence of a Business Continuity Management |The UNMIL military has developed its own plan to
Plan (BCMP) may result in delays in the resumption of deal with contingencies. The Civilian component
activities and loss of operating capacity in the event of of UNMIL has formulated a Disaster Recovery and
crisis and/disaster. Business Continuity Plan (DRBC) for IT.
E(i) Energy and food insecurity coupled with rising prices [UNMIL's mandate provides for security coverage |Operational |Possible |[Medium |Moderate Risk
of fuel and food may trigger violent riots and impede the [to be extended until the GoL is able to sustain
progress made by UNMIL in stabilizing the country. itself.
UNMIL provides advisory and limited material
support to the GoL.
Drawdown plan is shared with GoL and provides
for regular calibration.
GolL intervenes to stabilize significant increases in
food and energy prices.
Page 2 19/08/2009




Interview/Review Summary (Description of risk)

B(i) Failure of the Mission to effectively implement the
integrated mission concept of operations may undermine
programme delivery and lead to waste of resources.

Focus Area: £

OlOS Assessment

The DSRSG R&G is the Resident Coordinator.
Regular interactions take place between the
various actors.

The Integrated Missions Planning Process (IMPP)
is in place.

Interactions with specialised UN agencies takes
place on a regular basis.

Risk
Category

Governance

Likeli-
hood

Possible

Impact Overall Risk

Page 3
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Risk Assessment of : UNMIL
2 Focus Area: AEE o Possible |Medium|Moderate Risk
15 stsanal bt

No

I Accounting and Financial Reporting Possible 1 |Moderate Risk
D(i) The reliability and integrity of the financial reporting |Rollout of International Public Sector Accounting |Financial Possible [High
process may be compromised due to the use of outdated [Standards (IPSAS) delayed in UN. UNHQ
accounting standards. This may impede informed provides regular updates on IPSAS.
decision making.

D(ii) Delays and inaccuracies in the preparation and Parallel runs of systems contemplated {ill

submission of monthly financial statements may impede |transition is completed.

informed decision making.

E(i) The lack of adequate and effective internal controls  |Role and accountability of certifying and approving|Operational |Remote |Low

may result in error and irregularities regarding financial |officers is clearly defined.

data not being prevented or detected in a timely manner.

This may result in loss and waste.

F(i) Lack of qualified and skilled accounting and finance |Application of UN Regulations and Rules. Human Possible [Medium |Moderate Risk
staff may lead to incorrect application of accounting Resources

principles.

Il |Cash management Possible |Medium |Moderate Risk
C(i) The lack of adequate controls over the preparation of [Financial Regulations and Rules of the UN. Compliance [Possible [Medium |[Moderate Risk
remittance requests may result in excessive cash being
provided to the Mission. This may increase the risk of Field Finance Rules issued by DFS. OPPBA
financial losses and irregularities. standing instructions to field missions.

E(i) Inadequate controls over imprest, petty cash and Financial Regulations and Rules of the UN. Operational |Possible |[Medium |Moderate Risk
bank accounts may result in irregularities not being
prevented or detected in a timely manner. This may in  |Field Finance Rules issued by DFS.
turn result in financial losses to the UN.

Cash transported by air/road under armed escort.
E(ii) The lack of adequate controls over the transportation
of cash may result in theft and financial losses to the UN.

Page 1 19/08/2009




No
]

Focus Area:

Transaction processing

Possible |Medium|Moderate Risk

Possible

um|Moderate Risk

C(i) The lack of adequate controls over vendor payment |The Financial Regulations and Rules of the UN.  |Compliance . Medium |Moderate Risk
processing may result in payments being made for goods

and services not received. Field Finance Rules issued by DFS.

C(ii) Lack of adequate controls over staff payment The Financial Regulations and Rules of the UN Operational |Possible |Medium |Moderate Risk

processing may result in overpayments.

apply.

Field Finance Rules issued by DFS.

Progen, the Payroll Software in use.

Time and attendance records are maintained,
providing the basis for mission subsistence
allowance (MSA) payments made to staff.

The UN Travel Policy applies to the Mission.

SUN Business and Accounting System software
and Procurement are in place.

19/08/2009




Focus Area: 3 m|Moderate Risk
No
IV__ [Budget ossible |Medium |Moderate Risk
B(i) The Results Based Budgeting (RBB) framework may |The Controller issues budget instructions. Governance |Possible [Medium |Moderate Risk
not be well understood by programme managers leading
to the establishment of unrealistic and unachievable DFS issues supplementary budget instructions.
goals. This may impede programme evaluation and
hence the achievement of the Mission's mandate. DFS has a ABACUS Team that works with
Missions in the preparation of their budgets.
B(ii) The lack of involvement of senior management at
key stages of the development of the budget and the lack |Senior management is accountable for the
of close coordination with relevant components at UNHQ |Mission's budget.
may result in over/under budgeting. Under budgeting
may impede programme delivery and over budgeting may|The Financial Regulations and Rules of the UN
result in financial losses to the UN and the inability of the |apply.
UN to adequately fund other programmes.
DFS issues standard cost manuals.
E(i) RBB performance indicators may not be relevant Budget is reviewed at various stages in the Operational |Possible |Medium |Moderate Risk
leading to measurement of irrelevant outputs that could |Mission and at UNHQ and budget performance
have no relationship on the designed / intended outcome |reports are prepared.
of the programme.
Budget Section is functional and budgetary review
is provided for; performance budget process is
available.
Performance indicators are drawn up after
discussions at various levels.
Authority delegated to the Director of Mission
Support (DMS) to redeploy funds,
C(i) The absence of adequate budgetary controls may Budgetary review provided for in first and second [Compliance |Possible [Medium [Moderate Risk
result in financial losses to the UN. budget performance reports.
Page 3 19/08/2009




Risk Assessment of :

No

Focus Area:

Recruitment

UNMIL

IIL

F(i) Delays in recruitment may result in inadequate levels
of key personnel, hindering the effective achievement of
the Mission's mandate.

F(ii) The recruitment process may be complicated,
protracted or inflexible resulting in delays in filling
vacancies. This may negatively affect the delivery of
programmes.

F(iii) Critical / key vacancies may not be identified and
filled on time. This could result in the mission not being
able to pursue its programme effectively.

With the reform of Human Resources (HR), a new|Human

exists regarding the impact of the new HR policy
on recruitment.

Limited delegation of recruitment authority given
to UNMIL.

Regular monitoring of vacancies against Staffing
Table authorizations.

HR manual and policies are available. Uncertainty|Resources

High

C(i) Recruitment may not be conducted in a transparent
manner. This may result in the recruitment of unqualified
and incompetent staff leading to inefficiency in

programme delivery.

New HR Manual and policies are available.
Uncertainty exists regarding the impact of the new
HR policy on recruitment. Field Review bodies
have been established.

Compliance

Possible

Medium [Moderate Risk

19/08/2009




3 Focus Area:

No

] Entitlements and allowances > B ol |

C(i) Staff members may not use the most direct or most- |Quotes are obtained from official sources Compliance |Possible |Medium |Moderate Risk
efficient/ cost-effective route for home, family visit and sanctioned by Headquarters and decisions made
education grant travels resulting in excessive travel costs. |in accordance with established procedures to
balance cost, time constraints, and access to
international carriers.

E(i) Internal controls over the processes of mission MIP claims are verified by the Human Resources |Operational |Possible |Medium |Moderate Risk
insurance plan (MIP) claims may not be adequate Management Section (HRMS) Time & Attendance
resulting in irregularities not being prevented or detected |Team, and are reviewed and agreed by the

in a timely manner. This may result in financial losses to |Medical Team and sent to the Finance Section for
the UN. payment. Reimbursements of MIP claims are now
outsourced to a private company. F10 claims are
E(ii) Inadequate controls over reimbursements to staff for |reviewed and verified by Security and the DMS

fuel and security may result in irregularities not being Office before payment is agreed. MSA payments
prevented or detected in a timely manner. This may are no longer made as a result of the recent HR
result in financial losses to the UN. Reform.

E(iii) Inadequate controls over the processing of MSA
may result in irregularities not being prevented or
detected in a timely manner. This may result in financial
losses to the UN.

Il |[Use of short term staff

F(i) The continuous extension of individual contractors HRMS manages and monitors all IC contracts to  |Human
(ICs) may create the expectations of iong term ensure they do not exceed the mandatory period |Resources
employment by ICs. of engagement.

Page 2 19/08/2009




Conduct and Discipline

Ol10S Assessment

Risk
Category

A(i) Lack of appropriate mechanisms for dealing with
cases of misconduct especially Sexual Exploitation and
Abuse (SEA) may impede the effectiveness of SEA
prevention measures.

SEA strategy is available. SEA cases are
reviewed by the SRSG. Category | cases are
handled by the Investigations Division, OIOS.
Prevention measures are implemented through
SEA refresher training by the Conduct and
Discipline Team(CDT) for all categories of
peacekeepers. The awareness campaign for the
local community is handled by a consultant.

Strategy

Likeli-

hood

Impact Overall R

Therefore, investigation reports may not stand legal
scrutiny. This could tarnish the reputation of the UN.

B(i) Inadequate handling of allegations of SEA may strain [UNMIL advisory committee on discipline meets Governance [Possible [High
relations between the Mission and the GoL. This may and reviews cases of discipline. Victims are

impede the effectiveness of UNMIL and tarnish the assisted through the Sexuat Abuse and Rape

reputation of the UN. Rapid Response Team.

F(i) The Special Investigation Unit (SIU) staff may lack  |Mission is seeking training courses from OIOS for [Human Likely High
the skills and experience to carry out investigations. SIU staff. Resources

Page 3

19/08/2009




Focus Area:

Interview/Review Summary (Description of risk)

E(i) Failure to properly investigate SEA cases and the
failure to effectively communicate information to the
public on these matters may result in negative public
sentiments towards the Mission. This may impede the
effectiveness of the Mission.

E(ii) Delays in conducting investigations of cases of
serious misconducts could affect the morale of staff
implicated and diminish their productivity.

E(iii) Lack of appropriate measures to reduce theft in the
Mission may result in financial losses to the UN.

OI10S Assessment

Disciplinary mechanisms/procedures from DFS
and the Mission are available.

0OI0S is implementing a training programme to
build the capacity of UN staff with some
responsibility for investigating or otherwise dealing
with possible misconduct.

UNMIL Security apparatus available along with
Closed Circuit Television security cameras to
deter thefts of UN assets.

Risk
Category

Likeli-

hood

Operational |Possible

Impact Overall Risk

Privileges and immunities under Status of Forces
Agreement (SOFA)

Possible [High

B(i) UNMIL staff may not be adequately informed about
the Status of Force Agreement (SOFA). This may result
in violations of the SOFA and consequently erode the
reputation of the UN.

UNMIL policies and procedures are in place
regarding the need to respect local laws and
customs.

UN policies and procedures governing use of
diplomatic mail and pouch services are available.

Governance

Likely

Medium

19/08/2009




Focus Area:

Interview/Review Summary (Description of risk) : _w_wr Ethel Impact Overall Risk
Category  hood
No
C(i) UNMIL and the GoL may not comply with the SOFA. |Office of Senior Legal Adviser (OSLA) works with |[Compliance |Possible |Medium |Moderate Risk
This may result in excessive cost of operations and programme managers. OSLA issues
strained relations between the Mission and the GoL. correspondence via the Office of the OSLA or the
Office of the SRSG in the form of Note Verbales
and other official means to the Ministry of Foreign
Affairs to intercede on the Mission's behalf. If
neither of these actions is successful, the matter
may be referred to the Office of Legal Affairs
(OLA) HQ via Code Cable.
VI _[Medical services Possible |High
B(i) The absence of clearly delineated roles of the civilian |All standard operating procedures (SOPs) for the |Governance [Possible |Medium |Moderate Risk
and military components of the Mission may result in Medical Section are updated and distributed to all
confusion especially over Casualty Evacuation parties concerned. The SOPs clearly delineate the
(CASEVAC) and Medical Evacuation (MEDEVAC). This [roles between the civilian and the military
may endanger the life of UN staff and increase the cost of|component of the Mission.
medical services. SOPs for MEDEVAC and CASEVAC are clear
and tested.
B(ii) Inadequate medical facilities and capacities may
result in excessive medical cost and loss of life.
C(i) Medical policies and procedures may not be UN Medical Services, NY provides guidance to Compliance |Possible [Medium |Moderate Risk

updated/available leading to inefficiencies in the delivery
of medical services.

Mission health services.

All SOPs for the Medical Section are updated and

distributed to all parties concerned.

Page 5
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Focus Area:

Risk Likeli-

Interview/Review Summary (Description of risk) \ , :
Category  hood

Impact Overall Risk

No

E(i) Inadequate pre-deployment medical screening of UNMIL medical services issues regular medical |Operational |Possible |Medium |Moderate Risk

military / police personnel may result in the spread of bulletins creating awareness in staff.
contagious diseases in the Mission and costly medical Five level 1 clinics, 2 satellite clinics, and forward
interventions by the Mission. medical team provide medical coverage.

E(ii) Large scale epidemics such as cholera, typhoid,
lassa fever and yellow fever outbreaks could incapacitate
large sections of the local population and UN personnel.

E(iii) Delays in the procurement of needed medical
equipment and supplies may endanger the health of staff
and result in costly evacuations.

F(i) The lack of adequate medical equipment could Acquisition and procurement planning process is |Human Possible |Medium [Moderate Risk
overstretch the medical resources, which may result in in place. Resources
providing inadequate medical coverage to mission staff.

Page 6 19/08/2009




Risk Assessment of :

UNMIL

No

Focus Area:

Acquisition planning and requisitions Po N |Moderate Risk
C(i) Noncompliance with the UN Procurement Manual Policies and procedures are available. Compliance |Likely Medium
may result in the procurement of goods and services not |Procurement Manual.
needed and the failure to achieve best value for money.
Acquisition plans are available.
1] Bid evaluation and procurement processing ossible I.._m.a ol
C(i) The undeveloped commercial market for local The Procurement Manual provides provisions on |Compliance |Possible |Medium |Moderate Risk
products such as timber, construction materials, etc, in source search.
Liberia may result in limited competition. This may
preclude the Mission from achieving best value for money
in its procurement activities.
E(i) The procurement process may be complicated and |The Procurement Manual exists and is regularly |Operational |Possible [High

protracted. This may adversely affect the delivery of
programmes.

E(ii) Bid evaluations criteria may not be properly
established resulting in the selection of incompetent
vendors and/or fraud.

updated. There are procedures to develop bid
evaluation criteria.

The Local Committee on Contracts (LCC) reviews
the procurement process undertaken. The LCC
functions as an internal control over the
procurement process.

19/08/2009




Focus Area:

Risk Likeli-

Interview/Review Summary (Description of risk) hood
00

Impact Overall Risk

F(i) Members of technical evaluation committees may Procurement Manual provides for procedures to  |Human Possible |High
not be familiar with the products or services being establish Technical Evaluation committees and  |Resources
procured, resulting in the Mission acquiring inappropriate |criteria to be set prior to evaluation of products
goods and services. Iservices.
F(ii) Procurement staff may be inadequately trained in UN|Staff Performance Appraisal System in place.
procurement procedures. This may affect the integrity of
the procurement process resulting in losses to the UN Training on procurement processes provided to
and may damage the reputation of the UN. Mission procurement staff by UN Procurement

Division.

The Integrated Mission Training Centre (IMTC)

periodically does an assessment of training needs

for procurement.

Page 2 19/08/2009




No
1]

Focus Area:

Interview/Review Summary (Description of risk)

Contracts administration

OI0S Assessment

Risk

Likeli-
hood

Impact Overall Risk

Moderate Risk

C(i) Failure of the Mission to evaluate the performance of |Performance evaluation of contractors is carried |Compliance

contractors in accordance with the UN Procurement out.

Manual may result in acceptance of substandard goods

and services and unwarranted extension of contracts. The LCCs procedure is to review performance

This may result in financial losses to the UN and evaluations prior to extending contracts.

negatively impact on operations.

E(i) Major contracts may not be adequately managed. Contractor performance reports are available. Operational [Possible |High

This may result in loss of resources and negatively
impact on operations.

E(ii) Inadequate consultation with the Mission's Legal
Office on contracting issues may result in the UN interest
not being adequately safeguarded in all contract
provisions.

E(iii) The inability of the Mission to attract qualified
contractors who are willing to operate in Liberia may
result in the hiring of substandard contractors. This, in
turn, may negatively impact on the delivery of goods and
services.

E(iv) Lack of adequate and effective contract
management may lead to unnecessary extensions of
existing contracts. This in turn could tarnish the

reputation of the UN.

Contracts have built-in safeguards to compensate
UN for losses incurred due to non-performance by
contractors or vendors.

Legal advice available in Mission.

Manuals, SOPs, and policies are in place.

Procurement process includes conducting market
surveys in order to ensure adequate competition.

Page 3
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Focus Area:

Interview/Review Summary (Description of ri

Supply chain management

14 e

0OI10S Assessment

Risk
Category

Likeli-

Impact Overall Risk
hood

E(i) Planning for logistical requirements may not reflect
the frequently changing circumstances of the Mission.
This may impede the Mission's ability to acquire and
effectively provide logistical support to its operations.

E(ii) Contractors may not deliver required goods and
services resulting in disruptions of operations.

E(iii) Inadequate security over warehouses and convoys
delivering logistics may result in theft, waste and abuse of
food supplies.

E(iv) Delays in the delivery of procured supplies and
equipment may impede effective logistical operations.

Joint Logistics Operations Centre (JLOC) actively
leads and promotes integrated planning and has
proactive information gathering strategies in place.

Reserves of critical items are held, e.g. rations,
water and fuel.
Mechanisms are in place for provision of escorts

and military security for critical supplies.

Contingency plans are prepared for delivery and
monitoring of critical supplies.

Operational

Ground transport operations

E(i) Spare parts may be cannibalised without due
process resulting in financial losses to the UN.

E(ii) Irresponsible driving by vehicle operators coupled
with inclement weather and bad road conditions may
cause frequent breakdown of vehicles and lead to non
availability of vehicles for Mission use.

E(iii) The vehicle establishment ratio (i.e., staff to vehicle
ratio) may be applied across all functions and regions
without giving adequate consideration of the unique
circumstances of each regional office. This could
impede effective operations in the concerned regions.

Supplier replaces all broken chassis free of cost.

All-terrain driving skills provided. This training is
now mandatory for all staff. Staff are required to
pass driving tests and obtain UNMIL driving
permits. Road traffic safety awareness campaigns
conducted.

Vehicle Establishment Committee (VEC) is
operational. VEC reviews ratios and modifies to
support operational needs.

Operational

mowm._c_m.
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No

Focus Area:

Interview/Review Summary (Description of risk)

E(v) Top loaders, forklift trucks, and other material
handling equipment (MHE) may not be reliable resulting
in ineffective logistical operations.

OI0S Assessment

MHE availability is aggressively monitored. JLOC
facilitates use of contingent owned equipment
(COE) MHE when necessary.

Risk
Category

Operational

Likeli-
hood

Possible

Impact Overall Risk

Medium |Moderate Risk

F(i) Lack of skilled mechanics may result in excessive Transport workshops and mechanics available.  |Human
downtime of vehicles, which could negatively impact on Resources
operations.

Il |Air operations
E(i) Noncompliance with air safety rules, mainly during UNMIL Aviation SOPs on aviation operations, Operational

CASEVAC operations, may increase the risk of
accidents.

E(ii) Unauthorized passengers/cargos may be carried on
board aircrafts in violation of the immigration/customs
laws of the host government. This could result in
excessive cost of air operations and increase the risk of
accidents.

E(iii) lllegal / contraband goods and hazardous material
may be carried on board aircrafts in violation of safety
norms. This may increase the risk of accidents and result
in aircrafts being impounded by the host government.

E(iv) Airfield / landing sites may be poorly maintained
resulting in increased risk of accidents.

CASEVAC, passenger and cargo are in place and
are strictly implemented. Passengers (pax) are
moved on the basis of approved MOPs and cargo
on the basis of cargo movement requests.

Aviation safety standards are available. UNMIL
Aviation SOPs for pax & cargo on board UN
aircraft are in place and are strictly implemented.
UNMIL Aviation SOPs on Dangerous Goods
Carriage & Handling in UNMIL aircraft are in place
and strictly implemented.

Aviation safety standards are available.

Possible

FOSSID

Possible _
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Focus Area:

Interview/Review Summary (Description of risk) OI0S Assessment . _w._vr Jiil Impact Overall Risk
Category  hood
No
D(ii) The lack of adequate and effective controls may D(ii) Mechanisms are in place to recover the cost |Financial Possible |Medium |Moderate Risk
result in excessive costs of air operations to the Mission. |of non-UN flights. UNMIL Headquarters Aviation
Support Services Cost Recovery Standard
Operating Procedures was signed by the DMS on
25 November 2008.
IV__|Movement control Medium |Moderate Risk

B(i) Inadequate or unclear operational guidelines may
result in duplication of activities between the Movement
Control Section (MovCon) and the freight forwarding and
clearing contractor. This may result in excessive cost of
logistical support.

Freight forwarding contract in place.

A contractor does most customs clearance and
this process is not permissible by Liberian law to
be performed by anyone but an accredited freight
forwarder who is registered with the Liberian
Ministry of Finance (MOF) /customs as a customs
clearing agent. UNMIL cannot perform this task.
Freight forwarding of UNMIL cargo is normally
accompanied by a statement of work (SOW)
outlining which services are required. The SOW is

produced by MovCon.

Governance

_uom_m&_m. Medium |Moderate Risk
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5 Focus Area:

No

C(i) The lack of adequate and effective controls over the
movement of passengers and cargo may result in
excessive costs to the Mission.

SOPs are in place.

The movement of dangerous/hazardous cargo is
controlled by strict international rules.
MovCon/UNMIL has a number of qualified
International Air Transport Association (IATA)
personnel certified.

Cargo Movement Requests (CMR) are updated to
inform clients accordingly.

A PowerPoint presentation and an informative clip
has been posted on the intranet in order for
UNMIL passengers or UNMIL cargo-sending
clients to educate themselves prior to
transporting/sending dangerous/hazardous cargo.

Checklists for the MovCon Units are in place at
the MovCon manned airports that focus on the
movement of passengers and cargo for each and
every flight.

Compliance

Possible

Medium

Moderate Risk

\'} Fuel

Possible.

A(i) The lack of a contingency plan may hamper the
effective functioning of the Fuel Unit during crisis.

Alternatives to source fuel from neighboring
countries are available.

The Mission's Contingency Plan provides for the
development of specific plans for each possible

scenario of disruption of fuel supplies.

Strategy

Possible

High
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No

Focus Area:

Interview/Review Summary (Description of risk)

E(i) The lack of adequate and effective controls over fuel
operations may result in disruptions in field operations,
which may negatively impact on the Mission's operations.

E(ii) Incorrect and/or failure to bill users of aircrafts who
are not UNMIL staff may result in a financial loss to the
Mission.

Ol10S Assessment

Mission Electronic Fuel accounting System
(MEFAS) has been fully implemented in UNMIL
and serves as the fuel accounting and monitoring
system.

Mechanisms established to recover the cost of all
non-UNMIL users of aircraft, including operator's
test and company flights. Additionally, there is a
system to identify non-UN passengers at the
Electronic Movement of Personnel (EMOP)
booking stage to ensure identification for billing.

Risk
Category

Operational

Likeli-
hood

Impact Overall Risk

Medium

G(i) Inaccurate record keeping may result in financial Procedures are in place for record keeping. Fuel |Information [Possible |Medium |Moderate Risk
losses to the UN. reports monitor all UN owned equipment and COE|Resources

consumption.
C(i) Staff may be provided with fuel for premises that Minimum Operating Security Standards (MOSS) |Compliance |Possible |Medium |Moderate Risk

were not previously cleared by the Mission's security
resulting in loss to the UN.

/Minimum Operating Residential Security
Standards (MORSS) in place. Thereis a
procedure established that duty free fuel is
provided only to UN staff residences that are
already cleared by the Security Section. All staff
members applying for duty free fuel are
responsible to provide the clearance document,

prior to fuel provision.
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5 Focus Area:

Vi

No

Rations

C(i) The lack of adequate and effective internal controls
may result in the unauthorized distribution a