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EXECUTIVE SUMMARY 
Audit of Administration and Project Management in the 

UNJSPF’s IMD-ISS 

OIOS conducted an audit of administration and project management in 
the Information Systems Section (ISS) within the Investment Management 
Division (IMD) of the United Nations Joint Staff Pension Fund (UNJSPF).  The 
overall objective of the audit was to assess the adequacy and effectiveness of 
internal controls to ensure effective administration and management of projects. 
The audit was conducted in accordance with the International Standards for the 
Professional Practice of Internal Auditing.   
 
 Professional best practices require the design and implementation of 
control mechanisms ensuring that projects are supported by business justification, 
comprehensive definition of measurable project objectives, quality and change 
controls, risk management processes, and an assessment of whether project 
objectives have been met. The audit showed that IMD needs to implement formal 
frameworks for project and performance management, and improve its controls 
for managing suppliers and monitoring service levels.  
 

The main findings were as follows: 
 
 i) IMD-ISS did not have a standard framework for managing and 
monitoring projects, and lacked control mechanisms for monitoring the 
performance of its initiatives; 
 
 ii) The cost associated with the information and communication 
technology (ICT) consolidation initiative for fund-wide shared applications are 
fully budgeted only as UNJSPF administrative costs. Therefore, these costs are 
not reflected as an element of IMD’s operating costs, hereby causing a potential 
overstatement of IMD’s net return; and 
 

iii) Service delivery agreements between the Information Management 
Systems Service (IMSS) of the UNJSPF Secretariat and ISS of IMD did not 
include quantitative or qualitative service performance metrics.  
  

 

 



 

TABLE OF CONTENTS 

Chapter  Paragraphs 
 

I. INTRODUCTION 1 - 10 

II. AUDIT OBJECTIVES 11 

III. AUDIT SCOPE AND METHODOLOGY 12 - 13 

IV. AUDIT FINDINGS AND RECOMMENDATIONS 

A.  Project management 

B.  Performance management 

C.  ICT resource management 

D.  Service level and supplier management 

 

14 - 20 

21 - 25 

26 - 31 

32 - 43 

V. ACKNOWLEDGEMENT 44 
 

 ANNEX 1 – Status of Audit Recommendations  
   
   
   
   

 



 

I.  INTRODUCTION 

1. The Office of Internal Oversight Services (OIOS) conducted an audit of 
the administration and project management in the Information Systems Section 
(ISS) within the Investment Management Division (IMD) of the United Nations 
Joint Staff Pension Fund (UNJSPF).  The audit was conducted in accordance 
with the International Standards for the Professional Practice of Internal 
Auditing.   
 
2. The UNJSPF (or the Fund) was established in 1949 by the United 
Nations General Assembly and comprises the Secretariat, with the responsibility 
for administrative matters, and IMD, with the responsibility for the investment of 
the Fund’s assets.  The Fund’s mandate is to provide retirement, death, disability 
and related benefits for the staff of the United Nations and the other 
organizations admitted to membership in the Fund.  In 2008, the annual benefit 
payments by the Fund amounted to $1.87 billion, with payments being made in 
15 currencies in some 190 countries.  As of 31 December 2008, the Fund had 
112,800 active participants and was paying 59,900 periodic benefits.  The market 
value of the Fund’s assets managed by IMD was $36 billion as of 30 September 
2009. 
 
3. The management of the investment of the UNJSPF assets is the fiduciary 
responsibility of the Secretary-General of the United Nations, who acts in 
consultation with the UNJSPF Investments Committee, taking into account the 
observations on policy issues of the United Nations Joint Staff Pension Board 
(the Pension Board) and the General Assembly.  The Secretary-General 
designates a Representative for the management and administration of 
investments of the UNJSPF (RSG) to act on his behalf.  The RSG is assisted by 
the staff of the Investment Management Division, which manages the Fund’s 
portfolio. 
 
4. ISS of IMD, reporting to the director of IMD, currently consists of five 
staff members. ISS is responsible for the technology, data management, 
applications, policies, procedures and management of projects facilitating IMD’s 
core processes, i.e. the investment processes. 
 
5. The three groups of IMD core processes and systems that ISS is 
supporting or developing are: 
 

(a) Front office (investment), to enable portfolio management and 
trading activities, supported by a Trade Order Management System and a 
secure financial information exchange channel; 
 
(b) Middle office (risk and compliance), to enable risk management 
and facilitate the Fund’s compliance requirements; and 
 
(c) Back office (operations), to enable settlement and track the 
Fund’s investments, and to produce all required investment accounting 
reports for the investment office and portfolio managers to manage the 
Fund’s investments on a daily basis. 
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6. Currently IMD is finalizing the implementation of front office systems 
and has started the procurement of the middle office and back office systems. For 
biennium 2010-2011, the total cost estimate for contractual services to be 
procured by ISS is nearly $9 million. 
 
7. Implementation is being finalized this year for the following front office 
systems: (a) the Inter-bank Messaging System SWIFT (Society for Worldwide 
Interbank Financial Telecommunication), to provide a standardized and secure 
electronic way of communicating with IMD’s counterparties including brokers, 
custodians and fund distributors, and (b) Charles River, an order and trade 
management system, allowing users to trade any security listed on any stock 
exchange, and connecting all the parties involved in an electronically 
standardized way. 
 
8. In the beginning of 2009 a Memorandum of Understanding (MOU) was 
signed between the Information Management Systems Service (IMSS) of the 
UNJSPF Secretariat and ISS for the provision of information and communication 
technology services. The objective of this MOU is to consolidate IMD’s non-core 
ICT systems with IMSS, starting with the ICT infrastructure function of ISS. 
Based on this MOU, four Service Delivery Agreements (SDA) have been signed 
to address the consolidation of the ICT infrastructure. 
 
9. OIOS has undertaken the audit of the administration and project 
management in ISS in light of the new initiatives and projects, and the 
subsequent changes in ISS responsibilities and organizational structure. 

 
10. Comments made by the United Nations Secretariat, UNJSPF and 
UNHCR are shown in italics.   
 
 

II.  AUDIT OBJECTIVES 

11. The main objective of the audit was to assess the adequacy and 
effectiveness of internal controls in the following areas: 
 

(a) Project management: to ensure the delivery of ISS project results 
within agreed-upon time frames, budget and quality, including the 
existence of a formal business justification before initiation of an ISS 
project; 
 
(b) Performance management: to ensure transparency and 
understanding of ISS costs, benefits, strategy, policies and service levels 
in accordance with governance requirements; 
 
(c) IT resource management: to continuously and demonstrably 
improve ISS’ cost-efficiency and its contribution to UNJSPF; 
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(d) Service level management: to ascertain that the terms of 
engagement with internal and external ISS suppliers are clearly defined 
and meet the needs of UNJSPF/IMD; and 
 
(e) Supplier management: to monitor the services received from ISS 
suppliers. 

 
 

III.  AUDIT SCOPE AND METHODOLOGY 
 
12. The audit was conducted at UNJSPF/IMD Headquarters in New York. 
Interviews were held with the officers in charge of relevant functions, and OIOS 
referenced the Cobit (Control Objectives for Information and related 
Technology) control framework (version 4.1), which provides the generally 
accepted best practices for information technology services and presents related 
activities in a manageable and logical structure. Cobit is aligned with and 
supports the Committee of Sponsoring Organizations of the Treadway 
Commission’s (COSO’s) Internal Control Integrated Framework, a widely 
accepted control framework for enterprise governance and risk management. 
 
13. The following ongoing ICT projects were sampled to assess the project 
management controls in place: 
 

(a) ICT Consolidation Project; 
 
(b) Implementation of the Inter-bank Messaging System SWIFT;   

and 
 
(c) Implementation of Charles River. 

 
 

IV.  AUDIT FINDINGS AND 
RECOMMENDATIONS 

A.  Project management 
 
14. Adopting a consistent and structured systems development project 
management process ensures the delivery of project results within agreed-upon 
time frames, project budget and quality. Such a process would include the 
development of a formal business justification before systems implementation, a 
comprehensive definition of measurable project objectives, quality control, risk 
management, change control, an evaluation whether the (measurable) project 
objectives have been met, project sign-off, and policies to address ongoing 
maintenance and upgrades of IMD core applications (after project sign-off).   
 
15. For the implementation of SWIFT, a business justification (including a 
cost-benefit analysis) had been performed, but for the ICT Consolidation Project 
and the implementation of Charles River, such a justification had not been 
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formalized before the projects were initiated. A business justification should 
include a business case detailing tangible and intangible costs and benefits.  
 
16. For the ICT Consolidation project, a working group was formed 
consisting of UNJSPF Secretariat and IMD representatives, which resulted in a 
Memorandum of Understanding and a Service Level Agreement concerning ICT 
consolidation between the UNJSPF Secretariat and IMD, setting out the scope of 
the project. However, these agreements were not supported by processes to 
manage agreed-upon time frames, project budget and quality of deliverables.  
 
17. For the implementation of SWIFT and Charles River, various project 
management controls were in place to manage time, budget and costs. Gantt 
charts were created in the project initiation phase, detailing activities, 
responsibilities and timelines. In addition, business owners were identified and 
formal approvals were given. However, measurable project objectives were not 
clearly defined, such as fully trained staff or a fully utilized system. In the project 
execution phases, progress and results have not been formally documented such 
as in updated Gantt charts or in project status reports. In addition, formal 
mechanisms were not in place for quality control and project change 
management.  
 
18. IMD-ISS had not adopted a consistent and structured systems 
development project management process such as the recently developed United 
Nations Project Management Framework, including the United Nations Project 
Life Cycle. This framework is based on the principles of the PRINCE2 (PRojects 
IN Controlled Environments) best practice project management methodology, 
which has been tailored to the United Nations ICT environment. Documentation 
elements (templates) and tools are available to support the framework.  
 
19. The risk of not having a consistent and structured systems development 
project management process is that project results may not meet stakeholder 
expectations, and may lead to delays, over expenditure and quality issues. 
 

Recommendation 1 
 
(1) UNJSPF-IMD’s Information Systems Section should 
formally implement a project management framework (e.g., 
United Nations Project Management Framework) and apply 
it consistently to all projects throughout the initiation, 
implementation and closing phases. 
 

20. UNJSPF-IMD accepted recommendation 1 and stated that it is currently 
adopting the Prince2 project management framework. Recommendation 1 
remains open pending receipt of documentation showing that the Prince2 project 
management methodology has been applied throughout the initiation, 
implementation and closing phases of projects. 
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B.  Performance management 
 
21. Transparency and understanding of ISS costs, benefits, strategy, policies 
and service levels in accordance with governance requirements are ensured by 
having a performance management and monitoring framework. 
 
22. ISS’ strategy is based on three business case requirements: Front Office 
(Investment), Middle Office (Risk and Compliance), and Back Office 
(Operations). Regular meetings take place with senior management to report on 
the status of ISS projects, such as IT Executive Committee meetings.  
 
23. However, a performance management and monitoring framework is not 
in place for measuring IT solutions and service delivery, and to monitor ISS’ 
contribution to the business.  
 
24. Without such a performance management framework there is a risk of 
inadequate monitoring of IMD-ISS programme implementation and outcomes. 
 

Recommendation 2 
 
(2) UNJSPF-IMD’s Information Systems Section should 
implement a general monitoring framework and approach to 
define the scope, methodology and process to be followed for 
measuring ICT support services. Such a framework should 
be integrated with the Investment Management Division’s 
performance management system and should include a set of 
performance measurements approved by the business and 
other relevant stakeholders (e.g., by establishing a Service 
Level Agreement between the Information Management 
Systems Service and the business owner, including 
measurable service levels). 

 
25. UNJSPF-IMD accepted recommendation 2. Recommendation 2 remains 
open pending confirmation that a general monitoring framework and approach 
has been established to define the scope, methodology and process to be followed 
for measuring ICT support services, including a set of performance 
measurements approved by the business and other relevant stakeholders. 
 
 
C.  ICT resource management 
 
26. A full capture of ICT related costs is part of effective ICT resource 
management. 
 
27. The ISS budget is prepared reflecting the priorities established by IMD 
in the ICT strategy.  Each project is determined based on the ICT needs of IMD 
and is identified in the strategy document. A detailed budget estimate is prepared 
for every ICT project and is submitted to the IMD Director as part of the 
proposed programme budget for the biennium.     
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28. Cost management functions are performed by an administrative assistant, 
who maintains an overview of the obligation document balances (purchase order 
or contract) and tracks all invoices from the vendor to date.  The administrative 
assistant informs the Chief of ISS and responsible staff when the purchase order 
is expiring or its balance is being exhausted. 
 
29. Additionally, all contract copies are kept in ISS for reference when 
vendor invoices are received.  Invoice amounts and not to exceed amounts are 
verified with the contract or purchase order.  For projects where outside 
consultants are involved, the cost is tracked through time sheets on a monthly 
basis. 
 
30. As a result of the IT consolidation initiative for the biennium 2010-2011, 
fund-wide shared applications (IMD non-core applications) are fully budgeted 
for by IMSS, which fall under UNJSPF administrative costs. Therefore, the costs 
of these fund wide applications are not reflected as an element of IMD’s 
operating costs.  Without considering all operating costs (i.e., fees) when 
determining the return of the investment portfolio, IMD may be overstating the 
net return. 
 

Recommendation 3 
 
(3) UNJSPF-IMD should set up a process to capture all 
information and communication technology development 
and operating costs, including the Investment Management 
Division’s portion of costs for fund-wide shared applications 
and posts funded by the Secretariat, and apply these to the 
portfolios when calculating the net investment returns. 
 

31. UNJSPF-IMD accepted recommendation 3 and stated that to implement 
the recommendation some information should be provided by the Fund’s 
Secretariat since they manage the IT infrastructure up to the Operating System 
level. Recommendation 3 remains open pending confirmation that a process has 
been established to capture all information and communication technology 
development and operating costs, including the IMD’s portion of costs for fund-
wide shared applications and posts funded by the Secretariat, and to apply these 
to the portfolios when calculating the net investment returns. 
 
 
D.  Service level and supplier management 
 
32. Effective management of service levels includes the development of both 
Service Delivery Agreements (SDA) and Operating Level Agreements. SDAs 
should be defined and agreed for all critical ICT services based on customer 
requirements and ICT capabilities. This should cover customer commitments, 
service support requirements, quantitative and qualitative metrics for measuring 
the service signed off on by the stakeholders, and roles and responsibilities, 
including oversight of the SDA. Items such as availability, reliability, 
performance, capacity for growth, levels of support, continuity planning, security 
and demand constraints should be considered in the SDA. 
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33. Operating Level Agreements explain how the services will be technically 
delivered to support the SDA(s) in an optimal manner. These Operating Level 
Agreements should specify the technical processes in terms that are meaningful 
to the ICT service provider and may support several SDAs. 
 
Service Delivery Agreements 
 
34. Ensuring that the terms of engagement with internal and external ISS 
suppliers are clearly defined and meet the needs of UNJSPF/IMD is an element 
of effective service level management. 
 
35.  The general terms and conditions of the provision of SWIFT services 
and products are part of the agreement for the United Nations’ participation in 
the SWIFT network that was signed in 2003. 
 
36. The general terms and conditions of the provision of Charles River 
software are set out in the master software license and services agreement that 
was signed in 2009.  
 
37. Service delivery agreements between IMSS and ISS were in place for the 
consolidation of ICT infrastructure. However, these service delivery agreements 
with IMSS did not include quantitative and/or qualitative service performance 
metrics. In the absence of agreed upon metrics, (e.g., availability, reliability, 
performance, levels of support, and security), it cannot be determined whether 
the needs of UNJSPF/IMD were effectively fulfilled. 
 
38. In addition, undefined quantitative and qualitative service metrics for 
measuring the services received may limit ISS from enforcing or formally 
resolving any shortcomings in the delivery or quality of services received by ISS 
from IMSS in a timely manner.  Without a formal monitoring and reporting 
process for service level agreements, there is the risk that services are not 
delivered as expected or as stipulated in the agreements. 
 
Service guides (operating level agreements) 
 
39. A service guide or operating level agreement should explain how the ICT 
services will be technically delivered to support the service delivery agreement in 
an optimal manner, specifying responsibilities, procedures and parameters in 
terms that are meaningful to both ISS and IMSS. A service guide may support 
several service delivery agreements.  
 
40. The services regulated by the agreement stipulated between ISS and 
IMSS were not supported by service guides or operating level agreements. 
 
41. The absence of clear operating level agreements exposes ISS to 
operational and technical risks which could have an impact on the quality of 
service, including continuity of services and data security. 
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Recommendations 4 and 5 
 
(4) UNJSPF-IMD’s Information Systems Section should 
revisit the service delivery agreements established with the 
Information Management Systems Service to define, and 
subsequently monitor and report on, quantitative and 
qualitative service performance metrics, such as for 
availability, reliability, performance, levels of support and 
security. 
 
(5) UNJSPF-IMD’s Information Systems Section, in 
collaboration with the Information Management Systems 
Service, should ensure that service guides or operating level 
agreements are in place for all services. These should include 
operational details about the roles and responsibilities of 
both the provider and receiver of the services, with 
provisions on security and continuity of services. 

 
42. UNJSPF-IMD accepted recommendation 4 and stated that the 
concurrence of the Fund’s Secretariat is required since they manage the IT 
infrastructure up to the Operating System level. Recommendation 4 remains 
open pending submission of evidence that IMD in collaboration with the Fund’s 
Secretariat has initiated a process for monitoring and reporting on quantitative 
and qualitative service performance metrics, such as for availability, reliability, 
performance, levels of support and security. 
 
43. UNJSPF-IMD accepted recommendation 5 and stated that it is already 
adopting the recommendation. Recommendation 5 remains open pending receipt 
of copies of service guides or operating level agreements for all services. 
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ANNEX 1 
 

STATUS OF AUDIT RECOMMENDATIONS 
 
 
Recom. 

no. 
Recommendation Risk category 

Risk 
rating 

C/ 
O1 

Actions needed to close recommendation 
Implementation 

date2 
1 UNJSPF-IMD’s Information Systems 

Section should formally implement a 
project management framework (e.g., 
United Nations Project Management 
Framework) and apply it consistently to all 
projects throughout the initiation, 
implementation and closing phases. 
 

Governance High O Receipt of documentation showing that the 
Prince2 project management methodology 
has been applied throughout the initiation, 
implementation and closing phases of 
projects. 

30 June 2011 

2 UNJSPF-IMD’s Information Systems 
Section should implement a general 
monitoring framework and approach to 
define the scope, methodology and process 
to be followed for measuring ICT support 
services. Such a framework should be 
integrated with the Investment 
Management Division’s performance 
management system and should include a 
set of performance measurements approved 
by the business and other relevant 
stakeholders (e.g., by establishing a Service 
Level Agreement between the Information 
Management Systems Service and the 
business owner, including measurable 
service levels). 
 

Governance Medium O Confirmation that a general monitoring 
framework and approach has been 
established to define the scope, 
methodology and process to be followed 
for measuring ICT support services, 
including a set of performance 
measurements approved by the business 
and other relevant stakeholders. 

30 June 2011 

3 The UNJSPF-IMD should set up a process 
to capture all information and 
communication technology development 
and operating costs, including the 
Investment Management Division’s portion 
of costs for fund-wide shared applications 
and posts funded by the Secretariat, and 

Financial Medium O Confirmation that a process has been 
established to capture all information and 
communication technology development 
and operating costs, including the IMD’s 
portion of costs for fund-wide shared 
applications and posts funded by the 
Secretariat, and to apply these to the 

30 June 2011 

 



 

 
 
 

ii

Recom. 
no. 

Recommendation Risk category 
Risk 

rating 
C/ 
O1 

Actions needed to close recommendation 
Implementation 

date2 
apply these to the portfolios when 
calculating the net investment returns. 
 

portfolios when calculating the net 
investment returns. 

4 UNJSPF-IMD’s Information Systems 
Section should revisit the service delivery 
agreements established with the 
Information Management Systems Service 
to define, and subsequently monitor and 
report on, quantitative and qualitative 
service performance metrics, such as for 
availability, reliability, performance, levels 
of support and security. 
 

Information 
Resource 

Medium O Submission of evidence that IMD in 
collaboration with the Fund’s Secretariat 
has initiated a process for monitoring and 
reporting on quantitative and qualitative 
service performance metrics, such as for 
availability, reliability, performance, levels 
of support and security. 
 

30 June 2011 

5 UNJSPF-IMD’s Information Systems 
Section, in collaboration with the 
Information Management Systems Service, 
should ensure that service guides or 
operating level agreements are in place for 
all services. These should include 
operational details about the roles and 
responsibilities of both the provider and 
receiver of the services, with provisions on 
security and continuity of services. 
 

Information 
Resource 

Medium O Receipt of copies of service guides or 
operating level agreements for all services. 
 

30 June 2011 

 
 
1. C = closed, O = open
2. Date provided by UNJSPF in response to recommendations.  
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