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EXECUTIVE SUMMARY 
 

Audit of the United Nations Mission for the Referendum in 
Western Sahara (MINURSO) 

OIOS conducted an audit of the United Nations Mission for the 
Referendum in Western Sahara (MINURSO).  The overall objective of the audit 
was to assess the adequacy and effectiveness of internal controls over substantive 
and administrative operations of the Mission. The audit was conducted in 
accordance with the International Standards for the Professional Practice of 
Internal Auditing.   
 

OIOS found that while internal controls were generally in place, 
improvements were needed in the following areas: 
  
 There is a need to develop an annual work plan for individual units 

within substantive offices of the Mission. MINURSO has also no exit 
strategy, which is a necessary part of strategic planning; 

 
 Financial management needs to be improved, for example, receivables 

totaling $139,095 were outstanding for more than six months increasing 
the risk of loss to the Organization; 

 
 More than 50 per cent of MINURSO staff have served in the Mission for 

more than five years and 33 per cent have served more than ten years 
adversely impacting their motivation, commitment and productivity;  

 
 Cost of meals provided to MINURSO staff by the Government of 

Morocco were not offset from international staff’s post adjustment 
payment resulting in salary overpayment; 

 
 Five containers of medical equipment were obsolete and required 

disposal action. This resulted in non-compliance with the UN Financial 
Regulations and Rules and the Environmental Guidelines for UN Field 
Missions; 

 
 Internal controls over procurement were ineffective resulting in 

exceeding the delegated authority by a procurement officer, improper 
evaluation of vendor performance, unsigned contracts, not obtaining 
performance bonds, making a purchase circumventing procurement 
procedures;  

 
  Controls over granting and revoking access to information technology 

systems needed improvement to ensure compliance with system access 
procedures and to mitigate the risk of unauthorized access; and 

 

 

 MINURSO did not perform a test of its security and emergency plans, 
which may expose the Mission to security and safety risks if evacuation 
of staff is required. 



 

TABLE OF CONTENTS 

Chapter  Paragraphs 
 

I. INTRODUCTION 1-5 

II. AUDIT OBJECTIVES 6 

III. AUDIT SCOPE AND METHODOLOGY 7 

IV. AUDIT FINDINGS AND RECOMMENDATIONS 

A.  Strategic management and governance 

B.  Financial management 

C.  Human resources management 

D.  Property management 

E.  Procurement and contract management 

F.  Information technology management 

G.  Safety and security 

H.  Follow-up on previous audit recommendations 

 

8-12 

13-14 

15-22 

23-28 

29-47 

48-50 

51-52 

53 

V. ACKNOWLEDGEMENT 54 
 

 ANNEX 1 – Status of Audit Recommendations  
   
   
   
   

 



 

I.  INTRODUCTION 
 
1. The Office of Internal Oversight Services (OIOS) conducted an audit of 
the United Nations Mission for the Referendum in Western Sahara (MINURSO).  
The audit was conducted in accordance with the International Standards for the 
Professional Practice of Internal Auditing.          
 
2. MINURSO was established by Security Council resolution 690 (1991) of 
29 April 1991 in accordance with "the settlement proposals" as accepted on  
30 August 1988 by the Government of Morocco and the Frente Popular para la 
Liberación de Saguia el-Hamra y de Río de Oro (Frente POLISARIO). 
 
3. The Secretary-General's implementation plan, approved by the Security 
Council, provided for a transitional period during which the Special 
Representative of the Secretary-General (SRSG) has sole and exclusive 
responsibility over all matters relating to a referendum in which the people of 
Western Sahara would choose between independence and integration with 
Morocco. The SRSG is assisted in his tasks by a deputy SRSG and by an 
integrated group of United Nations civilian, military and police personnel. 
 
4. MINURSO’s mandate has been extended until 30 April 2011 under 
Security Council resolution 1920 of 30 April 2010. Its authorized strength 
includes 231 military personnel, 27 troops, 6 police officers, 199 military 
observers, 97 international civilian personnel, 157 local civilian staff and 19 
United Nations Volunteers. MINURSO is financed by assessment in respect of a 
Special Account with an approved budget of $53.5 million for the financial 
period from 1 July 2009 to 30 June 2010. 
 
5. Comments made by MINURSO are shown in italics.      
 

II.  AUDIT OBJECTIVES 

6. The main objectives of the audit were to assess the adequacy and 
effectiveness of internal controls over MINURSO’s substantive and 
administrative/logistical support operations focusing on: 
 

(a) Effectiveness of the administration and management of 
MINURSO; 
 
(b) Compliance with the United Nations Regulations and Rules, 
policies and guidelines; and  
 
(c) Implementation of OIOS’ recommendations made in previous 
audits. 

 

III.  AUDIT SCOPE AND METHODOLOGY 

7. The audit scope covered MINURSO’s operations for the period from  
1 July 2008 to 30 April 2010. The audit methodology included interviews and 
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discussions with MINURSO staff from substantive and administrative sections as 
well as Headquarters staff in the Department of Peacekeeping Operations 
(DPKO) and the Department of Field Support (DFS). OIOS reviewed 
MINURSO’s management oversight of administrative and substantive 
operations, reporting requirements, records, supporting documentation and other 
pertinent information for the audit period. 
 

IV.  AUDIT FINDINGS AND 
RECOMMENDATIONS 

A.  Strategic management and governance  
 
Annual planning needs improvements 
 
8. An annual work plan should be developed to establish objectives, set 
critical milestones and inform staff on goals and work to be accomplished. 
MINURSO did not develop an annual work plan since, according to the Mission, 
the work of the office was routine, and the political reality had been in a status 
quo for many years. 
 
9. MINURSO adhered to Results-based budgeting (RBB), which included 
the work to be accomplished and included indicators of achievement agreed upon 
in advance. Also, there were periodic performance reviews against established 
benchmarks. In addition to this however, MINURSO needs to develop and 
formalize an annual work plan covering individual units of its substantive offices. 
The work plan for each substantive unit should be used as a management control 
tool to monitor performance.  The absence of formal annual work plans may 
preclude effective and timely implementation, monitoring and overall assessment 
of action taken in the period to achieve the main objectives of the mandate.  
 

Recommendation 1 
 
(1) MINURSO should formulate annual work plans for 
substantive areas of operations to provide substantive units 
and staff with benchmarks and indicators of achievement for 
accountability and performance evaluation.  

 
10. MINURSO accepted recommendation 1 and stated that on the 
substantive side MINURSO was relatively small and that is why the e-PAS is the 
work plan for an individual staff member and there is no need for any additional 
work plans. MINURSO’s comment does not address the recommendation, as the 
e-PAS is a staff performance appraisal tool. Recommendation 1 remains open 
pending the formulation of annual work plans for substantive operation units of 
the Mission. 
 
Need to develop an exit strategy 
 
11. MINURSO had no exit strategy as part of its strategic planning. The exit 
strategy document is a mandatory component of the strategic planning 
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framework and should take into account factors such as closing or downsizing 
the Mission, and the establishment of milestones and indicators to achieve those 
milestones.  Management informed OIOS that although high level meetings with 
both sides of the conflict had taken place over the years, both sides were firmly 
entrenched in their positions with no movement foreseen in the future. 
Management of MINURSO and DPKO also stated that the Mission was 
effectively doing its job to ensure conflicting parties do not make a move and that 
activities concerning the area of operations stayed on the “back burner”.  
 

Recommendation 2 
 
(2) MINURSO, in coordination with DPKO, should 
develop a formal exit strategy, as part of strategic planning, 
to include key milestones of achievement for the Mission and 
arrangements with national authorities, its key stakeholders 
and partners.  

 
12. MINURSO did not accept recommendation 2 and stated that its main 
function was to monitor the ceasefire since there was no peace agreement 
between the conflicting parties. The peace negotiations are conducted by the 
Personal Envoy of the Secretary-General, and there is no substantive progress 
yet. The mandate of MINURSO is extended by the Security Council on an annual 
basis. Under these circumstances it is difficult, if not impossible, to develop an 
exit strategy for the Mission. OIOS takes note of MINURSO’s comments, and 
appreciates the political situation. However, an exit strategy document is a 
mandatory component of the strategic planning framework. OIOS is therefore 
reiterating recommendation 2 and requesting Management to re-consider its 
position. Recommendation 2 remains open pending receipt of a copy of 
MINURSO’s exit strategy.  
 
B.  Financial management 
 
13. The audit found that internal controls over financial management need to 
be improved in the following areas: 
 

 From a sample of 20 payments, OIOS found: (a) four payments had not 
been authorized by a designated certifying officer; and (b) designated 
certifying officers did not systematically sign-off and date vouchers 
evidencing their review;  

 
 A reconciliation of MINURSO’s accounts receivables was not performed 

on a monthly basis. There was a difference of $2,812 between 
MINURSO’s balance of receivables per the trial balance and its balance 
of receivables aging report as of 31 March 2010.  The difference was a 
result of improperly recorded journal entries; 

 
 As of 31 March 2010, the balance of accounts receivable totaled 

$574,308 of which $139,095 or 24 per cent are considered outstanding 
for a period greater than six months (up to two years).  According to 
MINURSO, some action was initiated to collect long-outstanding 
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receivables. For amounts owed by national governments, they were 
referred to the Field Budget and Finance Division (FBFD) of DFS for 
their assistance for recovery. However, the amounts remain outstanding, 
and further follow-up is needed.  

 
14. The Mission agreed with OIOS’ observations and initiated action to 
strengthen internal controls over financial management.   
  
C.  Human resources management  
 
Lack of staff mobility 
 
15. A large number of international staff have been assigned to MINURSO 
for long periods. Some 47 of 94 (55 per cent) international staff have served five 
years or more, while 31 staff members (33 per cent) have served for 10 years, 
and more. Even though MINURSO had sought to address this issue on several 
occasions and more recently in December 2009, no movement on this issue had 
taken place. 
 
16. A variety of reasons were given for this situation including that staff 
were satisfied with their assignment and had no desire to move or had tried to 
move but had not been successful in the selection process. The effect of long-
serving staff in MINURSO may impact both the staff themselves and the Mission 
by loss of staff commitment/motivation and lack of career development. 
 
17. The issue was discussed with the Director of the Learning Development 
and Human Resources Services Division of the Office of Human Resources 
Management (OHRM), who confirmed that mobility would be addressed in a 
new administrative circular currently under development. The new policy will be 
covering the mobility of field staff who were previously not covered by the 
Secretariat's Managed Reassignment Programme.  
 

Recommendation 3 
 
(3) MINURSO should continue to encourage long-
serving staff to seek re-assignment to other missions upon 
issuance of the new mobility policy. 
 

18. MINURSO accepted recommendation 3 stating the audit 
recommendation had been noted previously by various parties including 
auditors, the Field Personnel Division (FPD), DFS, the FPD Career 
Development Unit, and senior mission management. All parties agree that many 
staff have served too long with MINURSO, and need to be encouraged to seek 
opportunities at other missions. A dedicated Career Development Team from 
Headquarters visited MINURSO in April 2007 to help resolve this issue, but with 
minimal impact. While mobility does take place at MINURSO (45 staff have been 
reassigned to other missions/UN agencies over the past 4 years), there is a 
number of long-serving staff who appear unwilling to seek, or unable to obtain, 
assignments at other missions. Currently, there is no mandatory enforcement of 
mobility. While the Mission shall continue to encourage long-serving staff to seek 
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opportunities at other missions, this issue is expected to be resolved with the 
implementation of a new mobility policy currently under development by OHRM. 
Based on MINURSO’s comments and on-going action taken, recommendation 3 
has been closed. 
 
Provision of free meals with no deduction from staff members’ salary   
 
19. The post adjustment system is a cost-of-living adjustment intended to 
ensure the equivalent purchasing power of the net salaries of Professional and 
Field Service staff members at all duty stations. Under the MINURSO Status of 
Force Agreement (SOFA), the Government of Morocco provides staff of 
MINURSO with accommodation and meals under a special arrangement. Under 
current service conditions, most international civilian staff members are receiving 
post adjustment at the rate applicable for Morocco/Western Sahara. The main 
components of post adjustment are rental/housing, in-area expenses (food, 
clothing, health, housing, etc.) and out of area expenses. 
 
20. MINURSO currently deducts post adjustment housing costs from the 
salary of its staff depending on whether they are accommodated in hotels or in 
apartments. Staff who reside in rented accommodation receive the full post 
adjustment. No deduction is made, for staff receiving the MINURSO post 
adjustment. 
 
21. For staff members that are provided free meals from the Government of 
Morocco, there was no deduction from the post adjustment.  In OIOS’ opinion, 
this represents an overpayment of salary. If this deduction was made, it could 
result in savings up to $918,000 (85 staff eligible for free meals x MAD 250/day 
x 30 days x 12) per year.  
 

Recommendation 4 
 
(4) MINURSO, in coordination with the Department of 
Field Support and the Office of Human Resources 
Management, should review the appropriateness of the 
current arrangement for providing free meals to the Mission 
staff by the host country and consider deducting from the 
post adjustment an appropriate amount if free meals 
continue to be provided. 

 
22. MINURSO accepted recommendation 4 and stated that on 10 June 2010, 
the SRSG forwarded a facsimile regarding this issue to the senior management of 
DPKO and DFS indicating that MINURSO agreed with the findings and 
recommendation of OIOS. In the facsimile, MINURSO requested DPKO to 
determine whether it would be appropriate for DFS to recommend the local 
authorities to discontinue the free meals benefit for those MINURSO staff who 
were in receipt of the Laayoune or Tindouf post adjustment excluding the 
UNITED NATIONS military personnel, UNITED NATIONS police officers and 
Field Service Officers. The issue is now under review at Headquarters. 
Recommendation 4 remains open pending the outcome of the review.  
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D.  Property management 
 
Non-disposal of obsolete medical equipment 
 
23. It is the Mission’s responsibility to ensure that obsolete, unserviceable 
items and property are presented to the Local Property Survey Board (LPSB), 
which deliberates and recommends their disposal and write-off. Such action 
requires approval of the Controller.  
 
24. A military medical contingent with extensive medical equipment 
supported MINURSO from February 1994 to May 2006. On departure from the 
Mission, the military medical unit indicated that it would donate its used medical 
equipment to the Mission. While the donation was in the process of being 
formalized, the used equipment became obsolete and was stored in five 
containers for eventual write-off. Since 2006, the Logistics Support Division 
(LSD) of DFS and the LPSB had not provided definitive advice or 
recommendation to the Mission with respect to the disposal of the equipment. 
 
25. To resolve the disposal issue, MINURSO had sent several memoranda to 
LSD and to FBFD to seek advice. As of April 2010, no response was received. 
This issue has been pending for almost five years. 
 
26. There is an urgent need to address the disposal of this donation, as the 
containers also include expired drugs and medicines. Considering the period of 
time they have been in storage, there is an increased environmental risk and a 
hazard to personnel working nearby. In this regard, MINURSO had started 
negotiations with the Moroccan authorities for the disposal of medical equipment 
and expired medicines in accordance with the Environmental Guidelines for 
United Nations Field Missions. 
 

Recommendations 5 and 6 
 
(5) MINURSO, in consultation with DFS, should seek 
the Controller’s post facto approval of the medical 
equipment as a donation in order to initiate the disposal 
process of the obsolete property. 
 
(6) MINURSO should, upon approval by the Controller, 
ensure that the obsolete medical equipment and expired 
drugs and medications are disposed of in compliance with 
the Environmental Guidelines for United Nations Field 
Missions. 

 
27. MINURSO accepted recommendation 5 and stated LSD had approved 
the process to dispose of the obsolete medical equipment items abandoned by the 
military medical contingent, since they were never formally transferred or 
donated to the United Nations. Recommendation 5 remains open pending receipt 
of the Controller’s post facto approval of the medical equipment as a donation in 
order to proceed with its disposal.  
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28. MINURSO accepted recommendation 6 stating that the Statement of 
Work has already been prepared and the bidding process is in progress involving 
the certified companies from both Ministries of Health and Environment that 
have proper incinerators to dispose of expired drugs and medications. 
Recommendation 6 remains open pending receipt of documentation showing that 
the disposal of expired drugs and obsolete medical equipment is in line with the 
Environmental Guidelines for United Nations Field Missions. 
 
E.  Procurement and contract management 
 
Delegation of authority 
 
29. The United Nations Financial Regulations and Rules and the United 
Nations Procurement Manual require that a procurement authority is delegated 
and financial levels of authority to make commitment are granted on an 
individual basis to designated procurement staff. These staff members are 
required to comply with the provisions of their respective delegations. 
 
30. The audit found that on 18 February 2010, a Procurement Officer acting 
as the Officer-in-Charge of the Procurement Section with the threshold of 
delegated authority of $50,000 signed a contract amendment. The total ceiling of 
the contract was increased from $960,000 to $999,000 and the contract period 
was extended from 21 March through 30 April 2010. 
 
31. The staff member exceeded his delegated authority by signing the 
amendment to the contract with the aggregated not-to-exceed (NTE) of $999,000. 
 

Recommendation 7 
 
(7) MINURSO should ensure that the delegated 
procurement authority granted to all designated 
procurement staff in the Mission is not exceeded. 

 
32. MINURSO accepted recommendation 7 and stated that it would ensure 
the threshold of the delegated procurement authority granted to designated 
procurement staff is not exceeded. MINURSO is conducting a review to see if 
other instances occurred and shall advise OIOS accordingly of the review 
outcome. The Chief Procurement Officer (CPO) was out of the Mission at the 
time when the staff member acting as CPO signed the contract. Under normal 
circumstances, however, the quoted contract amendment would have been signed 
by the Chief of Mission Support (CMS), in the absence of the CPO. 
Recommendation 7 remains open pending receipt of the results of the review 
conducted by MINURSO to verify whether other instances of non-compliance 
with the procurement delegation of authority occurred. 
 
Improper evaluation of vendors’ performance 
 
33. The United Nations Procurement Manual requires a performance 
evaluation of the vendor’s fulfillment of the contracted requirements. The 
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performance evaluation should be reviewed before processing an amendment to 
an existing contract. 
 
34. OIOS reviewed ten contracts managed by various self-accounting units 
(SAUs), and noted two exceptions, where performance evaluations were not 
done, as follows: 
 

 A contract was signed for one year for construction services. Three 
months after signing the contract, it was as extended for additional three 
months increasing the NTE from MAD 230,000 ($27,711) to MAD 
469,000 ($56,506).  

 
 A contract for janitorial services was signed covering three years with an 

NTE amount of MAD 2,463,654 (over $300,000). To comply with the 
United Nations Procurement Manual, during the period of the contract, a 
performance evaluation should have been completed, as the contract 
exceeded $200,000, and was awarded for a period of more than two 
years.  
 
Recommendation 8 
 
(8) MINURSO should ensure that contractors' 
performance is assessed in accordance with the United 
Nations Procurement Manual for all existing contracts and 
completed prior to proceeding to a contract amendment. 

 
35. MINURSO accepted recommendation 8 and stated that it is currently 
ensuring that all contractors’ performance is evaluated. On an on-going basis, 
the Procurement Section, in coordination with SAUs, is ensuring that a vendor 
evaluation is completed prior to proceeding to a contract amendment and at the 
time of contract termination/close-out. In order to address all these issues and 
establish proper command and control, the Contract Management Unit has been 
operational in MINURSO since 1 July 2009 and is under the supervision of the 
CMS. Based on MINURSO’s comments and action taken, recommendation 8 has 
been closed. 
 
Need to obtain performance bonds 
 
36. According to the United Nations Procurement Manual, performance 
bonds are required from vendors for contracts with a value over $100,000 to 
ensure adequate safeguards are in place to protect the interests of the 
Organization throughout the terms of the contractual obligations. MINURSO did 
not obtain performance bonds from two of the ten contracts reviewed, one with a 
NTE of $999,000, the other with a NTE of $3,160,533.  

 
Recommendation 9 
 
(9) MINURSO should ensure that required performance 
bonds are obtained from contractors to ensure compliance 
with the UN Procurement Manual. 
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37. MINURSO accepted recommendation 9 and stated that performance 
bond requests were made for the contracts noted by the audit and it was 
following-up with vendors. Recommendation 9 remains open pending receipt of 
documentation showing that performance bonds have bee received.  
 
Purchase outside the normal procurement process 
 
38. MINURSO presented a long-outstanding case to the OIOS requesting 
advice on unpaid printing services of MAD 79,800 ($9,614).  
 
39. A review conducted by MINURSO’s Administrative Officer in March 
2010 established that the former MINURSO Force Commander directed the 
purchase of the posters to publicize de-mining activities in MINURSO for the 
Mine Action Day.  Procurement was carried out directly with a vendor by a staff 
member of his office without the normal requisitioning and procurement process.  
The posters were delivered to MINURSO in March 2007. Although the vendor 
repeatedly requested payment from MINURSO, no reimbursement has been 
made to date. 
 
40. The MINURSO Local Committee on Contracts (LCC) presented the case 
on a post-facto basis copied to the Headquarters Committee on Contracts (HCC) 
in January 2010. The HCC decided not to take note of the LCC submission and 
to request a review by auditors noting the irregularities of the purchase. 
 
41. OIOS review confirmed the United Nations procurement procedures 
were circumvented resulting in unauthorized purchases. Staff in the Office of the 
Force Commander failed to follow the United Nations procurement procedures. 
However, as the goods were delivered by the vendor in good faith, the Mission 
needs to take measures and settle the unpaid invoice.  
 

Recommendations 10 and 11 
 
(10) MINURSO should settle the invoice for the purchase 
of posters considering that goods and services have been 
rendered by the vendor. 
 
(11) MINURSO should, through an administrative 
instruction, ensure that substantive/operational offices direct 
all procurement requests to the Chief Procurement Officer 
and that procurement staff are the only officials authorized 
to enter into commitments on behalf of the Organization. 

 
42. MINURSO accepted recommendation 10 and stated that the vendor had 
been paid and the case closed. Based on the action taken, recommendation 10 
has been closed.  
 
43. MINURSO accepted recommendation 11 and stated that the Mission had 
already established proper procedures through information and administrative 
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circulars in this regard. Based on the action taken, recommendation 11 has been 
closed. 
 
Services rendered with unsigned contracts 
 
44. Contrary to the United Nations Procurement Manual, MINURSO did not 
sign contracts with its telephone services and internet provider, as shown below: 
 
Table 1. Service contracts lacking signatures 
 
Contract 
Number 

Description Effective 
Date 

Period LCC 
Approved  
NTE ($) 

Expenditure as of  
31/03/10 ($) 

CON/MIN/005/08 Internet 1/1/2008 3 yrs 296,423.10 169,146.90 
CON/MIN/006/08 Mobile 

Phone 
1/1/2008 3 yrs 388,432.78 171,178.67 

CON/MIN/004/08 Landline 1/1/2008 3 yrs 535,490.66 221,042.80 

 
45.  All three contracts had an effective date of 1 January 2008 with an initial 
period of three years and an intended two-year extension. The approved NTE 
amounts were significant and exceeded $200,000. As of 31 March 2010, in all 
three cases, more than 40 per cent of the approved NTE had been used.  
 
46. Without a signed contract, no legal action or recourse may be taken by 
the MINURSO in the event the contractor fails to comply with expected 
contractual terms and conditions.  
 

Recommendation 12 
 
(12) MINURSO should ensure that all contracts are 
signed before receiving any goods or services from 
contractors thereby maintaining evidence of contractor’s 
written acceptance of the contractual terms and conditions. 

 
47. MINURSO accepted recommendation 12 and stated that the Mission was 
taking efforts to get the contracts signed for services noted by the audit. 
MINURSO advised OIOS that due to the monopoly of the vendor for the three 
services of the fixed line, internet and mobile, the Mission continued using the 
services without a signed written contract, as the services were essential for its 
operations. MINURSO has signed a service agreement and is receiving the 
services and paying for them. Recommendation 12 remains open pending receipt 
of copies of signed contracts with the vendor. 
 
F.  Information technology management 
 
Need for access control improvement 
 
48. Controls over granting and revoking information technology systems 
access are needed in order to mitigate any potential risk of unauthorized access 
which can compromise the integrity of software or relevant data. OIOS selected a 
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sample of staff members who entered on duty in 2008/2009 and other staff 
members who resigned or retired in the same period, and noted the following:  
 

 A system access request form was not in place for two out of the 10 staff 
members selected for testing. Also, in one case, a system access request 
form was completed but was not approved; and 

 
 The e-mail account of a staff who retired in 2009 was still active as of 

April 2010. The staff member’s check-out form indicates that he was 
employed with MINURSO as a procurement assistant from 21 May 2002 
to 22 May 2009. 

 
49. Overall, security measures were in place and operating effectively. 
However, enhancement of systems access controls and related procedures is 
needed to ensure that authorization to grant or revoke access is properly 
completed and documented. 
 

Recommendation 13 
 
(13) MINURSO should improve internal controls over 
access to information technology (IT) systems to ensure 
proper authorization of granting or revoking access to IT 
systems for staff in the Mission and to mitigate a risk of 
unauthorized access. 

 
50.  MINURSO accepted recommendation 13 and stated that all request 
forms for systems access are now available, including the two which were 
missing at the time of the audit (CMS and the Chief of Staff). All Lotus Notes 
email accounts have been reviewed and accounts older than three months were 
deleted.  A review of all Lotus Notes accounts is scheduled to be conducted once 
per month to ensure that all obsolete accounts are deleted (grace period will be 
maximum one month after a staff departs the mission) and access to any 
information system is granted only against a duly authorized request form, 
including for VIPs. As a future control procedure, the Lotus Notes Supervisor 
will put in place a system generated reminder for 30 days after a staff member 
has departed/separated. Based on the action taken, recommendation 13 has been 
closed. 

 
G.  Safety and security  
 
Need to test annual security plan 
 
51. Annual testing of security and evacuation plans is necessary to ensure 
that staff are fully aware of procedures to follow in case of actual events that 
require increased security levels or evacuation. Discussions with MINURSO’s 
Security personnel noted that actual tests of its security and evacuation plans had 
been delayed due to local security considerations. There was a fear that the full 
scale testing of these plans would cause panic among the local population in 
Western Sahara if drills were carried out. Nevertheless, the risk existed that 
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untested plans may expose the Mission to unknown factors should circumstances 
require an evacuation if the local security situation deteriorates.  
 

Recommendation 14 
 
(14) MINURSO should discuss security and evacuation 
drills with the Department of Safety and Security to 
determine if limited exercises can take place in MINURSO 
with adequate advance warning to the local population and 
authorities. 

 
52. MINURSO accepted recommendation 14 and stating that the Security 
and Safety Section in collaboration with focal points from Administration 
[Emergency Response Team], military personnel, contingents, UN agencies and 
the medical team shall plan in near future to conduct small scale security 
awareness training exercises for MINURSO staff within the existing MINURSO 
compounds. The aim of these exercises is to raise MINURSO staff‘s awareness 
on office relocation procedures during possible worse case scenarios and 
emergencies. The plan shall include options to extend thereafter staff’s 
awareness training for a larger exercise. All security drill plans shall be 
approved by the Senior Management Team through MINURSO Designated 
Official/Head of Mission. Recommendation 14 remains open pending receipt of 
documentation showing that a security awareness training exercise was 
conducted by MINURSO. 
 
H.  Follow-up on previous audit recommendations  
 
53. A review of previous audit recommendations issued by OIOS was 
undertaken in the course of the audit. Recommendations issued by OIOS earlier 
were mostly implemented. In respect of the provision of free meals by the host 
government to international staff, the issue was identified in the previous audit 
and further addressed in paragraphs 19 to 22 of this report. 
 

V.  ACKNOWLEDGEMENT 

54. We wish to express our appreciation to the Management and staff of 
MINURSO for the assistance and cooperation extended to the auditors during 
this assignment. 



 

ANNEX 1 
 

STATUS OF AUDIT RECOMMENDATIONS 
 
 
Recom. 

no. 
Recommendation Risk category 

Risk 
rating 

C/ 
O1 

Actions needed to close recommendation 
Implementation 

date2 
1 MINURSO should formulate annual work 

plans for substantive areas of operations to 
provide substantive units and staff with 
benchmarks and indicators of achievement 
for accountability and performance 
evaluation. 

Governance Medium O Formulation of annual work plans for 
substantive operation units of the Mission. 

April 2010 

2 MINURSO, in coordination with DPKO, 
should develop a formal exit strategy, as 
part of strategic planning, to include key 
milestones of achievement for the Mission 
and arrangements with national authorities, 
its key stakeholders and partners. 

Strategy High O Receipt of a copy of MINURSO’s exit 
strategy.  
 

Not indicated 

3 MINURSO should continue to encourage 
long-serving staff to seek re-assignment to 
other missions upon issuance of the new 
mobility policy. 

Human 
Resources 

Medium C Action completed. Implemented 

4 MINURSO, in coordination with the 
Department of Field Support and the Office 
of Human Resources Management, should 
review the appropriateness of the current 
arrangement for providing free meals to the 
Mission staff by the host country and 
consider deducting from the post 
adjustment an appropriate amount if free 
meals continue to be provided. 

Human 
Resources 

High O Receipt of a copy of the response from 
Headquarters on the current arrangement 
for providing free meals to MINURSO 
staff by the host country. 

Not indicated 

5 MINURSO, in consultation with DFS, 
should seek the Controller’s post facto 
approval of the medical equipment as a 
donation in order to initiate the disposal 
process of the obsolete property. 

Property 
Management 

Medium O Receipt of evidence showing the 
Controller’s post facto approval of the 
medical equipment as a donation in order 
to proceed with its disposal. 
 

21 June 2010 

6 MINURSO should, upon approval by the 
Controller, ensure that the obsolete medical 

Property 
Management 

Medium O Receipt of documentation showing that the 
disposal of expired drugs and obsolete 

Not indicated 

 



 

 
 
 

ii

Recom. 
no. 

Recommendation Risk category 
Risk 

rating 
C/ 
O1 

Actions needed to close recommendation 
Implementation 

date2 
equipment and expired drugs and 
medications are disposed of in compliance 
with the Environmental Guidelines for UN 
Field Missions. 

medical equipment is in line with the 
Environmental Guidelines for UN 
Missions.  

7 MINURSO should ensure that the 
delegated procurement authority granted to 
all designated procurement staff in the 
Mission is not exceeded. 

Procurement High  O Receipt of the results of the review 
conducted by MINURSO. 

31 July 2010 

8 MINURSO should ensure that contractors' 
performance is assessed in accordance with 
the United Nations Procurement Manual 
for all existing contracts and completed 
prior to proceeding to a contract 
amendment. 

Procurement Medium C Action completed. Implemented  

9 MINURSO should ensure that required 
performance bonds are obtained from 
contractors to ensure compliance with the 
United Nations Procurement Manual. 

Procurement High O Receipt of documentation showing that 
performance bond requests were issued to 
the vendors and the bonds were 
subsequently obtained. 

Not indicated 

10 MINURSO should settle the invoice for 
the purchase of posters considering that 
goods and services have been rendered by 
the vendor. 

Procurement Medium C Action completed. Implemented 

11 MINURSO should, through an 
administrative instruction, ensure that 
substantive/operational offices direct all 
procurement requests to the Chief 
Procurement Officer and that procurement 
staff are the only officials authorized to 
enter into commitments on behalf of the 
Organization. 

Procurement Medium C Action completed. Implemented  

12 MINURSO should ensure that all contracts 
are signed before receiving any goods or 
services from contractors thereby 
maintaining evidence of contractor’s 
written acceptance of the contractual terms 
and conditions.   
 

Procurement  Medium O Receipt of copies of signed contracts with 
the vendor. 

Not indicated 



 

 
 
 

iii

Recom. 
no. 

Recommendation Risk category 
Risk 

rating 
C/ 
O1 

Actions needed to close recommendation 
Implementation 

date2 
13 MINURSO should improve internal 

controls over access to information 
technology (IT) systems to ensure proper 
authorization of granting or revoking 
access to IT systems for staff in the 
Mission and to mitigate a risk of 
unauthorized access. 

Information 
Technology 

Medium C Action completed. Implemented  

14 MINURSO should discuss security and 
evacuation drills with the Department of 
Safety and Security to determine if limited 
exercises can take place in MINURSO with 
adequate advance warning to the local 
population and authorities. 

Safety and 
Security 

Medium O Receipt of documentation showing that a 
security training awareness training 
exercise was conducted by MINURSO. 

31 December 
2010 

 
 
 
1. C = closed, O = open
2. Date provided by MINURSO in response to recommendations.




