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EXECUTIVE SUMMARY 
Audit of requisitioning process in UNOCI 

OIOS conducted an audit of the requisitioning process in the United 
Nations Operation in Côte d'Ivoire (UNOCI).  The overall objective of the audit 
was to assess the adequacy and effectiveness of internal controls over 
requisitioning. The audit was conducted in accordance with the International 
Standards for the Professional Practice of Internal Auditing.   
 

Overall, requistioners need to gain a better understanding of their roles 
and responsibilities in order to perform their functions more effectively. More 
efficient purchasing could be achieved with improved acquisition planning and 
consolidating of Mission requirements from various sections and units. The audit 
also found:  
 
 Requisitioners did not always properly justify the need for goods, or 

adequately review inventory levels prior to requesting the procurement of 
goods. As a result, equipment was procured without a plan for its 
installation, and excess items were in storage increasing the risk of 
financial loss through goods becoming obsolete.  

 
 Requisitioners did not always specify realistic delivery dates in requisitions 

due to their failure to properly consider the expected timelines for various 
procurement activities. Therefore, to meet needs, requistioners reverted to 
direct purchasing or extending existing contracts.  This approach did not 
ensure cost-effective purchasing.   

 
 Adequate technical research was not done to develop clear and complete 

specifications of requirements, and technical evaluation committees were 
not formed to approve specifications and technical criteria. As a result, the 
evaluation process was sometimes flawed and the selection process lacked 
transparency.   

 
  OIOS made a number of recommendations to address the issues 
identified during the audit and to improve internal controls over the 
requisitioning process. OIOS is pleased to note that immediate action was taken 
by Management to address OIOS’ recommendations.  
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I.  INTRODUCTION 
 
1. The Office of Internal Oversight Services (OIOS) conducted an audit of 
the requisitioning process in the United Nations Operation in Côte d'Ivoire 
(UNOCI).  The audit was conducted in accordance with the International 
Standards for the Professional Practice of Internal Auditing.          
 
2. The Mission had ten requisitioners who were responsible for developing 
acquisition plans, defining requirements and specifications and raising 
requisitions.  Certifying officers are responsible for certification and onward 
submission to the Procurement Section.  During 2008/2009, a total of 789 
requisitions with a total value of $82 million were raised. 
 
3. Comments made by UNOCI are shown in italics.         
 

II.  AUDIT OBJECTIVES 

4. The main objective of the audit was to assess the adequacy and 
effectiveness of internal controls over the requisitioning process. 
 

III.  AUDIT SCOPE AND METHODOLOGY 

5. The audit covered the period from 1 July 2008 to 30 June 2009 and 
focused on the management of the requisitioning process, which included 
acquisition planning, assessment of requirements, raising of requisitions and their 
certification by certifying officers. 
 
6. The audit methodology included interviewing key personnel and 
reviewing relevant documentation.  A sample of 30 requisitions was selected for 
detailed testing. 
 

IV.  AUDIT FINDINGS AND 
RECOMMENDATIONS 

A.  Acquisition planning and monitoring 
 
Acquisition plans were not used to achieve timely and cost effective procurement 
 
7. The United Nations Procurement Manual (the Manual) stipulates that the 
Procurement Section (PS) should use acquisition plans in planning its 
procurement activities and to achieve timely and cost effective acquisition 
through sourcing potential vendors. 
 
8. Acquisition plans were not used to identify gaps in the vendor database 
and prepare in advance for upcoming procurement actions.  As a result, PS 
commenced procurement actions only on receipt of a formal requisition, thereby 
delaying the procurement process.  For example, the audit noted in seven out of 
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30 cases reviewed that the PS took between 40 to 90 days from the receipt of the 
requisitions to the issue of bid solicitations. 
 

Recommendation 1 
 
(1) The UNOCI Office of Mission Support should ensure 
that, based on annual acquisition plans, advance 
preparations and actions are taken to source prospective 
vendors. 

 
9. The UNOCI Management  accepted recommendation 1 and stated that 
the recommendation would be implemented by 30 August 2010. The instructions 
will enable buyers to plan more effectively in sourcing vendors by issuing 
expression  of interest for requirements in advance using the quarterly 
acquisition plans. Recommendation 1 remains open pending receipt of a copy of 
procedures and guidelines on the need to use acquisition plans in identifying gaps 
in the vendor database and in preparing for procurement actions. 
 
Similar requirements were not consolidated 
 
10. The Manual stipulates that the PS should use the acquisition plan in 
consolidating similar requirements to achieve economies of scale. However, the 
PS did not do this mainly as there were no procedures for identifying similar 
requirements of the different requisitioners and for ensuring that a single bidding 
exercise was conducted. The audit noted the following: 
 

 Five separate bidding exercises were conducted for the installation of 
closed circuit television equipment for surveillance of the Mission 
premises; 

 Three bidding exercises were conducted for three separate requisitions 
for electrical materials; and 

 Printing materials like posters and cards required by the General Service 
Section as well as by substantive sections were procured through 
separate bidding exercises.  

 
11. The lack of procedures to ensure similar requirements were consolidated 
under one procurement action reduces the possibility of achieving economies of 
scale.  
 

Recommendation 2 
 
(2) The UNOCI Office of Mission Support should 
establish and implement procedures for identifying similar 
requirements made in acquisition plans of different 
requisitioners to ensure a single bidding exercise is 
conducted in order to achieve economies of scale. 

 
12. The UNOCI Management accepted recommendation 2 and stated that up 
until now this has been undertaken on an ad hoc basis within the Procurement 
Section where opportunities for consolidation were identified.  To systematize 
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this, procurement staff members are being informed of the procedures to follow. 
Recommendation 2 remains open pending receipt of a copy of the procedures and 
guidelines issued to procurement staff to use acquisition plans in identifying 
similar requirements of different requisitioners to conduct a single bidding 
exercise. 
 
B.  The requisitioning process 
 
Requirements not properly determined  
 
13. The Manual stipulates that requisitioners should establish a business case 
to justify each procurement action and expenditure, and accurately describe 
requirements.  OIOS noted that this was not always being done, as expounded 
below.  
 
14. Equipment was ordered without conducting an adequate cost benefit 
analysis. The Communication and Information Technology Services (CITS) 
issued a purchase order valued at $108,583 in January 2009 to procure Vertical 
Axis Wind Turbine (VAWT), a wind-based technology that would allow input 
from commercial and other reusable energy sources.  There was no calculation of 
how the intended 40 per cent energy requirement of the Mission would be met by 
this project.  Moreover, the VAWT, which should have been delivered in April 
2009, had not been delivered as of 15 June 2010 showing there was no urgent 
operational requirement for the equipment.  

 
15. Stock on-hand was not always considered when new items were being 
requisitioned. A review of CITS stock older than six months as at 31 March 2010 
showed that there was equipment costing $672,444 lying idle in the warehouse.  
There were high value items including network equipment valued at $109,990, a 
disk library system valued at $68,120, network ancillary valued at $24,995 and 
20 network switches of $11,990 each.  This equipment was in storage even 
though it was delivered much later than the delivery dates requested by the 
requisitioners. No justification could be provided as to why the equipment was 
not immediately installed.    
 

Recommendation 3 
 
(3) The UNOCI Office of Mission Support should, in 
respect of projects involving significant capital expenditure, 
instruct all requisitioners that a requisition be raised only 
when there are clearly identified operational requirements.   

 
16. The UNOCI Management accepted recommendation 3 and stated that it 
had issued an Administrative Instruction No.2010/06 dated 19 July 2010 to 
requisitioning and certifying officers to provide additional guidelines to 
strengthen the existing controls over the requisition process.  Based on the action 
taken, recommendation 3 has been closed. 
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Surplus stock not periodically identified 
 
17. The CITS warehouse had stock valued at $7.8 million as at 31 October 
2009, of which equipment valued at $5.7 million (73 per cent) remained in the 
warehouse for over two years and $6 million (78 per cent) had been in the 
warehouse for over one year.  The requirement for requisitioners to review their 
stock before reordering was not followed.  Failure to review stock levels prior to 
raising a requisition may result in excess stock levels, and financial loss due to 
obsolence.  
 

Recommendation 4  
 
(4) The UNOCI Office of Mission Support should 
establish procedures whereby requisitioners’ review stock 
levels and properly assess requirements before raising 
requisitions in order to avoid excess goods in storage.  

 
18. The UNOCI Management  accepted recommendation 4 and stated that 
an Administrative Instruction No.2010/06 dated 19 July 2010 had been issued to 
address the recommendation. Based on the action taken, recommendation 4 has 
been closed. 
 
Unrealistic delivery dates requested by the requisitioning offices 
 
19. The Manual stipulates that as part of the requisitioning process, 
requisitioners should establish the dates when the required goods and services 
should be delivered after considering the various steps in the procurement 
process. 
 
20. Requisitioners did not take the timelines necessary for procurement 
process into account, and generally requested goods or services to be delivered 
within 35 to 45 days from the submission of the requisition.  The audit found that  
delivery dates of goods relating to 15 per cent of 906 purchase orders issued 
during 2008/2009 had to be extended by between 120 to 358 days.  
Consequently, to meet some of the needs in the interim period, requisitioners 
sometimes used direct procurement or extended existing contracts to meet their 
requirements.  This approach did not ensure cost effective purchasing.  
 
21. Considering the dynamic nature of the Mission, which may result in 
changes to operational requirements, there is a risk of financial loss if goods are 
not received when required.  

 
Recommendation 5 
 
(5) The UNOCI Office of Mission Support should ensure 
that requisitioners initiate requests taking into account the 
timelines for various procurement activities in the United 
Nations Procurement Manual. 
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22. The UNOCI Management accepted recommendation 5 and stated that 
the Chief Procurement Officer was preparing a broadcast to be issued to all self-
accounting units’ section chiefs and the Procurement Section advising of the 
procurement timelines for the various procurement activities. OIOS noted that 
the Mission established standard operating procedures and disseminated them in 
an Interoffice Memorandum No. CMS/MEM/2010/29 dated 10 August 2010.  
Based on the action taken, recommendation 5 has been closed. 
 
Accuracy of cost estimates 
 
23. The Manual requires that cost estimates for requisitions be based on past 
purchase cost, where available and/or adequate market/internet research. 
 
24. Requisitioners did not accurately estimate the cost of goods and services 
as they did not use sources such as past purchases, internet and PS.  As a result, 
there were variations of 20 to 50 per cent between estimated cost of requisitions 
and the actual cost of the related 262 purchase orders (or 29 per cent of orders for 
2008/2009). 
 

Recommendation 6 
 
(6) The UNOCI Office of Mission Support should ensure 
certifying officers certify requisitions only after reviewing 
evidence that cost estimates for procurement requisitions are 
based on a history of past purchases and market research, as 
appropriate. 

 
25. The UNOCI Management accepted recommendation 6 and stated that 
the Administrative Instruction No.2010/06 dated 19 July 2010 had been issued to 
the requisitioning and certifying officers to provide additional guidelines to 
strengthen the existing control systems on the requisition process.  Based on the 
action taken, recommendation 6 has been closed. 
 
Inadequacies in establishing specifications and evaluation criteria 
 
26. The Manual requires that requisitioners conduct appropriate technical 
research to develop clear and complete specifications of requirements which are 
generic, promote competition and best value for money, as well as allowing 
potential vendors to understand the identified needs. 
 
27. In all 30 cases reviewed, OIOS found no evidence that the requisitioners 
had conducted adequate technical research before finalizing the specifications.  
In 12 cases, a technical evaluation committee was not formed to approve 
technical specifications and technical evaluation criteria as required by the 
Mission’s procedures. In all 30 cases, the minimum score for each criterion was 
not established as required. The following cases demonstrate the weaknesses in 
establishing specifications and evaluation criteria: 
 
 In requisition SUP9-100091, the requisition for fire extinguishers did 

not state whether the equipment should be suitable for A, B, C, or E fire 
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classes such as wood, inflammable liquid, electric and gases fire, and 
what should be the required pressures.  This limited the vendor’s ability 
to meet the Mission’s needs and may explain why submissions of 
qualified vendors were for different specifications/capacity, and the 
quoted rates varied widely;  

 
 In requisition ITU9-100011, the cartridge specifications for printers 

were not sufficiently clear with respect to the requirement for only 
original cartridges and not for refilled cartridges. During the technical 
evaluation, the requisitioner recommended certain cartridges without 
realizing that the qualified vendor’s offer only made refilled cartridges.  
The Mission had to accept these as the purchase order was issued prior 
to the error being found;  

 
 In requisition GSS9-100033 for landscaping and gardening services, the 

requisitioner did not clarify the required technical criteria.  For example, 
instead of stating that the bidder should have a minimum number of 
gardeners and equipment, they were asked to provide how many 
gardeners and equipment they will deploy.  In the technical evaluation, 
the vendor who had offered to bring the highest number of gardeners 
and equipment got full points, which became the benchmark for 
evaluating other offers; 

 
 In requisition TRP9-100026 for vehicle body repairs, the first bidding 

process resulted in receipt of only one bid.  Rebidding resulted in 
receipt of two bids, but only the bid of the existing service provider was 
found technically qualified. A contract was awarded for three years at a 
total cost of $180,000.  The requisitioner projected 759 vehicles in the 
scope of work that may require repairs.  However, there was no 
indication given that on average only 40 vehicles a month may require 
repairs.  The lack of sufficient information in solicitation documents 
may have been a reason for receiving an unsatisfactory bid response; 

 
 In requisitions GSS9-100032 & 36 for septic disposal services, only one 

vendor was technically qualified and awarded a one year contract for 
Not-to-Exceed amount of $727,102.  Two vendors who secured 71 
points were disqualified for not attaining the 75 points benchmark.  One 
of the disqualified vendors got zero out of ten points in a criterion 
because the vendor did not produce documentary proof for past 
experience, although the vendor had worked previously for the Mission, 
and received 10 out of 10 points in another five criteria.  Further, the PS 
gave only one working day to all the vendors to secure permission for 
dealing in septic disposal from a government authority, a criterion that 
was determined only after the opening of the technical bids. The 
requisitioner should have made adequate efforts to increase the 
competition by seeking further information/clarification. 

 
28. In the above cases, appropriate technical research of the specifications 
and review of the specifications and evaluation criteria by a three-member 
technical evaluation committee would have enhanced the clarity and 
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completeness of the requisitions, as well as transparency in the bid evaluation 
process. 
 

Recommendation 7 
 
(7) The UNOCI Office of Mission Support should ensure 
that requisitioners develop clear and complete specifications 
after conducting adequate technical research in compliance 
with the Mission Administrative Instruction 2008/13. 

 
29. The UNOCI Management  accepted recommendation 7 and stated that it 
had issued Administrative Instruction No.2010/06 dated 19 July 2010 to 
requisitioning and certifying officers to provide additional guidelines to 
strengthen the existing control systems on the requisition process.  Based on the 
action taken, recommendation 7 has been closed. 
 
Best Value for Money principle not applied 
 
30. The Manual requires that requisitioners should apply Best Value for 
Money (BVFM) principle when establishing specifications and evaluation 
criteria. 
 
31. OIOS interviews with five requisitioners showed that the BVFM 
principle was not fully understood by the requisitioners who did not consider it in 
the requisitioning process.  The lack of understanding of the BVFM principle and 
its application by requisitioners has also partly contributed to the inadequacies 
noted above in the requisitioning process. 
 

Recommendation 8 
 
(8) The UNOCI Office of Mission Support should 
establish guidelines for requisitioning staff to enhance their 
understanding and skills in applying the Best Value for 
Money principle in the requisitioning process. 

 
32. The UNOCI Management  accepted recommendation 8 and stated that a 
detailed programme of training sessions organized by the Contract and 
Management Section has been undertaken to address the weakness.  Forty 
requisitioners and section chiefs have received inputs on the ‘Best Value for 
Money principle’ during contract management training and the similar training 
sessions will be given every two months.  Based on the action taken, 
recommendation 8 has been closed. 
 
Record of requisitioning actions not maintained 
 
33. The Manual states that requisitioners should maintain an audit trail for 
decisions or actions taken by them throughout the requisitioning process for their 
own reference, as well as to enable future reviewers to establish that cases have 
been handled in accordance with the applicable regulations, rules and procedures. 
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34. Three requisitioners namely CITS, the Transport Section and the Public 
Information Office did not maintain complete records of all requisition actions, 
neither electronically in the Mercury System or manually in a case file.   

 
Recommendation 9 
 
(9) The UNOCI Office of Mission Support should ensure 
requisitioners are fully aware of their responsibilities to keep 
adequate records of their decisions or actions taken 
throughout the requisitioning process. 

 
35. The UNOCI Management accepted recommendation 9 and stated that it 
had issued Administrative Instruction No.2010/06 dated 19 July 2010 to the 
requisitioning and certifying officers to provide additional guidelines to 
strengthen the existing controls on the requisition process.  Based on the action 
taken, recommendation 9 has been closed. 
 
No timelines for buyers and requisitioners to complete the review process 
 
36. Per the PS database, in 199 cases out of 906 (i.e. 22 per cent of purchase 
orders issued during the 2008-2009 financial year), the PS took more than 90 
days to issue the purchase orders following receipt of the requisitions.  The time 
taken to issue the purchase orders was over 150 days in 85 cases.  The failure of 
requisitioners to properly develop specifications contributed to the delays in 
processing procurement requests.  In addition, the PS did not communicate 
deficiencies in the requisitions promptly to the requisitioners for correction.  
There were no timelines set to guide buyers and requisitioners on target times to 
be met. 
 
37. Absence of timelines for a buyer to complete a review of a requisition 
and for the requisitioner to reply to any questions and provide clarification meant 
that the process was delayed.  
 

Recommendation 10 
 
(10) The UNOCI Procurement Section should establish 
timelines for all stages of the requisitioning process and 
monitor compliance with the timelines. 

 
38. The UNOCI Management accepted recommendation 10 and stated that 
the Procurement Section would track and monitor the requisitioning process 
timelines and ensure the recommendation is implemented.  Based on the standing 
operating procedures developed and issued, recommendation 10 has been closed. 
 
C.  The roles and responsibilities of certifying officers  
 
39. The Manual states that the clearance and approval of a requisition by the 
certifying officer is taken as certification that the funds are available, a need 
exists for the goods or services requested, and specifications are generic, 
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comprehensive, and unambiguous and sufficiently in detail to enable vendors 
compete fairly. 
 
40. The audit noted that certifying officers routinely certify requisitions 
electronically in the Mercury System without conducting an independent review 
of requisitions to ensure that the requisition meets the required standards.  The 
certifying officers stated that they relied on the requisitioners in this regard. 
 
41. In OIOS’ view, certification of requisitions should be properly executed. 
It is an additional internal control to ensure requirements are properly justified 
and errors are detected.  
 

Recommendation 11 
 
(11) The UNOCI Office of Mission Support should direct 
requisitioners to provide complete documentation (in hard 
copy) of requisitions to certifying officers and require 
certifying officers to initial such documents to show that they 
have reviewed them before certifying requisitions in the 
Mercury System. 

 
42. The UNOCI Management accepted recommendation 11 and stated that it 
had issued Administrative Instruction No.2010/06 dated 19 July 2010 issued to 
address the recommendation. Based on the action taken, recommendation 11 has 
been closed. 

 
Segregation of certification and approval functions 
 
43. The requisition process requires three levels of approvals namely by the 
budget officer, requisitioning chief and a certifying officer.  The Manual requires 
that the certifying officers act as liaison between the requisitioners and the PS 
and their certifying authority is personal.  OIOS noted that the chiefs of General 
Services, Supply, Transport, and Medical Sections, who are also appointed as 
certifying officers, approve their requisitions first as a section chief and then 
certify the same requisition as certifying officers.  This weakens internal controls 
as in practice the second and third level reviews and approvals are done by the 
same person. 
 

Recommendation 12 
 
(12) The UNOCI Office of Mission Support should ensure 
that certifying officers do not certify the requisitions that 
they have approved in their capacity as section chief. 

 
44. The UNOCI Management accepted recommendation 12 and stated that it 
had issued Administrative Instruction No.2010/06 dated 19 July 2010 to address 
the recommendation. Based on the action taken, recommendation 12 has been 
closed. 
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Control over access to Mercury System require strengthening 
 
45. In the Mercury System, when the Mission’s IT Applications and Support 
Unit authorizes for the first time, roles for requisitioners, certifying officers, 
procurement officers and section chiefs, the process was properly verified. 
However, this process was not followed for subsequent changes or reassignment 
in roles. Also, there was no procedure to promptly detect any unusual and 
unauthorized activities in master files.  
 

Recommendations 13 and 14 
 
The UNOCI Communication and Information Technology 
Services should:  
 
(13) Introduce a procedure to ensure changes or 
reassignment of roles in the Mercury System are properly 
verified; and  
 
(14) Establish a procedure where logs are periodically 
reviewed to detect unusual and unauthorized activities in 
master files.  

 
46. The UNOCI Management accepted recommendation 13 and stated that it 
had issued Administrative Instruction No.2010/06 dated 19 July 2010 and 
Interoffice Memorandum dated 30 July 2010 to the section chiefs and relevant 
CITS staffs to provide additional guidelines to strengthen the existing control 
systems on processing the Mercury access requests.  Based on the action taken, 
recommendation 13 has been closed. 
 
47. The UNOCI Management accepted recommendation 14 and stated that it 
will implement a procedure to review changes to access roles in Mercury on 
monthly basis.   Based on the issuance of instructions to CITS staff, 
recommendation 14 has been closed. 
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ANNEX 1 
 

STATUS OF AUDIT RECOMMENDATIONS 
 
 
Recom. 

no. 
Recommendation Risk category 

Risk 
rating 

C/ 
O1 

Actions needed to close recommendation 
Implementation 

date2 
1 The UNOCI Office of Mission Support 

should ensure that, based on annual 
acquisition plans, advance preparations 
and actions are taken to source prospective 
vendors. 

Operational Medium O Implementation of the procedures and 
guidelines issued to buyers to use the 
acquisition plans in identifying gaps in the 
vendor database and to prepare in advance 
for upcoming procurement actions. 

30 August 2010 

2 The UNOCI Office of Mission Support 
should establish and implement procedures 
for identifying similar requirements in the 
acquisition plans of different requisitioners 
and ensure that a single bidding exercise is 
conducted for similar requirements to 
obtain economies of scale.  

Operational Medium O Implementation of the procedures and 
guidelines issued to the buyers to use the 
acquisition plans in identifying similar 
requirements of different requisitioners to 
conduct a single bidding exercise. 

30 August 2010 

3 The UNOCI Office of Mission Support 
should, in respect of projects involving 
significant capital expenditure, instruct all 
requisitioners that a requisition be raised 
only when there are clearly identified 
operational requirements. 

Compliance High C Action taken Implemented 

4 The UNOCI Office of Mission Support 
should establish procedures whereby 
requisitioners’ review stock levels and 
properly assess requirements before raising 
requisitions in order to avoid excess goods 
in storage. 

Operational Medium C Action taken Implemented 

5 The UNOCI Office of Mission Support 
should ensure that requisitioners initiate 
requests taking into account the timelines 
for various procurement activities in the 
United Nations Procurement Manual. 

Operational High C Action Taken Implemented 

6 The UNOCI Office of Mission Support 
should ensure certifying officers certify 
requisitions only after reviewing evidence 

Operational Medium C Action taken Implemented 

 



 

Recom. 
no. 

Recommendation Risk category 
Risk 

rating 
C/ 
O1 

Actions needed to close recommendation 
Implementation 

date2 
that cost estimates for procurement 
requisitions are based on a history of past 
purchases and market research, as 
appropriate. 

7 The UNOCI Office of Mission Support 
should ensure that requisitioners develop 
clear and complete specifications after 
conducting adequate technical research in 
compliance with the Mission 
Administrative Instruction 2008/13. 

Compliance High C Action taken Implemented 

8 The UNOCI Office of Mission Support 
should establish guidelines for 
requisitioning staff to enhance their 
understanding and skills in applying the 
Best Value for Money principle in the 
requisitioning process. 

Operational Medium C Action taken Implemented 

9 The UNOCI Office of Mission Support 
should ensure requisitioners are fully aware 
of their responsibilities to keep adequate 
records of their decisions or actions taken 
throughout the requisitioning process. 

Operational Medium C Action taken Implemented 

10 The UNOCI Procurement Section should 
establish timelines for all stages of the 
requisitioning process and monitor 
compliance with the timelines. 

Operational Medium C Action Taken Implemented 

11 The UNOCI Office of Mission Support 
should direct requisitioners to provide 
complete documentation (in hard copy) of 
requisitions to certifying officers and 
require certifying officers to initial such 
documents to show that they have reviewed 
them before certifying requisitions in the 
Mercury System. 

Compliance High C Action taken Implemented 

12 The UNOCI Office of Mission Support 
should ensure that certifying officers do 
not certify the requisitions that they have 
approved in their capacity as section chief. 

Compliance High C Action taken Implemented 

 
 
 

ii



 

 
 
 

iii

Recom. 
no. 

Recommendation Risk category 
Risk 

rating 
C/ 
O1 

Actions needed to close recommendation 
Implementation 

date2 
13 The UNOCI Communication and 

Information Technology Services should 
introduce a procedure requiring the same 
verification process for changes or 
reassignment of roles in the Mercury 
System that applies to first time 
authorizations. 

Operational Medium C Action taken Implemented 

14 The UNOCI Communication and 
Information Technology Services should 
establish a procedure requiring periodic 
review of logs to promptly detect unusual 
and unauthorized activities in master files 
like those containing role database. 

Operational Medium C Action taken Implemented 

 
 
 
1. C = closed, O = open
2. Date provided by UNOCI in response to recommendations. [ 
 




