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EXECUTIVE SUMMARY 
Audit of Focus System 

The Office of Internal Oversight Services conducted an audit of the 
Focus System (Focus), in recognition of the strategic importance of the system to 
the work of UNHCR.  The overall objective of the audit was to establish whether 
adequate controls were designed and implemented to ensure that user 
requirements were met and data was secure and reliable. The audit was 
conducted in accordance with the International Standards for the Professional 
Practice of Internal Auditing.   
 
 Focus is an operations’ management support software designed to assist 
UNHCR’s offices in recording operational objectives, defining performance 
indicators, preparing programme budgets and reporting on the progress made in 
achieving results.  The development of Focus started in 2005 - 2006 and the 
system was rolled out to staff in 2009. 
 

All UNHCR country offices and divisions use the Focus system.  The 
2010 planning data, including comprehensive needs assessment (CNA) and 
detailed budget, was already available in the system.  UNHCR offices used the 
system to input the 2011 CNA.   
 

Focus provides a number of useful tools for decision making, such as the 
ability to obtain a consolidated view of the staffing table, organizational chart 
and progamme activities of each UNHCR office, in a single place.  While these 
tools demonstrate the value of Focus, weaknesses in project governance and 
management meant that UNHCR could not demonstrate that the system 
developed (from the initial design to the version currently deployed) was cost-
effective and met the users’ needs.  The establishment of a project steering 
committee in the second half of 2008 helped in the project progress review and 
improved management of change and risks related to the Focus project.  
However, the following limitations existed:  
 

 Absence of a clear end date of the project; 
 Lack of a dedicated team with cross functional expertise;  
 Unclear roles and responsibilities of members of the development team; 
 Inadequate accounting of the costs associated with the development of 

the system and inability to determine its total cost to date; 
 Limited system security; and 
 Inadequate controls for software development, testing and end-user 

support. 
 

Some of the unmet users’ needs that have a significantly negative impact 
on UNHCR business requirements, and which should be addressed as a matter of 
urgency, are provided below: 
 

 

 A core functionality of the system for capturing the actual performance 
of programme implementation is currently under test for a group of 
operations.  However, the results of this test already identified significant 
limits in the reporting process of the activities performed by 



 

implementing partners, who account for more than a third of UNHCR’s 
annual budget; 

 
 UNHCR intended to design a system that would enable the formulation 

of budgets at the lower level of outputs/deliverables.  However, for 2010, 
budgeting in Focus was limited to the higher level of objectives; and 

 
 Information (unmet needs and performance indicators) critical for the 

decision making process is not yet captured by the Focus system.  
Furthermore, there is a mismatch between the data recorded in Focus and 
the Enterprise Resource Planning system (Management System Renewal 
Project - MSRP).  In addition, gaps existed in the apportionment of 
salaries and administrative costs (totalling over $700m at the time of 
audit) as defined in the results framework. 

 
UNHCR accepted all the recommendations and explained that it has 

introduced a number of measures to put the further development of Focus 
application, and the management structures underpinning results based 
programming, on a sustainable footing.  An internal stock-taking is underway 
with all concerned stakeholders. A phase 2 of the project is being initiated that 
would address the need for stabilization. A new charter will be established that 
will govern the issues of roles and responsibilities.  This phase will also address 
the detailed budgeting and reporting functionality relating to partner 
implementation, as well as other aspects needed for full end-to-end support to the 
operations management cycle. 
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I.  INTRODUCTION 

1. The Office of Internal Oversight Services (OIOS) conducted an audit of 
the Focus system (Focus), in recognition of the strategic importance of the 
system to the work of UNHCR.  The audit was conducted in accordance with the 
International Standards for the Professional Practice of Internal Auditing.          
 
2. UNHCR adopted a Results-Based Management (RBM) approach to track 
performance and ensure that its operations achieve the intended results in an 
efficient manner. 
 
3. Focus is the key component of UNHCR’s information technology toolset 
for RBM, interfacing with its enterprise resource planning system (Management 
System Renewal Project - MSRP).   
 
4. Focus was designed to support the decision-making process and 
management of operations at the country level within the UNHCR framework of 
corporate and regional strategic plans.  According to the project charter the 
system was intended to: 
 

 Record the situation assessment and enable the participatory planning of 
a programme solution; 

 
 Support and capture the definition of expected results from the strategic 

to the output levels of operations; 
 

 Record budgeted amounts as well as anticipated performance for the 
defined deliverables (outputs) of the planned solutions; 

 
 Record the assessed performance of the interventions; and 

 
 Provide an open, consistent and comprehensive facility for reporting, 

from the detailed output level to the aggregated results of the whole 
organization. 

 
5. The development of the Focus project started in 2005 and its roll-out to 
the UNHCR offices, which was initially planned for 2008, took place in 2009. 
The software was developed in-house by UNHCR using external expertise. 
 
6. The required functionalities of the system have been developed and 
implemented only partially.  There was no specific deadline to complete the 
project.  Nevertheless, at the time of the audit, all UNHCR country offices and 
divisions were using the Focus system.  The 2010 planning data, including 
comprehensive needs assessment (CNA) and detailed plans, was already 
available in the system.  Recently, the UNHCR offices used the system to input 
the 2011 CNA.   
 
7. To date, the system has delivered a number of tools essential to executive 
level decision making and operations management, such as the ability to: (a) 
view the staffing table, organizational chart and the programme activities of each 
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UNHCR office, in a single place; (b) review the details of the global operations; 
and (c) analyze UNHCR programme in multiple dimensions (such as by country, 
region, pillar, rights group or objective).  
 
8. Comments made by UNHCR are shown in italics.         
 

II.  AUDIT OBJECTIVES 

9. The main objectives of the audit were to assess whether: 
 

(a) Users requirements were adequately defined and documented; 
 
(b) Proper arrangements were in place for managing all project 
phases (including project administration, progress tracking, time and 
resources spent, risk and change management, validations, approvals and 
sign-offs); and 

 
(c) Adequate controls were designed and implemented to ensure the 
security and reliability of data. 

 

III.  AUDIT SCOPE AND METHODOLOGY 

10. The audit of the Focus system was conducted during the period April and 
May 2010.  OIOS reviewed the project documentation and the minutes of various 
meetings, analyzed data security controls and conducted tests of the software 
functionalities.  Experiences of users in two UNHCR country operations were 
also obtained.   
 
11. In addition, the audit team tested the system using data from Jordan, 
Kenya and the Democratic Republic of the Congo (DRC), and ran several reports 
using a business intelligence tool called “Global Focus”. 
 
12. A series of meetings were held with relevant user divisions in Geneva, 
including: (a) Programme Support and Management; (b) Financial and 
Administrative Management; and (c) Information Systems and 
Telecommunications. These divisions are members of the Steering Committee of 
the Focus project. 
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IV.  AUDIT FINDINGS AND 
RECOMMENDATIONS 

A.  Definition of user requirements 
 
There is an urgent need to establish a baseline set of user requirements to 
determine whether and what changes may be required to existing production 
version of Focus and to guide future development 
 
13. Definition of user requirements is a fundamental step in the development 
of a system for determining its functional scope. 
 
14. UNHCR developed the Focus system using an approach called 
“prototyping”.  The definition of the user requirements was performed in 
December 2004, followed by the logical and physical designs in 2005 and 2006 
respectively.  A formal steering committee was established in the second half of 
2008.  However, from the commencement of project development in 2005, until 
early 2009, UNHCR did not have an established group of user representatives to 
confirm their requirements, and to review and approve system deliverables.  Only 
at a later stage did the steering committee introduce a formal entity called the 
“business owner group” to approve user’s requirements and changes to the 
application. 
 
15. OIOS was unable to reconcile and confirm that the functionalities of the 
existing Focus system matched the requirements and decisions made throughout 
the development of the software from its initial design.  In addition, the following 
unmet users requirements were found:  
 

 The functionality to capture the actual performance of programme 
implementation is still under testing.  Gaps existed in implementing this 
core requirement.  For instance, the reporting of the activities performed 
by implementing partners (who account for more than a third of 
UNHCR’s annual budget or over $500 million) was still done outside 
Focus (using Word documents).  These results could not be recorded in 
Focus.  Furthermore, users could not compare expenditures against 
budget, and actual performance against targets.  At the time of the audit, 
these issues were being considered by the Project Steering Committee for 
resolution; 

 
 UNHCR intended to put in place a budgeting system that would allow 

the formulation of budgets at the lower level of outputs/deliverables, 
linking the cost of these outputs to the achievement of the desired 
impact, as described in the hierarchy of objectives for each programme.  
However, as of 2010, the detailed budgeting was not at the 
output/deliverables level but at the higher level of objectives;  
 

 Discussions with users showed that the 2010 CNA could not yet be 
revised in Focus. For example, the initial 2010 CNA for Kenya of $152 
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million was increased to $189 million.  However, these changes were not 
visible in Focus; and 

 
 By the end of 2010, every country, division and regional office will have 

four plans recorded in Focus – a comprehensive and a detailed plan each 
for 2010 and 2011.  However, OIOS noted that Focus did not provide 
mechanisms for ensuring that changes made in one plan are 
automatically reflected in others. 
 

16. The conditions described above exposed UNHCR to the risks of waste of 
resources, low user confidence and under-utilization of the system.  

 
17. UNHCR commented that it appreciated OIOS comments, which reinforce 
the need for unfinished aspects of the core system functionality to be given 
priority and completed as soon as possible.  Work is on-going to develop an IT 
solution (in Global Focus initially), which would allow simultaneous viewing of 
budgets, expenditure and performance data. (It should be noted that official 
financial recording system of UNHCR is MSRP and not Focus).  
 
18. UNHCR’s results framework has several levels for grouping actual 
results per population planning group within each operation, from output 
(lowest) to goal (highest), output being a grouping of deliverables and 
performance measures in itself. In addition, in a given operation, multiple 
partners are involved in the implementation of individual objectives and outputs. 
In order to ensure that the newly introduced tools and methods for results-based 
budgeting and performance measurement have been adequately tested in the field 
environment and have the flexibility needed to support the detail and diversity of 
partner agreements found in many operations, it has been decided to proceed 
with programme implementation maintaining costing at objective level for 2010 
and 2011 as an interim measure.  
 
19. Sub-project descriptions and work plans of the sub-agreements with 
partners and the related detailed reporting by output and activity are currently 
managed in Word documents, but on the basis of the new results framework so 
that necessary refinements can be derived from this experience.  Performance is 
measured at the output level in Focus during this period (with impact also being 
measured at the objective level), but without recording the differentiation of the 
results by individual implementers in Focus at this stage.  
 
20. In relation to the process of refining and validating requirements, a 
retreat was held in January 2010 to identify the functionality required and 
attempt to prioritize and estimate the work remaining to complete the software 
development. Following this retreat, during which it was acknowledged that 
significant work remained to define the requirements and to estimate the 
development time and cost, the Steering Committee recognized (before the audit 
began) that the governance structure, team participation, and project 
management needed to be redefined in order to ensure success of those future 
developments. Accordingly, these changes started to be made in the first and 
second quarter of 2010, and the project team was tasked with defining the 
charter and a plan for Phase 2.  This work has proceeded with interruptions 
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because some of the key participants are also supporting the production version 
of the systems and the on going planning and budgeting process.   
 
21. Definition of phase 2 for the project is underway (including a new 
charter and requirements) specifically for the purpose of completing the detailed 
budgeting and reporting functionality relating to partner implementation, as well 
as other aspects needed for full end-to-end support to the operations 
management cycle. The final long-term solution will take into account the 
experience gained with the interim measures applied, and is expected to emerge 
through the requirements formulation process in phase 2.  
 
22.  It should be noted that changes in one plan within the same year should 
not necessarily trigger an automatic change in the other plan. While we 
acknowledge the complexity associated with maintaining multiple plans for the 
same year, automatic cross-plan update may normally not be appropriate 
because most of the content of each plan is intended to be different, reflecting 
their distinct purpose and planning assumptions.  Nonetheless, the review of 
requirements currently being conducted for phase 2 will consider any areas in 
which the maintenance of multiple plans for the same planning period can be 
further facilitated or streamlined. 
 

Recommendations 1 and 2 
 
(1) The Focus Project Management should undertake a 
stabilization review of the system: to confirm users 
requirements with all relevant stakeholders; to identify gaps 
and deficiencies of the current version of the Focus 
application in meeting users requirements (from planning, 
budgeting through monitoring and reporting); and to 
develop a plan to be submitted to the Focus Steering 
Committee for approval of all changes and remedial actions 
to be made to the system, indicating their priority and cost. 
 
(2) The Focus Steering Committee should review the 
plan of changes prepared by the Project Management and 
confirm their prioritization.  The changes made should be 
subject to testing before their release into production.  

 
23.  UNHCR accepted recommendations 1 and 2 and stated that the newly 
drafted project charter for phase 2 will govern the implementation modalities.  
Recommendations 1 and 2 remain open pending receipt of comprehensive 
documentation regarding the initiation and implementation of phase 2. 

 
B.  Project management 
 
Arrangements for project management have been strengthened 
 
24. Documentation of the management control system in place during the 
development of Focus was not available.  Focus was developed by a relatively 
small team, with the support and commitment of the then Deputy High 
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Commissioner.  While an Information Communication Technology (ICT) 
Governance Board existed, there was insufficient evidence that the progress of 
the Focus project was systematically monitored and reported.  The minutes of the 
meetings of the ICT Governance Board did not provide enough details on the 
progress of the project and its risks.  Consequently, adequate project governance 
could not be evidenced, which UNHCR acknowledged.  At the time of writing 
this report, UNHCR had implemented additional measures, such as the 
appointment of a new dedicated Project Manager and weekly Steering 
Committee Meetings for monitoring the progress of the Focus project.  No 
additional action is therefore proposed by OIOS. 
 
No end date for initial implementation of Focus 
 
25. Best practices in project management require the definition of milestones 
and a clear conclusion date of the project.  The Focus project did not have a clear 
end date, though some of the documentation obtained during the audit indicated 
that one of the milestones of the project was to continue its development until the 
middle of 2011.  The absence of clearly defined milestones and end date of the 
project limits UNHCR’s ability to monitor the project, and could lead to 
unplanned scope expansions and waste of resources.  It also makes it difficult to 
distinguish between the implementation of the initial system and upgrades 
undertaken to reflect new requirements. 
 

Recommendation 3  
 
(3) The Focus Project Coordinator should submit a 
comprehensive development plan for review and approval by 
the Focus Steering Committee, including the milestones and 
end date of the project. 

 
26. UNHCR accepted recommendation 3 and stated that the proposed 
actions in phase 2 will address this issue. Recommendation 3 remains open 
pending receipt of comprehensive documentation regarding the initiation and 
implementation of phase 2. 
 
Unclear roles and responsibilities 
 
27. Projects should be managed by teams composed of dedicated members, 
structured on the basis of clear roles and responsibilities. 
 
28. The Focus project team did not have dedicated members with clearly 
defined roles and responsibilities.  OIOS noted instances where key players of 
the project had dual responsibilities, leading to potential conflicts of interest.  
 
29. For instance, the project had two coordinators, one for the technical (IT 
Project Manager) and one for the business functionalities (Business Project 
Coordinator).  However, there were no terms of reference clarifying their roles 
and responsibilities.  Furthermore, OIOS noted the following inconsistencies in 
the responsibilities of the Business Project Coordinator:  
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 Supervising technical developers and determining functional 
requirements and changes; 

 
 Presenting and justifying the contract renewal of the developers in front 

of the Committee on Contracts; and 
 
 Certifying services for the payment of invoices. 

 
30. UNHCR indicated that the IT Project Manager’s position was created to 
respond to the increased need for technical expertise.  However, the terms of 
reference for this position were not defined, and accountabilities and 
responsibilities not established.  During the audit, UNHCR confirmed that a new 
IT Project Manager had been appointed and efforts were underway to document 
his responsibilities and reporting lines.  
 
31. The lack of clearly established roles and responsibilities could severely 
limit UNHCR’s ability to complete the development and implementation of the 
Focus system in an economic, efficient and effective manner.  
 
32. UNHCR explained that the roles and responsibilities were not 
sufficiently clear and distinct at the time of the initial introduction of the IT 
Project Manager’s position.  However, such a situation did not result in a 
conflict of interest and dual responsibilities do not necessarily entail a conflict of 
interest.  OIOS agrees that, according to Staff Rule 101.2, conflict of interest in 
the strictest sense of the word refers only to cases when a staff member in dealing 
in his/her official capacity has a financial interest in a business.  However, the 
many roles of the Business Project Coordinator described above, is a clear case 
of lack of segregation of duties and creates a perceived, if not actual, conflict of 
interest. 
 

Recommendation 4 
 
(4) The Focus Steering Committee should establish clear 
terms of references for all members involved in the 
development of the project, including the Project 
Coordinator, Project Manager and software developers. 
 

33. UNHCR accepted recommendation and stated that the newly drafted 
project charter for phase 2 will govern the issue of roles and responsibilities.  
Recommendation 4 remains open pending receipt of comprehensive 
documentation regarding the initiation and implementation of phase 2. 
 
Project costing not available 
 
34. Management should be able to monitor the costs and resources 
associated with the development and implementation of a project on the basis of 
detailed tracking systems. 
 
35. UNHCR did not have a specific cost centre to record the costs associated 
with the development of the Focus project from the beginning (i.e., payments to 
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the software developers, UNHCR staff salaries, user training, licenses and 
hardware procurement).  Therefore, it was not possible to determine the total cost 
incurred to date for the development of the Focus system.  In addition, there was 
also a lack of information for forecasting the costs associated with the completion 
of the project.  OIOS noted that an estimated total cost of the project at the time 
of the audit was $7 million.  However, a presentation to the ICT Governance 
Board in April 2009 estimated the total costs (including an estimate up to 2011) 
of the project at $16 million. 
 
36. In the absence of simple and transparent accounting mechanisms to 
record the costs associated with the development of the Focus system, UNHCR is 
unable to determine whether resources are used as intended, exposing UNHCR to 
the risk of financial losses and waste of resources.  
 
37. UNHCR explained that in 2008 at the request of the Executive Office the 
cost centre for the Focus project was separated out from the overall cost centre 
of the Organizational Development and Management (ODM) for the purpose of 
clearly distinguishing and tracking the cost of the project.  The 2009 and 2010 
budgets were therefore presented and approved as distinct and separate 
administrative budget obligating document (ABOD) submissions, facilitating the 
identification of project costs for these periods.  Costs relating to the period 2005 
to 2008 are, however, not impossible to determine, despite the lack of a dedicated 
cost centre. These have been established for the record by computing the 
procurement costs for the developer resources, the roll-out workshop and 
mission costs, all of which is clearly identified.  The staff time spent on the 
project has also been estimated.  From late 2008 onwards the cost of the Global 
Needs Assessment team could be considered part of the project.  It is optional 
whether to consider the cost of reconfiguring MSRP to the requirements of the 
New Budget Structure as part of the Focus project, but these costs have also been 
computed in order to allow this.  The breakdown of the project cost to date has 
recently been reviewed by the management and is available to share with OIOS.  
 

Recommendation 5 
 
(5) The Focus Steering Committee should request the 
design and implementation of simple and transparent 
accounting and reporting mechanisms to capture the 
budgeted and actual costs associated with the development 
and implementation of the Focus project. 

 
38. UNHCR accepted recommendation 5 and acknowledged the need to 
track the full cost of the project at all times and will look at the means to enable 
this to take place for phase 2. While appreciating that cost information is now 
available for the project to date, OIOS will keep recommendation 5 open pending 
receipt of details of accounting and reporting mechanisms to capture the 
budgeted and actual costs associated with the implementation of phase 2. 
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Change management processes need to be strengthened 
 
39. Measures should be in place to ensure that system changes are 
appropriate to the business needs, and that they are properly authorized, 
documented, tested and approved.   
 
40. The change management processes established in UNHCR in support of 
the Focus system were not adequate and complete, and did not provide the 
necessary information to all stakeholders on the changes requested, their impact 
and whether they had been accepted by the users.  There was no change advisory 
body to assess and approve changes (during most of the project duration) based 
on their scope and functionality.  Though improvements were made with the 
establishment of the Steering Committee, the change process still lacked proper 
documentation and transparency. 
 
41. These deficiencies exposed UNHCR to the risks of changes to the system 
that are not tested and do not ultimately meet the real requirements.  

 
42. UNHCR explained that a system of documentation and sign off of all 
change requests has been in place since August/September 2009.  The 
documentation is established by the business team in consultation with the 
developer team and the Project Manager, and each change request is signed by 
all three of the business owners representing DPSM, DFAM and DIST, serving 
as the change advisory body.  This process is overseen by the Steering 
Committee.  The documentation and procedures cover a number of the issues 
mentioned, including user acceptance testing, expected impact and resource 
requirements.  Furthermore under the joint chairmanship of the Assistant High 
Commissioner (Operations) and the Deputy High Commissioner, from February 
2010 a series of regular coordination meetings was established between DPSM, 
DFAM, DIST and the Regional Bureaux to manage the process of change.  
 

Recommendation 6 
 
(6) The Focus Project Coordinator should establish and 
implement change management procedures in accordance 
with information systems’ professional best practices, 
ensuring that all changes are subject to user acceptance tests. 

 
43. The UNHCR Administration accepted recommendation 6 and stated that 
the newly drafted project charter for phase 2 referred to above, will update and 
further document these processes and govern the issue of coherent change 
management for the coming phase.  Based on the response, the recommendation 
has been closed. 
 
Inadequate security  
 
44. To ensure the confidentiality, integrity and availability of data processed 
and stored in a system, security requirements should be defined.   
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45. Security requirements had not been clearly defined and documented for 
the Focus system.  Rather, UNHCR had implemented a temporary solution using 
‘security tokens’ to control logical access to the system.  However, OIOS noted 
that difficulties existed in the allocation and coordination of security tokens 
among users located in different offices (large country or regional operations 
such as the Democratic Republic of the Congo, Iraq, or West Africa).   
 
46. The absence of defined security architecture adequate for the different 
sizes and location of offices exposes UNHCR to risks of data being accessed by 
unauthorized users.  
 
47. Additional risks were identified with the hosting of the Focus system on 
a public domain that could be reached by any internet user. With generic user IDs 
and preset passwords, an outsider could read country operations data. This 
condition exposed the system to the risk of potential data loss or breach of 
sensitive information.  
 

Recommendations 7 and 8 
 
(7) The Focus Project Coordinator should review the 
current security architecture of the system and implement 
changes in line with the business needs of all UNHCR offices. 
 
(8) The Focus Project Coordinator should review the 
hosting arrangements of the Focus system and implement 
mitigating measures to protect the system from potential 
security breaches. 

 
48. UNHCR accepted recommendations 7 and 8 and stated that the proposed 
actions in phase 2 will address these issues. Recommendations 7 and 8 remain 
open pending receipt of comprehensive documentation regarding the initiation 
and implementation of phase 2. 
 
Need to improve controls over system development 
 
49. The developers of the Focus system were performing tasks that were 
inconsistent with their role, such as granting and managing user access to the 
system.  This condition did not conform with best practices that required a 
segregation of duties between staff assigned to the development and operation of 
a system. 
 
50. Also, system documentation was not updated, exposing UNHCR to the 
risk of being unable to ensure proper maintenance of the system.  There were 
also insufficient procedures for transferring knowledge from the developers to 
the UNHCR support team in the medium or long term (only one UNHCR staff 
member was familiar with the development details of the Focus system).  
 
51. Furthermore, OIOS noted that UNHCR’s contract with the external 
software developers was time based rather than deliverable based.  Though the 
same entity has been involved in the development of the Focus system from its 
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inception, there have been changes to the members of the external team.  Due to 
the learning curve associated with any new person joining the development team, 
further changes in the team could lead to an increase of development time and 
costs.  Any changes in the team of developers, whose contract ended at the end of 
June 2010, could further affect the timing and quality of project delivery.  
 

Recommendation 9 
 
(9) The Focus Project Coordinator should ensure that: 
the roles, functions and access privileges of the software 
developers are segregated from those responsible for 
operating the system; the software developers are supervised 
by the Division of Information Systems and 
Telecommunications; steps are taken to update the system 
documentation and to transfer knowledge from the software 
developers to UNHCR staff members; and future contracts 
for the development of the system are based on specific 
deliverables and milestones. 

 
52. UNHCR accepted recommendation 9 and stated that it has implemented 
a part of it. However, there was no documentation to confirm this.    
Recommendation 9 remains open pending receipt of comprehensive 
documentation regarding the initiation and implementation of phase 2. 
 
Inadequate end-user support 
 
53. End-user support should ensure that staff is on hand to answer queries of 
a technical and non-technical nature.  Resources to deal with non-technical 
queries were not always sufficiently available, which lengthened the time taken 
to answer such queries and increased the likelihood of inconsistent answers being 
given.  There was a dedicated staff member to provide user support services.  
However, considering the complexity of the system and the ongoing 
modifications or changes, a single staff member’s services were not sufficient. 

 
54. UNHCR explained that DIST and the then DPSM have had a full time 
staff position at the P3 level dedicated to user acceptance testing and user 
support since mid 2008.  At peak times this has been supplemented by members 
of the business team, and has always been in close coordination with the 
developer team.  User support requests, bugs and queries are logged in the email 
system and also in the Touchpaper system, which records the response time.   
Technical support has been provided by the technical team whereas the response 
to non-technical questions has been proactively provided by the business team. 
 
55. OIOS took note of the explanations provided by UNHCR. However, as 
already observed, in consideration of the complexity of the system, OIOS is of 
the opinion that a dedicated and consistent support structure should be in place 
for the whole duration of the project. 
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Recommendation 10 
 
(10) The Focus Project Coordinator should review 
arrangements for end-user support to establish the level and 
type of resources required for handling technical and non-
technical queries. 

 
56. UNHCR accepted recommendation 10.  Recommendation 10 remains 
open pending receipt of comprehensive documentation regarding the initiation 
and implementation of phase 2. 
 
Inadequate testing and quality control 
 
57. Testing is a critical phase of the software development process for 
confirming that the programs perform the functions for which they have been 
designed. 
 
58. Software testing was not adequately planned, performed or documented 
during the development of the Focus system.  It did not always cover all domains 
of the system (e.g., application, infrastructure and user procedures).  In addition, 
the test plans were not sufficiently documented nor were testing criteria defined.  
Some user acceptance tests were undertaken.  For instance, UNHCR explained 
that most country offices built a trial 2009 operations plan using the system from 
their own locations.  The lessons learned in this exercise were used in the 
subsequent roll-out.  However, additional functionality introduced subsequently 
was not subject to similar testing.  
 
59. Quality control mechanisms were not adequately implemented for 
ensuring the reliability of the source code (code review) before moving changes 
from the development to the production environment.  This condition exposed 
UNHCR to the risk of inadequate system performance.  

 
60. UNHCR explained that an extensive programme of field testing was 
undertaken in 2008, with almost all operations building a trial 2009 operations 
plan in the conditions of their actual office premises, having been introduced to 
the software through regional workshops and pilot country missions.  A great 
deal was learned from this major exercise, which was a key factor making 
possible the simultaneous roll-out to all operations that took place in 2009.  
However, additional functionality introduced later did not always benefit from 
field testing prior to its introduction. 
 

Recommendation 11 
 
(11) The Focus Project Coordinator should ensure that 
test plans are formally documented and completed with 
testing scenarios and criteria. Testing should be also 
conducted in the office locations where the system is expected 
to be used. 
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61. UNHCR accepted recommendation 11.  Recommendation 11 remains 
open pending receipt of comprehensive documentation regarding the initiation 
and implementation of phase 2. 

 
C.  System reliability 
 
Critical fields are not populated 
 
62. The data recorded in the Focus system should be complete and reliable to 
facilitate management decisions. 
 
63. OIOS noted that country offices could submit formal plans without 
populating critical data on operations, as follows:  
 

 Goal and objectives of the 2010 plan included data fields for: 
‘description’, ‘assessment’, ‘constraints’, ‘implementation’ and ‘unmet 
needs’.  However, these critical fields were not populated with the 
required data (example: Jordan).  According to Inter-office 
Memorandum 92/2008, dated 23 December 2008, all operations should 
have included information on ‘unmet needs’ to describe what was 
removed and/or changed from the comprehensive plan.  

 
 Inter-office Memorandum 53/2009, dated 12 November 2009, required 

the definition of performance indicators as the basis for managing and 
controlling programme implementation (for both instances of 
programmes implemented directly or through implementing partners). In 
addition, UNHCR managers were instructed to ensure that performance 
targets were updated and aligned with the detailed plan in Focus.  
However, OIOS noted instances where performance indicators and 
targets were not recorded in Focus, as follows:  

 
o The 2010 detailed plan of the UNHCR’s office in Jordan, 

relating to the Iraqi Refugees and Asylum Seekers, had a budget 
of $3.4 million for the objective ‘Health of the population 
improves or remains stable’, covering four output groups.  The 
impact target indicator was limited to the gender based violence 
cases thereby covering only a small percentage of the overall 
assistance.   

 
o A similar situation was noted in Kenya as well (budget of $4.8 

million under health for Somali refugees and asylum seekers).  
Consequently, there was no impact information on the 
substantial medical assistance rendered by UNHCR. 

 
64. The conditions described above limit the usefulness and relevance of the 
Focus system. 
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Recommendation 12 
 
(12) The Focus Project Coordinator should put in place a 
validation process to ensure that all critical fields in Focus 
are populated in accordance with UNHCR’s procedures. 

 
65. UNHCR accepted recommendation 12. Recommendation 12 remains 
open pending receipt of comprehensive documentation regarding the initiation 
and implementation of phase 2.  
 
Data mismatch with MSRP 
 
66. While the Focus reports categorized data by countries and regions, 
MSRP categorized the same information by cost centre.  The difference in 
categorization limits the ability of users to match budget data between the two 
systems.   
 
67. Focus is the starting point of the budgeting process.  However, 
significant data mismatch existed between Focus and MSRP, pertaining to staff 
costs and administrative costs (ABOD) of 2010.  For example, the total staff cost 
in MSRP for 2010 (Commitment Control) was $530 million, while Focus’ 2010 
detailed plan showed $471 million.  UNHCR explained that the difference was 
caused by changes made in MSRP to staff positions in 2010 that were not 
reflected in Focus, because the functionality (to update the staff cost changes) 
was not yet available. Similarly, OIOS noted a variance of $77 million in ABOD 
between Focus ($131 million) and MSRP ($208 million).  No justification was 
provided for this variance. 
 
68. Data discrepancies between Focus and MSRP can lead to errors and 
negatively impact user confidence in the system.  

 
69. UNHCR explained that budget data both in MSRP and Focus is 
categorized by standard sets of chartfields, including cost centres. It should be 
noted that Focus is used as a budget entry platform for operational projects and 
administrative budgets, as well as for the apportionment of staff and 
administrative costs to results, whereby MSRP retains only budgets that are 
validated at regular intervals by users. Potential differences would exist between 
the systems in instances where after budget validation in MSRP, users continued 
with revisions in Focus. The systems are aligned at the time of budget validation, 
performed for operational projects and administrative budgets. Further, the 
differences indicated relate mainly to apportioned staff costs and administrative 
budgets at the time of the audit. A re-alignment of positions and apportionment 
was carried out in June-July to minimize such differences in detailed 2010 plans. 
It should be noted that data in commitment control for staff costs is not generated 
based on Focus budget, but is maintained in different format, compatible with 
payroll and AP voucher processes. The noted differences on ABOD, which 
existed at the time of the audit, relate to apportioned and chapter based views of 
the budgets, which was largely addressed through the above-mentioned re-
alignment.  A significant data consistency has been already achieved for the 
2010 detailed operational and administrative budgets. The 2011 revised CNA 
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budget is fully consistent between the two systems. Work is underway to achieve 
the same for 2010 revised CNA budget.  Phase 2 of the project will define how to 
better ensure that plans and budgets in Focus and MRSP remain aligned at all 
times with minimum manual intervention. 
 
 

Recommendation 13 
 
(13) The Focus Project Coordinator should ensure that 
adequate interface controls are implemented to ensure the 
reliability and consistency of data between MSRP and Focus. 

 
70. UNHCR accepted recommendation 13.  Recommendation 13 remains 
open pending receipt of comprehensive documentation regarding the initiation 
and implementation of phase 2. 
 
Inconsistencies in the apportionment of staff and administrative costs 
 
71. Clear policies and procedures should guide users in recording data in 
Focus for all possible operational scenarios. 
 
72. OIOS noted discrepancies between Focus and MSRP in the 
apportionment of salary (over $530 million) and administrative costs (over $208 
million).  In particular, the following were noted:  
 

 Focus did not include validation controls to ensure that all salary and 
administrative costs (ABOD) were apportioned to different 
objectives/outputs; 

 
 Inconsistencies existed between the Staffing Table recorded in the 

Human Resources Module of MSRP and Focus.  For example, the 
Representative posts in Amman and Kinshasa were recorded in the 
staffing table of MSRP under programme (PG).  However, according to 
Focus (Positions 2010 Report) they were classified as programme 
support (PS) posts. 

 
 While staff costs could be apportioned across more than one Pillar in 

Focus, the same was not possible in the MSRP Human Resources 
Module, where the costs could be charged only to a single Pillar.  For 
example, the salary payable to the Representative in Kinshasa was 
apportioned in an equal amount to all four Pillars in Focus (since DRC 
has programmes under all four Pillars), while in MSRP Staffing Table 
this cost was reported only under Pillar 1. 

 
 In Focus, the apportionment of ABOD to objectives/outputs for each cost 

centre was based on staffing elements (i.e., salary costs apportionment).  
However, ABOD allocation in Focus could not be performed for 45 cost 
centres because while they had ABOD costs, they did not have staffing 
elements (examples: UN Internal Audit, Resident Audit and Training).  
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73. Inconsistencies in the apportionment of costs between Focus and MSRP 
could lead to errors and inadequate reporting on the operations of the 
Organization.  

 
74. UNHCR explained that a series of improvements are in development and 
a number of validation tools are being introduced in Focus client to monitor 
apportionment mismatches. Such functionality is expected to come into effect in 
October 2010. Validation reports, pointing at apportionment discrepancies are 
already available in Global Focus and have been extensively used to monitor 
2011 budget submissions. PG/PS coding of positions originates in MSRP and is 
read as such by Focus. At the time of the audit the systems were not refreshed to 
reflect the coding in MSRP, which was done in April 2010 to enable correct staff 
planning for 2011; data in 2010 detailed plans was also corrected. UNHCR 
intentionally did not attempt to record individual position costing information in 
MSRP based on Focus apportionment. Instead, positions were recorded using a 
simplified format to enable payroll and other processes. UNHCR chose to apply 
cost allocation methodology to reflect the cost spread of individual positions to 
multiple pillars and results as the means of aligning with the results-based staff 
apportioning methodology applied in Focus. Such cost allocation is currently 
being processed for the January-June period. Indeed, apportionment of 
administrative budgets of cost centres without positions necessitated finding a 
transitional solution, which was implemented for 2010 detailed plans and 2011 
revised CNA. A different ABOD apportionment is envisaged for the detailed 
implementation in 2011, which would delink ABOD apportionment from staffing 
at certain levels and would allow more controlled budget management. In 
general, the level of data alignment and methods of consistency at different levels 
between Focus and various modules of MSRP (EPM, Financials/ Supply Chain 
and HR) have been largely defined.  Work on alignment of relevant data 
components is ongoing. 
 

Recommendation 14 
 
(14) The Focus Steering Committee should ensure that 
clear policies and procedures are established and 
implemented for recording data in Focus, ensuring 
compliance with UNHCR’s financial regulations and rules, 
and  consistency with MSRP data.  

 
75. UNHCR accepted recommendation 14. Recommendation 14 remains 
open pending receipt of comprehensive documentation regarding the initiation 
and implementation of phase 2. 
 
Reporting deficiencies 
 
76. Controls should ensure that the data provided by systems supporting 
decision making is reliable, timely and available. 
 
77. OIOS noted that some of the main reports generated by Focus were not 
reliable, thereby negatively affecting user confidence in the system. The report 
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on the 2010 Global CNA ($4.1 billion) exceeded the Executive Committee 
approved amount ($3 billion) by over 30 per cent (or $1 billion).   
 
78. In addition, limitations were noted in the printing facility of the system 
because it was not possible to print some of the reports (or download data in 
other formats to be used in other applications, such as Excel).  
 
79. UNHCR explained that Global Focus included some reports that were 
not functioning correctly and therefore producing different results.  Users were 
guided towards the reports that were known to be reliable.  Work was underway 
to validate reports and rectify any discrepancies identified. 
 

Recommendation 15 
 
(15) The Focus Project Coordinator should ensure that 
adequate controls are put in place to validate and confirm 
the reliability of data generated with Focus reports. 

 
80. UNHCR accepted recommendation 15.  Recommendation 15 remains 
open pending receipt of comprehensive documentation regarding the initiation 
and implementation of phase 2. 
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ANNEX 1 
 

STATUS OF AUDIT RECOMMENDATIONS 
 
 
Recom. 

no. 
Recommendation Risk category 

Risk 
rating 

C/ 
O1 

Actions needed to close recommendation 
Implementation 

date 
1 The Focus Project Management should 

undertake a stabilization review of the 
system: to confirm users requirements with 
all relevant stakeholders; to identify gaps 
and deficiencies of the current version of 
the Focus application in meeting users 
requirements (from planning, budgeting 
through monitoring and reporting); and to 
develop a plan to be submitted to the Focus 
Steering Committee for approval of all 
changes and remedial actions to be made to 
the system, indicating their priority and 
cost. 

Information 
Resources 

High O Receipt of comprehensive documentation 
regarding the initiation and implementation 
of phase 2. 

31 December 
2010 

2 The Focus Steering Committee should 
review the plan of changes prepared by the 
Project Coordinator and confirm their 
prioritization.  The changes made should 
be subject to testing before their release 
into production. 

Information 
Resources 

Medium O Receipt of comprehensive documentation 
regarding the initiation and implementation 
of phase 2. 

Throughout 
phase 2 

3 The Focus Project Coordinator should 
submit a comprehensive development plan 
for review and approval by the Focus 
Steering Committee, including the 
milestones and end date of the project. 

Information 
Resources 

High O Receipt of comprehensive documentation 
regarding the initiation and implementation 
of phase 2. 

Throughout 
phase 2 

4 The Focus Steering Committee should 
establish clear terms of references for all 
members involved in the development of 
the project, including the Project 
Coordinator, Project Manager and software 
developers. 

Information 
Resources 

Medium O Receipt of comprehensive documentation 
regarding the initiation and implementation 
of phase 2. 

31 October 2010 

5 The Focus Steering Committee should 
request the design and implementation of 

Operational Medium O Receipt of details of accounting and 
reporting mechanisms to capture the 

 

 



 

 
 
 

ii

Recom. 
no. 

Recommendation Risk category 
Risk 

rating 
C/ 
O1 

Actions needed to close recommendation 
Implementation 

date 
simple and transparent accounting and 
reporting mechanisms to capture the 
budgeted and actual costs associated with 
the development and implementation of the 
Focus project. 
 

budgeted and actual costs associated with 
implementation of phase 2. 

6 The Focus Project Coordinator should 
establish and implement change 
management procedures in accordance 
with information systems’ professional best 
practices, ensuring that all changes are 
subject to user acceptance tests. 

Operational High C N/A   

7 The Focus Project Coordinator should 
review the current security architecture of 
the system and implement changes in line 
with the business needs of all UNHCR 
offices. 

Information 
Resources 

High O Receipt of comprehensive documentation 
regarding the initiation and implementation 
of phase 2. 

Throughout 
phase 2 

8 The Focus Project Coordinator should 
review the hosting arrangements of the 
Focus system and implement mitigating 
measures to protect the system from 
potential security breaches. 

Information 
Resources 

Medium O Receipt of comprehensive documentation 
regarding the initiation and implementation 
of phase 2. 

Not provided 

9 The Focus Project Coordinator should 
ensure that : the roles, functions and access 
privileges of the software developers are 
segregated from those responsible for 
operating the system.; the software 
developers are supervised by the Division 
of Information Systems and 
Telecommunications; steps are taken to 
update the system documentation and to 
transfer knowledge from the software 
developers to UNHCR staff members; and 
future contracts for the development of the 
system are based on specific deliverables 
and milestones. 

Information 
Resources 

High O Receipt of comprehensive documentation 
regarding the initiation and implementation 
of phase 2. 

Throughout 
phase 2 

10 The Focus Project Coordinator should Information Medium O Receipt of comprehensive documentation Throughout 



 

 
 
 

iii

Recom. 
no. 

Recommendation Risk category 
Risk 

rating 
C/ 
O1 

Actions needed to close recommendation 
Implementation 

date 
review arrangements for end-user support 
to establish the level and type of resources 
required for handling technical and non-
technical queries. 

Resources regarding the initiation and implementation 
of phase 2. 

phase 2 

11 The Focus Project Coordinator should 
ensure that test plans are formally 
documented and completed with testing 
scenarios and criteria. Testing should be 
also conducted in the office locations 
where the system is expected to be used. 

Information 
Resources 

Medium O Receipt of comprehensive documentation 
regarding the initiation and implementation 
of phase 2. 

Throughout 
phase 2 

12 The Focus Project Coordinator should put 
in place a validation process to ensure that 
all critical fields in Focus are populated in 
accordance with UNHCR’s procedures. 

Information 
Resources 

Medium O Receipt of comprehensive documentation 
regarding the initiation and implementation 
of phase 2. 

Throughout 
phase 2 

13 The Focus Project Coordinator should 
ensure that adequate interface controls are 
implemented to ensure the reliability and 
consistency of data between MSRP and 
Focus. 

Information 
Resources 

High O Receipt of comprehensive documentation 
regarding the initiation and implementation 
of phase 2. 

Throughout 
phase 2 

14 The Focus Steering Committee should 
ensure that clear policies and procedures 
are established and implemented for 
recording data in Focus, ensuring: 
compliance with the UNHCR’s financial 
regulations and rules; and  consistency with 
MSRP data.  

Operational Medium O Receipt of comprehensive documentation 
regarding the initiation and implementation 
of phase 2. 

Throughout 
phase 2 

15 The Focus Project Coordinator should 
ensure that adequate controls are put in 
place to validate and confirm the reliability 
of data generated with Focus reports. 

Information 
Resources 

Medium O Receipt of comprehensive documentation 
regarding the initiation and implementation 
of phase 2. 

Throughout 
phase 2 

 
 
 
1. C = closed, O = open
2. Date provided by UNHCR in response to recommendations. [Insert “Not provided” where date is not provided; “Implemented” where recommendation is 
closed; (date) given by the client.] 




