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ID/O10S INVESTIGATION REPORT 1D Case No. [ EGB

INTRODUCTION
Fronom the Investigations Division of the Office of Internal Oversight
Services (ID/OIOS). received a report of alleged misconduct by
assigned as

2. In particular, the report alleged that

forged the signature of

i and

in order to obtain

, under the pretext of arranging
at a non-existent
convinced that this

Allegedly, opportunity would

purportedly result in

-~

3.  While investigating this report, ID/OIOS uncovered additional information

suggesting that misused the knowledge il cained [‘mm- official function
to obtain moneyv from and accredited to 1hc- under the
pretext of to non-existen

4. Further, ID/OIOS also obtained information that_ misused the UN’s
information, communication and technology resources, to view and distribute

5. The ensuing investigation set out to establish ththc-':
a. misused UN documents and the name o_. including
forging this_ signature for private gain:
b. misused the knowledgclill gained from i official function to fraudulently
elicit money from an accredited m- and
c. misused UN information, communication and technology resources to
view and distibuc NN I
6. The investigation found sufficient evidence to conclude th;ﬂ- engaged
in conduct unbecoming of an international civil servant and failed to demonstrate the
highest standard of integrity expected of international civil servants, as detailed below.

APPLICABLE LEGAL NORMS

-
i
i

Staff Regulations of the United Nations

Regulation 1.2(h)

“Staff members shall uphold the highest standards of efficiency, competence and
integrity. The concept of integrity includes, but is not limited to, probity.
impartiality, fairness, honesty and truthfulness in all matters affecting their work
and status.”
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ID/OI0S INVESTIGATION REPORT 1D Cast No.: [ |

“Staff members shall not use their office or knowledge gained from their official

functions for private gain, financial or otherwise, or for the private gain of any
third party, including family, friends and those they favour. Nor shall staff
members use their office for personal reasons to prejudice the positions of those
they do not favour.”

Regulation 1.2(q)

“Staff members shall use the property and assets of the Organization only for
official purposes and shall exercise reasonable care when utilizing such property
and assets.”
8.  ST/SGB/2004/15 - Use of information and communication technology resources
and data

(e) Personal use: use of ICT resources by an authorized user for other than
official purposes and within the scope of his or her authorization

4.1 Authorized users shall be permitted limited personal use of ICT resources,
provided such use:

Is consistent with the highest standard of conduct for international civil servants
(among the uses which would clearly not meet this standard are use of ICT
resources for purposes of obtaining or distributing . engaging in

- or dmrnfoadin\s_ to which a staff member is not

legally entitled to have access)

111 IMPLICATED STAFF MEMBER

. a national of joined the United Nations on
holds a fixed-tern at the

Before this appointment.

v, METHODOLOGY

10. ID/OIOS investigation included the collection and analysis of documents, as well
as numerous interviews with accredited to '

Investigators also interviewe who volunteered to co-operate
with the investigators.

rovisions of ST/SGB/2004/15, the ID/OIOS examined

11. Further. pursuant to the
and rc]cvan-:

the UN issued

O
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12. On -.I)f’()!OS also intcrviewed_-' and afforded - the

opportunity to comment on the evidence contained in this report. Subscquently, on
was given the opportunity to read, review and make additions
1 record of conversation. -hcn initialed the record for accuracy.

BACKGROUND
Property Management and Inventory Control Unit

13.  The

is headed b;
which mncludes
and functional to the

_ and coordinate the management of the
The is also responsible 1‘0['_ through

programme.

main responsibilities in the as tasked b_\'-.
is to crealc_ for the who complete the

of

SUpervisor,

INVESTIGATIVE DETAILS

16. This report is divided into three sections; each corresponding allegation is dealt
with separately as follows:

A. Misuse of the UN documents and forgery of a - signature for
private gain;

B. Fraudulent obtaining of moneys from _ and from

accredited 10.- and

C. Misuse of the UN information. communication and technology resources,

including distribution u_

A. Misuse of UN documents and forgery of UN staff’s signature
1. Misuse of United Nations documents

a) Fraudulent business proposal

17. ID/OIOS interviewe

whose name appeared on the

fraudulent

18.

informed ID/OIOS that on called
: was ° . In charge of the i
explained that but not from the
then informe had received a letter from

. which was

Strictly confidential United Nations internal document.
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ID/OI1OS INVESTIGATION REPORT 1D CASE NO.;

signed by - The letter contained the ||| GG ¢ vos offering
S

19. To clarify this information, ID/OIOS subsequently contacted , who
although not ¢ , agreed to cooperate with the ID/OI0S investigators.

In interview. told ID/OIOS that knew from :
i expressed interest in and

1
started to date sometime it

20. [ cxplained that on

venture, involving a

proposed a business

 specifically told
, would be choosing one individua

' assured 1}1:11- name would be placed at
by the to coordinate one of thest would

that in order to guarantee -
and an application fee o was to be
ilso sought and obtained a copy of

confirmed tha had puia-' the
further told ID/OIOS that on

22.

- in the presence of , with ¢

Thc-was placed in . imprinted with the

provided a copy of the and to the ID/OIOS investigators.

“has been accepted as a serious candidate for the
s allegedly

Strictly confidential United Nations internal document.
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also stated lhai_ would follow-up. by scnding- various
updating on the progress of the In one of these

wrote, called me today and vou have a big chance. Pray.”

on thc- of each

0 a
. against the
to inquire about
from the discussion \\'iI}-.
informed
and aske to

-‘ch uncomfortable.

messages,
also stated the United Nations would be sponsoring a
month to provide more information for chosen participants|

became suspicious after showing the
On

indicated that.
to verify the information.

23.

friend who advised
instructions of

| that it appeared i
) knew nothing about the
had not collected moneys for «

10 - But, according tc

-, becaus
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, after speaking witl

and left a qho requesting

. confirm:

4

o5 I vt i A
What is the p*‘ancm-I am -and so busy. Tell me

what’s the thing that making you so nervous. I will call you when
I’m done 1 will not escape but can I know what is all of this about,
what’s making you angry. Calm down calm down, don’t talk
to me as if I am a child ok respect me to respect you [sic].

29, After several exchanges. to d— t‘nm- ould
call the police if id not return

30. The following dax and mul_n

recover the During that mcclmL. made further attempts to
convince that the was genuine, and indicated that it was
scheduled for was not convinced u‘ilh.
explanations.

However.

requested that return all original documentation regarding
 also wrote a personal cheque in the amount of
EEREERERET T

and inslruc1‘e<" not to deposit it unti

the
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ID/O10S INVESTIGATION REPORT 1D CASE No. :-

tried to cash this

advised ID/OIOS that on \\'hcn-

was informed by the bank teller that there were insufficient funds in-.
about the chequc.. replied, 1

bank account. \\’her. queried
told you to deposit the cheque. not cash it!™""

33, eventually returned all the money to it
Th . (m_ and the - on or abot '"

b Fraudulen (NN
34. Having received a copy of lhc“i‘mm-. the investigators made

inquiries to verify its authenticity and the circumstances related to its creation. In this
confirmed during
for all
for participants upon

context,
interview that tasked to arrange the
. which includes creating

their completion of th
further indicated the -used to create these
and advised that is the only
provided ID/OIOS with the

and with a complclcd- the latter is

35, is
stored on the _
who . tasked to create and
template used to create these

shown in
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2. Misuse of

and forgery uf.signatu re

36. When the ID/OIOS investigators presented with a photocopy of the

forged - -slatcd -had never seen it before and categorically denied that
-signalun:. was on the documcnl'

37. The ID/OIOS investigators compared the signature of with that shown
on the _and noted they are not simila

38. , during . interview with 1D/OIOS. gave conflicting

statements as to how and why the money was cxchangcd.- admitted in
correspondence to ID/OIOS the following regarding the fraudulent .

At this point, ] had begged to help me with this situation that 1 got
myself into. I explained to that I did need some time to pa_\'h

back the money, but in the meantime | need to shm-'-smnclhing

Strictly confidential United Nations internal document,
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concerning this

went to
and

decided to call about this
knowing that there was no such thing. and I had use
personal situation that I needed to clear up.[sic]

3. Interview wit_'

39. The ID/OIOS investigators interviewed and invitcd- to comment
on the evidence obtained regarding the fraudulent the misuse 01‘_

name and- forged signaturc,l

' money for a

a) Business proposal and issue related to the fraudulent

and was dating
had
bank account. But
found that the
the

To suppor cover-u
- further admitted thali

story. to assist

and concocted the story about af . and said. did so
because they kmw_was interested In and would be keen to
p;-lrlicipalc,l

clarified that

core job responsibility is to arrange the S
explained that the creates

for participants who have completed the are prepared on a template,
which is stored on the only changes the

and and then, r with 4
that e keeps 11

further admitted that in
template for

on a special type ot

misused the
ersonal use when created the
subsequently gave the

fraudulent
lo

43. ID/OIOS prcscnlc- with a photocoi v of the f raudt.tlen_ and

. confirmed that it was a copy of the fraudulent had previously created
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. insisted that the .was family related...” and that
had printed it for future

explained that
lhe}' purchased special

where
template on
that they
appear duthcmu,l'

accompanied
then loaded th

and printed th

purchased zn- to make the

also admitted to ID/OIOS that
in the amount of
would recover th explained tha
vith enough time to repay

used the

had written a personal cheque to
as a guarantee tha
f1d it 10 caln. down and to provide
ID/OIOS presented
with a photocopy of the cheque confirmed that it was a copy of the
same chcquci provided to Vi signature. In this context

further stated that if deposited the cheque instead of dlk,mplnw to cash it
- would have automatically covered the amount fron

b) Misuse 0—: name and forgery of

signature

name on the fraudulent

signature to make the -

has previously spoken highly of

ause . helped

and tha

also admitted thai-misuscd

bec
worked for the

B. Fraudulent obtaining of moneys

1. Interviews with witnesses

47. The ID/O10S investigators recovered severa

account in which -kad
accredited to the for charitable donations.

interview
told ID/OIOS that asked

to SC\'erul_(includmr

xchanges from
and

to help organize a then
) inviting them to attend the
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49. Following this. on sent to the persons
shown on distribution list and requests them to donate money for

lividuals to whom

Subsequently, the investigators interviewed the majority of inc
sent this & .a

in the

| in separate interviews told ID/OIOS that they contributed approximately

with the belief that their money would be do nated to a reputable charity to help
below shows- response t s request for
donations:

t to the
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5k 11_ exchange with

one of the charity organizations is, D/OIOS established that no such

B il did not
encountered with
depicted in
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indicated that [Jjhad

involvement with charitable
1 . and

but said Jlldid not provide them with receipts or have any records related to
those donations. 11so could not recall the names of the organizations to which
said .pm\‘idcd the money Ihal.cnllccted from But
pmmised. would provide those names the following day

56. However, before . interview concluded, - changcd- story with
regard 1o the donations several times. Thus‘-ﬁrsl stated the charity was located in
something,” then.- said the money was not given to charity.
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57. The ID/OIOS investigators gave ample opportunities to provide
information about the organization to which donated the money and about the

— to whicl. referred to 1r l

58. Even though _ explained to ID/OIOS that . did not receive any
and the donations were given to L, On later

provided ID/OIOS with photocopies of documents. whichiill claimed were the original

receipts for the donations given to the

}

Subsequently, o

depicted in

59. Upon comparison of th
the photocopy depicted in
The most notable difference between these documents is clearly visible from Ihc

placement of the * . as indicated by the arrows above. Comparison of the
mhcr- dated . showed similar discrepancies.

a{c_ it chdmu apparent lhaL
not the same as the original shown i

PAGE 14

Strictly confidential United Nations internal document.



1D/OQ10S INVESTIGATION REPORT ID CASE Nu.:_

60. ID/OIOS contacted the with an
attempt to verify the authenticity of However, although initially the ID/OIOS
investigators were promised they would receive an official response from
despite several reminders by ID/OIOS—as of date- has not responded |

61. Furthermore, ID/OIOS investigators pointed out tc_' that n

referred to the name of the charity organization as
replied that .belie\sed it was callcd-meaning, “it’s a pity,

further explaining it was like, , the children are d}-‘ing.'. However,
not to provide further details to identify this charity organization. O

- hand delivered the ID/OIOS a letter in which
misunderstanding regarding the organization called
62. ID/OIOS also presented with 10 datedjj |
in which stated tha collected from “friends who
never collected any money in connection

as a means to “encourage -t()

] to

too bad”
could

wrote that it was a

to this vrote this to

donate™.

63. When ID/OIOS asked for more information about the
with ;1- that suffers with (referred to in- tc

stated . could not recall their names, and provided ID/OIOS with conflicting
information about their \&-‘hcrcaboulll failed to provide ID/OIOS with any
information regarding this

C. Misuse of United Nations information, communication and technology
resources

1. Review o S
s I— - T

from

65. In this process, ID/OIOS found that the [ O
contained with attachments of . of which some

are in naturc' Further forensic examination revealed lhat_

forwarded some of these to othe

Strictly confidential United Nations internal document.
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2. Interview with _

admitted to ID/OIOS investigators that il had scnt the
to other explained thatj felt these
i

were not “that bad,” and indicated that when an individual tries to access

forbidden from their _ th
automatically blocks them from accessing .

However, when opened these that were attached to
these they were not blocked from Hencc.- lhoughl- was
permitted to view and send lhcm.'

66.

with

VI FINDINGS

67. Based on the review of all available documentation and interviews with numerous

witnesses, the ID/OIOS finds llm-
misused a

deliberately misused this

(used for| attendance

entrusted Lo. by the ]
admitted to 1D/OIOS 1that

d.

to create a fraudulent
b. misused the name of a and for 'cd-signalurc shown

on the fraudulent to make appear credible. -
admitted to 1D/OIOS that .misuscd the name ol- and
also Iha‘d. forged

¢. presented the fraudulcnt- 10 with the intention to
conving tha would be placed on a for a—

at ¢

d. to believe that to be
considered for a at
admitted to ID/OIOS that had trickec
misuscd_ name in this context;
e. presented -with a personal bank cheque in the amount of

as a guarantee that -would rccm'er-mom,\; allhoughl
had insufficient funds in-accoum;_
f. actively sought donations from _ and .
accredited to 1hc. for non-existent charities. Consequentlv. [lldeceived
at leas individuals who each donated admitted
that il had collected the money and donated it anonymously; however
failed to produce any documentation to prove that il donated the money
to the parties listed in

g. misused the knowledge gained from performing. duties in the
to create a fraudulent document that .uscd to deceive a

Strictly confidential United Nations internal document.
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h. misused personal information, including of lhc-
and- accredited to the to seek donations for non-
existent charities; and

1. utilized and to store and disseminate
. some of those ol .

VII. CONCLUSIONS

68. The private life of an international civil servant is their own concern and the
Organization should not intrude upon it. However, there can be situations in which the
behaviour of staff members can reflect negatively on the Organization.

69. As demonstrated by the evidence in this case, conduct. regardless of

. defence 1hat.had created and used the fraudulen
violation 01“. obligations as an international civil servant.

70. Consequently, ID/OIOS concludes tha has violated Staff Regulation
1.2(b) by failing to uphold the highest standards of efficiency, competence and integrity
a. created a fraudulent

whcn. intentionally:
by using a- that
was entrusted tc- by the '
b. presented a fraudulent document to a_' with the intent

to deceive

with the

and forgcd-' signature on the
credible;

¢. misused the name of a

fraudulent -‘m make this

d. misled a to believe that ¢
in order to place name on a list ['m- in a
e. actively sought donations from _ and -

accredited to the

71. _has also violated Staff Regulation 1.2 (g) by:
official function (creation of the
in the

of the
accredited to the to seek donations
72. _has further violated Staff Regulation 1.2 (q) by:

L 1.e. a
) that was entrusted to by th

to create a fraudulent document with
: and

-{'Ur non-existent charities.

using knowledge gained from

d.

b.

the intent to trick a
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b. improperly utilizin - b to store and
disseminate , some of them of
in contravention of section 4.1(a) of ST/SGB/2004/15,
VIII. RECOMMENDATIONS
73. In view of the preceding findings, ID/OIOS makes the following
recommendation:

Recommendation 1. [ 1 is recommended that the
take appropriate action agains{_ i
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