|- coo=

United Nations @ Nations Unies

INTEROFFICE MEMORANDUM MEMORANDUM INTERIEUR

Date: 27 September 2011

To: Mr. Gurpur Kumar
Deputy Director
Internal Audit Division, OIOS

From: Jay Pozenel, Principal Legal Officer
in charge of the General Legal Division
Office of Legal Affairs
Subject: Audit of Internet publishing and use of social media at the United

Nations Secretariat

. I refer to OLA’s memorandum of 26 September 2011, by which we provided our
comments to OIOS’s draft report and audit results regarding Internet publishing and the
use of social media at the United Nations. It has been recently brought to our attention
that OLA’s comments with respect to paragraph 22 were not based on the most recent
version of the draft report.

2. In particular, we were informed that according to the most recent version of the
OIOS report, paragraph 22 reads as follows:

OIOS recommendation (para. 22):. The Department of Public Information, in
coordination with the Department of Management and the Office of Information and
Communications Technology, could consider the opportunity to consolidate policies and
procedures related to Internet publishing and use of social media.

3. In view of the above, OLA’s comments to this paragraph have been revised as
follows:

OLA comments: As noted in paragraph 20(c) of the draft Report, the current policy on
copyright, set out in Administrative Instruction ST/AI/189/Add.9/Rev.2, on “Copyright
in United Nations publications: General principles, practice and procedure”, is paper-
based, preceding the introduction of the Internet. In developing consolidated policies and
procedures related to Internet publishing and use of social media, the Department of
Public Information, in coordination with the Department of Management and the Office
of Information and Communications Technology, as deemed appropriate and feasible,
may wish to consult with the offices that establish policies and procedures related to
Internet publishing and social media for the UN Funds and Programmes in order to
harmonize such policies/procedures throughout the UN. (Italics indicate the revision to
OLA’s comments of 26 September 2011).




CC.

Ms. Patricia O’Brien
Ms. Angela Kane

Mr. Kiyotaka Akasaka
Mr. Choi Soon-hong
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OIOS Report on Internet Publishing
Comments from the Department of Public Information

The Department of Public Information would like to thank the Office of Internal
Oversight Services for the report on Internet publishing and social-media use in the
United Nations Secretariat, which offers insightful views on complex issues.

DPI fully concurs with the need to review the mandate of the Publications Board and,
in fact, this issue is being fast-tracked in the context of the change management
process. The initial phase of this review is expected to conclude before 31 December
2011 with Board approval of a text outlining its new mandate. The text would then be
transmitted to other Secretariat entities for further clearance.

While the mandate discussion are ongoing and a final text is not yet available, we
would like to underscore that, in DPI’s view, the Publications Board should be
involved in web matters only in so far as they relate specifically to publications, i.e.,
distinct products of research and analysis that can be disseminated in a variety of
formats, including in print and online. Following this principle, neither general web
content nor social media would fall under the mandate of the Publications Board.

In June 2011, DPI completed the process of drafting departmental guidelines for the
professional use of social media with the idea that the document would be a
resource/model for other departments and offices to use in creating their own
strategies or internal guidance documents. Since social media uses are constantly
evolving, the document will be regularly reviewed and updated as necessary.

DPI would like to flag that, in general, any consideration given to Internet and
web-related matters should also take into account the needs of the global network of
United Nations Information Centres.

DPI’s specific comments on the recommendations and opportunities for improvement
are attached.
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TO

United Nations @ Nations Unies

INTEROFFICE MEMORANDUM MEMORANDUM INTERIEUR

. Ms. Fatoumata Ndiaye, Director pate: 26 September 2011
. Internal Audit Division, OIOS
REFERENCE: CITO/l 1'00248

THROUGH:

S/C DE:

FROM

DE

SUBJECT

OBJET

CC:

: Choi Soon-hong, Assistant Secretary-Gene
. Chief Information Technology Officer

. Audit of Internet publishing and use of social media at the United Nations
. Secretariat - Assignment no. AT2010/521/01

1. Reference is made to the OIOS memorandum of 30 August 2011.

2. OICT is pleased to provide its comments on the draft report (attached). We have
taken note of your assessment regarding the adequacy and the effectiveness of Internet
publishing and the use of social media, as well as the opportunities of improvements
identified.

Thank you.

Mr. V. Nambiar
Mr. K. Akasaka
Ms. J. Dubinsky
Ms. A. Kane
Mr. H. Ladsous
Ms. S. Malcorra
Ms. P. O’Brien
Mr. S. Shaaban
Mr. H. Hendler
Mr. E. Tongunga
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United Nations ¥ Nations Unies

INTEROFFICE MEMORANDUM MEMORANDUM INTERIEUR
Date: 27 September 2011

To: Mr. Gurpur Kumar
Deputy Director
Internal Audit Division, OIOS

From: Jay Pozenel, Principal Legal Officer
in charge of the General Legal Division
Office of Legal Affairs

Subject: Audit of Internet publishing and use of social media at the United
Nations Secretariat

1. I refer to OLA’s memorandum of 26 September 2011, by which we provided our
comments to OIOS’s draft report and audit results regarding Internet publishing and the
use of social media at the United Nations. It has been recently brought to our attention
that OLA’s comments with respect to paragraph 22 were not based on the most recent
version of the draft report.

2. In particular, we were informed that according to the most recent version of the
OIOS report, paragraph 22 reads as follows:

OIOS recommendation (para. 22): The Department of Public Information, in
coordination with the Department of Management and the Office of Information and
Communications Technology, could consider the opportunity to consolidate policies and
procedures related to Internet publishing and use of social media.

3. In view of the above, OLA’s comments to this paragraph have been revised as
follows:

OLA comments: As noted in paragraph 20(c) of the draft Report, the current policy on
copyright, set out in Administrative Instruction ST/AI/189/Add.9/Rev.2, on “Copyright
in United Nations publications: General principles, practice and procedure”, is paper-
based, preceding the introduction of the Internet. In developing consolidated policies and
procedures related to Internet publishing and use of social media, the Department of
Public Information, in coordination with the Department of Management and the Olffice
of Information and Communications Technology, as deemed appropriate and feasible,
may wish to consult with the offices that establish policies and procedures related to
Internet publishing and social media for the UN Funds and Programmes in order to
harmonize such policies/procedures throughout the UN. (Italics indicate the revision to
OLA’s comments of 26 September 2011).




CccC:

Ms. Patricia O’Brien
Ms. Angela Kane

Mr. Kiyotaka Akasaka
Mr. Choi Soon-hong
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United Nations @ Nations Unies

INTEROFFICE MEMORANDUM MEMORANDUM INTERIEUR

Date: 26 September 2011

To: Mr. Gurpur Kumar
Deputy Director
Internal Audit Division, OIOS

From: Jay Pozenel, Principal Legal Officer q?n&(
in charge of the General Legal Division[ |
Office of Legal Affairs

Subject: Audit of Internet publishing and use of social media at the United
Nations Secretariat

1. I refer to your memorandum of 30 August 2011, by which you attached a draft
report and audit results on the above-mentioned audit. You requested OLA’s comments
on the draft report by 26 September 2011.

2. Having reviewed the draft report, we have the following comments/suggestions
with respect to the recommendations included in Annexes I and II to the draft report.

Annex I: Summary of Recommendations

OIOS recommendation (para. 10): The Under-Secretary-General of the Department of
Public Information, in collaboration with the Chief Information Technology Olfficer,
should develop procedures for requiring user departments and offices to consult with the
Office of Legal Affairs, before entering into contractual agreements with external
providers of Internet and social media.

OLA comments: OLA is always ready to assist with the review of any proposed
contractual agreements with external providers of social media services. OLA notes,
however, that it has not been consulted with respect to the many contractual arrangements
with external providers of social media services that the draft report identified the
Organization as having concluded. Consequently, inasmuch as such existing agreements
with external providers of social media services might contain terms/conditions
unfavourable to the Organization or even inconsistent with the status and privileges and
immunities of the UN, this could potentially undermine the UN’s negotiating position
with respect to future agreements.

0IOS recommendation (para. 14): The Under-Secretary-General of the Department of
Public Information, in collaboration with the Chief Information Technology Officer,
initiate a review of ST/AI/2001/15 on Internet publishing and ST/SGB/2005/15 on the




mandate of the Publications Board to strengthen the accountability framework for
Internet publishing and use of social media.

OLA comments: OLA notes that it is a member of the Publications Board, and that a
working Group to review ST/SGB/2005/15 on the Publications Board has recently been
established. In respect of the last sentence of paragraph 14 (f), OLA would like to note
that, pursuant to section 3.6 of ST/AI/2001/5, OLA is to be consulted, as appropriate, on
the establishment of proposed links to external websites, and that OLA has been
consulted only on certain occasions in this regard, e.g., in the context of proposed
collaboration arrangements with the private sector and NGOs.

QIOS recommendation (para. 30): The Department of Public Information should, in
consultation with the Office of Legal Affairs, develop guidelines for determining when a
United Nations publication and website content are subject to traditional copyright
protection, and when alternative forms of attribution and licenses are permissible.

OLA comments: OLA notes that whether and to what extent UN publications and
website content should be subject to traditional copyright protection or be in the public
domain constitutes a policy issue to be addressed by the Department of Public
Information. Also, it is unclear what is meant by “alternative forms of attribution and
licenses.” Subject to the foregoing, OLA remains ready to provide advice/assistance
regarding the implementation of this recommendation.

0IO0S recommendation (para. 35): The Office of Information and Technology should:
(a) define minimum security requirements to be included in the contractual arrangements
with third party providers of website hosting, and operation level agreements with
departments and offices within the United Nations that provide hosting services; and (D)
establish criteria _for collecting, analyzing and reporting website statistics.

OLA comments: OLA stands ready to assist with the review of contractual arrangements
with third party providers of website hosting. OLA is currently providing advice to
OCSS and to OICT for various proposed agreements of this kind.

Annex II: Opportunities for Improvement

0I0S recommendation (para. 22): The Under-Secretary-General of the Department of
Management, in coordination with the Department of Public Information and the Office
of the Information and Communications Technology, could consider the opportunity 10
consolidate policies and procedures related to Internet publishing and use of social
media.

OLA comments: As noted in paragraph 20(c) of the draft Report, the current policy on
copyright, set out in Administrative Instruction ST/AI/189/Add.9/Rev.2, on “Copyright
in United Nations publications: General principles, practice and procedure”, is paper-
based, preceding the introduction of the Internet. In developing consolidated policies and
procedures related to Internet publishing and use of social media, the Department of




Management and the Department of Public Information may, as deemed appropriate and
feasible, wish to consult with the offices that establish policies and procedures related to
Internet publishing and social media for the UN Funds and Programmes in order to
harmonize such policies/procedures throughout the UN.

OIOS recommendation (para. 26): The Department of Public Information, in
consultation with the Office of Legal Affairs and the Department of Management, could
consider the opportunity to develop procedures for regulation and monitoring the
registration process of domain names by offices and departments.

OLA comments: OLA stands ready to provide advice on the development of procedures
for the regulation and monitoring of the registration of domain names by offices and
departments. However, the actual regulating and monitoring of the registration of such
domain names does not fall within OLA’s purview.

QOI0S recommendation (para. 27): The Office of Legal Affairs could consider the
opportunity to further explore with the Internet Corporation for Assigned Names and
Numbers (ICANN) the possibility of establishing a specific “.un” domain for entifies of
the United Nations, and collaborate with the Office of Information and Communications
Technology regarding the management of the related technical infrastructure and the
procurement of a shorter uniform resource locator for the United Nations system.

OLA comments: In the past, OLA brought to the attention of ICANN: (i) the concerns
over the extent of the abusive registrations in the Internet domain-name system involving
the names and acronyms of international organizations, and the resulting need for
protection of their names and acronyms in the domain-name system; (ii) the need for
ICANN to acknowledge that there was a clear basis for the protection of the names and
acronyms of international organizations, both under international and domestic law; and
(iii) the concerns of the Legal Advisers of the UN system that ICANN’s Uniform Dispute
Resolution Procedures (UDRP), which are used to resolve disputes over abusive domain
name systems, did not comport with the privileges and immunities to be accorded to
international organizations and that, accordingly, appropriate dispute resolution
procedures should be developed so that international organizations could resolve disputes
concerning abusive domain-name registrations involving the names and acronyms of
international organizations. In response, ICANN acknowledged the problems faced by
international organizations with respect to abusive domain-name registrations as well as
the basis in international and domestic law for the protection of the names and acronyms
of international organizations. However, it did not appear that ICANN would agree to
changes in the UDRP that would enable international organizations to participate in such
procedures without risking a waiver of their privileges and immunities.

OLA is aware that ICANN has approved a plan to increase the number of generic top-
level domains (e.g., “.com” and “.org”), and starting in January 2012, organizations,
corporations and other entities would be able to submit applications for their own web
domains to ICANN. In particular, ICANN has reserved the “.int” top-level domain for
public international organizations. The UN could explore the merits of switching to the



“int” top-level domain. In addition, the UN could seek to apply for a “.un” domain. But,
thus far, the two-letter domains have been reserved for countries pursuant to an ISO
abbreviation designation. Previously, ICANN informed the UN that the “.un” domain
was unavailable to the UN, as the UN was not a sovereign nation. OLA would,
nevertheless, be prepared to assist DPI and other substantive offices in re-engaging in
discussions with ICANN about an appropriate top-level domain registration.

OIOS recommendation (para. 33). The Office of Information and Communications
Technology, in collaboration with departments and offices, could consider the
opportunity to establish standard tools for Internet publishing on the basis of templates
containing pre-defined fields and disclaimers reflecting the provisions of the United
Nations Secretariat for copyright, privacy, terms of use and links.

OLA comments: Given that many UN Offices and Departments are already using social
media and social-networking sites, such departments and offices have likely already
entered into “clickwrap” or “click-through” agreements which require prospective users
of social media sites to agree wholesale to the terms and conditions for using such sites
prior to obtaining access to such sites. Those “clickwrap” and “click-through”
agreements contain provisions that expose the Organization to serious legal risks, e.g., by
subjecting the UN to local law and to the jurisdiction of the local courts, thus raising
serious concerns with respect to the status and the privileges and immunities of the UN.
Moreover, “clickwrap” agreements usually provide websites with a worldwide, non-
exclusive, royalty-free license to use, copy, reproduce, process, adapt, modify, transmit
and display the user’s content in any and all media distribution methods known or later
developed by the sites. Such agreements may also include the right for the sites to make
the content available to entities which partner with the site in order to allow further
syndication, broadcast and distribution of the user’s content. In addition, the licenses
usually allow the site to collect Website usage information whether with the assistance of
“cookies” which track individual usage of the site or with the assistance of third-parties
such as “Google, Analytics”, which in turn imposes its own terms and conditions on the
user. In combination with the above broad licensing rights given by the user to the site,
the “clickwrap” agreements often contain provisions which absolve the site from any
liability regarding third-party use of individual content and damage to the user resulting
from such third party use. Given that many UN Departments and Offices have likely
already accepted the terms and conditions of such “clickwrap” agreements, it may be
extremely difficult to negotiate different terms/conditions at this stage.

Annex III: United Nations departments/offices whose websites were reviewed by OIOS
3 In addition to the above, we have the following comments on Annex III:

OLA comments: The second paragraph on page 1 of the draft Report- provides that

“[t]here were approximately 143 different websites in the Secretariat”, and this number is
reflected in Annex III which is referred to in paragraph 4 of the draft Report. It is not
clear how the term “website” has been defined for the purposes of the present audit. In
this regard, the third column from the left in the table in Annex III refers to “No. of Sites




or Web Presence”, and the total thereof is 143. This suggests that “web presence” is
included as part of the definition of the term “website”. However, the meaning of the
term “web presence” is also not clear, e.g., is it referring to presence on social media
networks? We recommend that this point be clarified in the draft Report. In addition, it
is not clear from Annex III whether the Global Compact Office, which is part of the
Secretariat, was covered by the present audit.

cc: Ms. Patricia O’Brien
Ms. Angela Kane
Mr. Kiyotaka Akasaka
Mr. Choi Soon-hong




