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AUDIT REPORT 
 

Audit of business continuity in the United Nations Secretariat 
 
 
BACKGROUND 

 
1. The Office of Internal Oversight Services (OIOS) conducted an audit of business continuity in the 
United Nations Secretariat. 
 
2. Business continuity management is one of the processes that form an overlapping and 
interdependent continuum of emergency preparedness and crisis response elements.  The emergency 
preparedness efforts in the Secretariat comprise separate preparedness planning initiatives that are led by 
different departments: crisis management planning and safety and security emergency operations led by 
the Department of Safety and Security (DSS); business continuity planning, staff and victim support and 
medical planning led by the Department of Management (DM); and information technology (IT) disaster 
recovery planning led by the Office of Information and Communications Technology (OICT).  
 
3. The reports of Secretary-General (A/64/472 and A/63/359) established the United Nations crisis 
management structure. The Senior Emergency Policy Team (SEPT) chaired by the Chef de Cabinet is 
responsible for policy decisions relating to crises. The Crisis Operations Group (COG) chaired by the 
Under-Secretary-General (USG) for Safety and Security is responsible for operational decisions and to 
implement the policy directives of the SEPT.  The Business Continuity Management Unit (BCMU) under 
the Office of Central Support Services (OCSS) in DM ensures the viability of business continuity 
planning of the Secretariat, Offices Away from Headquarters (OAHs) and regional commissions (RCs); 
coordinates a common approach to business continuity for United Nations organizations located in New 
York; and provides secretariat services to SEPT. 
 
4. BCMU was established in 2007 with three temporary positions funded by General Technical 
Assistance (GTA). DM has submitted a proposal in the 66th session of the General Assembly to convert 
the GTA posts to regular posts from the biennium 2012-2013.  
 
5. Comments provided by OCSS are incorporated in italics. 

 
OBJECTIVE AND SCOPE  
 
6. In accordance with its mandate, OIOS provides assurance and advice on the adequacy and 
effectiveness of the United Nations internal control system, the primary objectives of which are to ensure: 
(a) efficient and effective operations; (b) accurate financial and operational reporting; (c) safeguarding of 
assets; and (d) compliance with mandates, regulations, and rules. 

 
7. The audit of business continuity in the United Nations Secretariat was conducted to assess the 
adequacy and effectiveness of governance, risk management and control processes in providing 
reasonable assurance regarding the continuation of essential business functions following a critical 
event.    
 
8. This audit was included in the 2011 OIOS risk-based work plan to assess the controls over the 
development and implementation of business continuity management, which was formally established in 
the Secretariat in 2008. 
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9. The key controls tested for the audit were: (a) risk management and strategic planning; (b) 
disaster recovery and business continuity plans; (c) training and development plans; and (d) coordinated 
management. For the purposes of this audit, OIOS defined these key controls as follows:  

 
(a)    Risk management and strategic planning - controls that provide reasonable assurance 
that the risks relating to the governance and strategic planning of business continuity management 
are identified and assessed and action is taken to mitigate the risks; 
 
(b)      Disaster recovery and business continuity plans (BCPs) - controls that provide 
reasonable assurance that disaster recovery plans and BCPs exist to ensure that the Secretariat can 
continue its critical business processes at the minimum agreed levels following disruptive events;  
 
(c)      Training and development plans - controls that provide reasonable assurance that 
critical staff are provided training, tools and techniques to develop their capacity to implement 
BCPs; and 
 
(d) Coordinated management - controls that provide reasonable assurance that adequate 
arrangements are in place to ensure that departments/offices responsible for the development and 
implementation of BCPs operate cohesively to achieve synergy and to avoid potential overlaps. 
This also includes coordination with other United Nations agencies, funds and programmes on 
system-wide issues. 
 

10. The key controls were assessed for the control objectives shown in Table 1. Certain control 
objectives (shown in Table 1 as “Not applicable”) were not relevant to the scope defined for this audit.  
 
11. OIOS conducted the audit from June to November 2011.  The audit covered the period from 
January 2009 to June 2011 and considered the systems, records and personnel of OCSS, DSS and OICT 
who are responsible for business continuity management, crisis management and disaster recovery 
respectively.  The audit included interviews and discussions with personnel from BCMU, DSS relating to 
COG matters and OICT for disaster recovery. 
 
12. The audit team conducted an activity-level risk assessment to identify and assess specific risk 
exposures, and to confirm the relevance of the selected key controls in mitigating associated risks.  
Through interviews, document reviews and tests of controls, OIOS assessed the existence and adequacy 
of internal controls, including written policies and procedures and whether they were approved at the 
appropriate management levels, and disseminated to and understood by all concerned parties and 
implemented consistently. 
 
AUDIT RESULTS 

 
13. In OIOS opinion, the governance, risk management and control processes examined were 
partially satisfactory in providing reasonable assurance regarding the continuation of essential 
business functions following a critical event.  The current governance structure does ensure that a single 
body or group is accountable for all aspects of emergency preparedness. While the Secretariat has 
submitted a proposal to the General Assembly that defines accountability for all aspects of crisis related 
plans, this is yet to be approved and implemented.  BCMU has done a commendable job in preparing 
BCP for UN Headquarters; however, there is need to review and update the plan periodically to ensure its 
comprehensiveness, and to test it to ensure that it can be implemented.  BCMU could also increase its 
efforts to achieve economies of scale to acquire facilities, resources and expertise needed to ensure 
continued operations. 
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Table 1: Assessment of key controls 
 

Control objectives 

Business 
objective 

Key controls Efficient and 
effective 

operations 

Accurate 
financial and 
operational 
reporting 

Safeguarding 
of assets 

Compliance 
with 

mandates, 
regulations 
and rules 

(a) Risk management 
and strategic 
planning 

Partially 
satisfactory  

Not applicable Satisfactory 
 

Partially 
satisfactory 

(b) Disaster recovery 
and business 
continuity plans 

Partially 
satisfactory  
 

Not applicable Partially 
satisfactory 

Partially 
satisfactory 

(c) Training and 
development plans 

Satisfactory Not applicable Not applicable Not applicable 

The 
continuation of 

essential 
business 
functions 

following a 
critical event 

(d) Coordinated 
management 

Partially 
satisfactory 

Not applicable Partially 
satisfactory 

Partially 
satisfactory 

  
 

Risk management and strategic planning 
 
Steps have been taken to clarify the governance structure for emergency preparedness, but these are yet to 
be approved and implemented 

 
14. There was no mechanism to ensure that a single body or group was accountable for all aspects 
emergency preparedness to ensure that crisis-related plans were in place, updated periodically, and 
integrated to avoid duplication and to encourage cost sharing.  Figure 1 below, presented in BCP, shows a 
graphical representation of the links between business continuity, crisis management decision-making, 
emergency medical support and IT disaster recovery plans that form an overlapping and interdependent 
continuum of emergency preparedness and crisis response elements. 
 
Figure 1 – Crisis Preparedness and Response System 

 

 
 

15. The success of one element in the continuum depends on the effective operation of the others. 
However, while the respective plans for the various elements were prepared by the responsible 
departments/offices (DSS, OICT, etc.), they were not shared with SEPT.  Additionally, each 
department/office submitted a separate budget proposal to the General Assembly for its respective 
component. The General Assembly in its resolution 64/260 stressed the need for a comprehensive and 
coordinated approach to emergency management.  
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16. The Organizational Resilience Management System (ORMS) approach was piloted in June 2010.  
Its objective was to establish an integrated framework to coordinate policies, processes and procedures to 
improve preparedness, response, continuity and recovery in the face of disruptive events with significant 
impact on United Nations operations.  Based on the results of the pilot, the Secretariat developed a 
proposal (A/66/516), which states that SEPT is responsible for emergency management policy decisions 
and for maintaining strategic oversight of the comprehensive emergency management framework within 
the Secretariat. The proposal further states that DM, as the lead department for the system, is responsible 
for developing, coordinating and integrating policy, planning, implementation and reviews of procedures 
and processes, and for obtaining the endorsement of the SEPT thereon. OIOS is satisfied with the 
proposal that SEPT along with DM will have adequate oversight on all aspects of the emergency 
preparedness plans. The terms of reference (TOR) for SEPT will be extended to cover all Secretariat 
departments and offices after the approval of the proposal by the General Assembly. The Secretariat will 
be issuing a separate administrative issuance on the establishment, composition, functions etc. of SEPT.  
While actions are in progress to implement a unified governance structure for emergency preparedness, 
OIOS makes the following recommendation to the extent that the proposals have not yet been approved 
and executed. 

 
(1) The Office of the Under-Secretary-General for Management should lead the establishment 

of a comprehensive emergency preparedness structure and define the authority and 
responsibilities of the governance structure in an administrative issuance. 

  
OCSS accepted recommendation 1 and stated that the Report of the Secretary-General dealing with 
ORMS (A/66/516) describes the roles and responsibilities of the emergency management and 
preparedness structure, and posits SEPT as the policy and strategy authority for emergency 
management at the Secretariat. The governance structure will be codified and promulgated in an 
administrative issuance. Recommendation 1 remains open pending the promulgation of an 
administrative issuance on the emergency management and preparedness structure. 

 
Disaster recovery and business continuity plans 

 
17. BCMU, in coordination with departments/offices, developed BCP for United Nations 
Headquarters, which was approved by SEPT on 29 June 2010.  With technical support from BCMU, BCP 
for the United Nations Office at Nairobi and two RCs have been prepared, while the plans for other 
OAHs and RCs are in draft stage.  Of 16 large peacekeeping missions, BCPs have been finalized for two; 
six are in draft stage; five are being drafted; and three are yet to start. 
  
Aspects of BCP for United Nations Headquarters needs further development 
 
a. BCPs for individual departments/offices are required 
 
18. BCMU has prepared a consolidated BCP for United Nations Headquarters New York, which 
includes the critical processes relating to overarching critical functions in 13 out of 21 departments/offices 
of the Secretariat.  Paragraph 8 of General Assembly resolution 63/268 had required all departments and 
offices of the UN Secretariat, OAHs and RCs to have BCPs in place. After the approval of the proposal in 
A/66/516, each department will be required to prepare their own plans in addition to the overarching 
preparedness plan.  
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b.  IT component not included in BCP 
 
19. Annex B of BCP, which lists UNHQ critical processes together with their recovery time 
objectives and mitigation strategies, does not include any processes relating to OICT, even though the 
maintenance of telecommunications and information technology services is 1 of the 12 endorsed 
overarching critical functions.  BCP is based on the assumption that “All data stored on UNHQ networks 
and within corporate systems is backed up and can be recovered remotely or accessed by designated 
critical staff remotely…”.  BCMU explained that the Annex does not contain any critical processes of 
either OICT or DSS because they are considered cross-cutting services. However, while there is a 
separate Crisis Management Plan to which BCP refers, there is no consolidated IT disaster recovery plan 
in place for New York Headquarters.  BCMU informed OIOS that during the last SEPT meeting in 
November 2011, it was decided that a revised Crisis Management Plan and IT disaster recovery plan will 
be presented for SEPT approval in June 2012. 
 
c. The list of IT applications and vital records needs review 
 
20. The list of critical IT applications included systems such as Electronic Performance Appraisal 
System (ePAS); Integrated Management and Documentation Information System (IMDIS) etc., which, in 
the opinion of OIOS, are not essential to ensure that critical processes can be performed. Similarly, the list 
of vital records included documents that can be found on the official document system (ODS) (e.g. 
Secretary-General’s bulletins, reports of the Secretary-General, Financial Regulations and Rules). There 
is a need to review the list of IT applications and vital records based on criticality. 
 
d. Some components of BCP are yet to be developed or updated 
 
27. The annex, which should detail the strategies for devolving critical process in the event of 
inaccessibility to or destruction of the United Nations Headquarters offices, is yet to be developed. 
BCMU clarified that the devolution process will be completed by June 2012.  Further, the list of critical 
processes in the BCP did not indicate the mitigation strategy for 20 out of 291 critical processes including 
banking operations, call centre setup, contract award, etc. Until the mitigation strategy is defined for each 
critical process, there will be no assurance that business would be continued as planned.  BCP also needs 
to be updated with changes to staffing information and departmental changes like new, closed or 
fundamentally changed departments.  
 

(2) OCSS should review the Business Continuity Plan and complete/update the missing 
components including the devolution strategy and mitigation strategies for some critical 
functions.  

 
OCSS accepted recommendation 2 and stated that as mandated by SEPT at its meeting on 22 
November 2011, DSS and OICT will lead the development of a crisis management plan and an IT 
disaster recovery plan respectively, supported by BCMU.  These planning initiatives will be 
leveraged to update BCP.  All of the plans will be submitted to SEPT for approval at its next meeting 
scheduled for June 2012.  Recommendation 2 remains open pending notification that the updated 
BCP has been approved by SEPT. 

 
 Testing of BCP is needed to validate the proposed solution and assess preparedness in managing crisis 
events  
 
28. One year after BCP was issued, most departments/offices have not yet tested their respective 
components of the plan. COG had instructed each department/office to conduct tests of their respective 
components by the end of June 2011; however, only the Office for the Coordination of Humanitarian 
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Affairs and the Department of General Assembly and Conference Management conducted the tests. 
BCMU should follow up with departments/offices to complete BCP testing on a priority basis and also 
provide guidelines on how to conduct the test and the structure for reporting results to ensure consistency.  
  

(3) OCSS should ensure that departments and offices test their components of the overarching 
Business Continuity Plan in a timely manner and monitor the implementation of 
recommendations for improvement. 

 
OCSS accepted recommendation 3 and stated that all UNHQ departments were requested by the 
COG in 2011 (led by BCMU) to test the telecommuting capabilities of their critical staff. 
Shortcomings that were identified during the tests were taken up by departments and further 
addressed. The departments will be requested to conduct a test of their telecommuting capabilities in 
2012, the implementation of which will be reviewed by SEPT during their planned meetings in the 
second and fourth quarters of 2012. Recommendation 3 remains open pending notification that the 
BCP test results have been presented to SEPT. 

 
Use of Mobile Office by critical staff needs to be monitored 
 
29. Neither, BCMU nor OICT monitors the actual usage of Mobile Office by critical staff.  In the 
absence of such monitoring, there is a risk that critical staff may not be able to use Mobile Office during 
crisis events, impacting on their ability to access critical applications from remote locations.  BCMU 
stated that beginning in 2012, all departments are responsible for administering Mobile Office licenses 
for their critical staff.  Critical staff will exercise the use of Mobile Office as part of departmental 
telecommuting tests. BCMU will monitor and report on the overall use of Mobile Office by department to 
SEPT, in cooperation with OICT. 
 
C. Training and development plans 
 
Various activities have been undertaken to train staff and increase awareness 
 
30. Telecommuting training was provided to 1,109 critical staff in 2009/2010 in relation to the 
pandemic preparation. This has created a base to continue critical functions in crisis situations.  
Additionally, BCMU participates in new staff induction training courses every two months. The 
presentations define business continuity and describe its implementation in the Organization. “Wallet 
cards”, with critical numbers and information that staff members may need in a crisis situation are also 
handed out.  
 
31. BCMU has put various informational materials on its website relating to business continuity 
management. Information is also published on iSeek periodically to inform on activities relating to 
business continuity management and organizational preparedness.  BCMU conducted a survey on 
“Business Continuity Awareness-2010” through iSeek.  BCMU also conducted a Network Printer 
Shutdown Exercise as part of a World Environment Day event on 3 June 2011. The objective of exercise 
was to raise awareness of organizational resilience and to encourage staff to develop skills to reduce 
reliance on paper records. OIOS considers that BCMU has taken good initiatives to train staff and 
increase awareness. 
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ANNEX I 
 

STATUS OF AUDIT RECOMMENDATIONS 
 

Audit of business continuity in the United Nations Secretariat 
 
 
Recom. 

no. 
Recommendation Risk category 

Risk 
rating 

C/ 
O1 

Actions needed to close recommendation 
Implementation 

date2 
1 The Office of the Under-Secretary-General 

for Management should lead the 
establishment of a comprehensive 
emergency preparedness structure and 
define the authority and responsibilities of 
the governance structure in an 
administrative issuance 

Governance Important O Promulgation of an administrative issuance 
on the emergency management and 
preparedness structure. 

December 2012 

2 OCSS should review the Business 
Continuity Plan and complete/update the 
missing components including the 
devolution strategy and mitigation 
strategies for some critical functions. 

Operational Important O Approval of the updated BCP by SEPT. June 2012 

3 OCSS should ensure that departments and 
offices test their components of the 
overarching Business Continuity Plan in a 
timely manner and monitor the 
implementation of recommendations for 
improvement. 

Operational Important O Presentation of the BCP test results to 
SEPT. 

December 2012 

4 OCSS should, in coordination with DSS, 
OICT and United Nations agencies, funds 
and programmes, identify areas where 
economies of scale on the use of facilities, 
resources and expertise could be achieved. 

Operational Important O Development of a consolidated set of tools, 
templates and training materials to support 
the implementation of ORMS throughout 
the UN system. 

December 2012 

 
1. C = closed, O = open  
2. Date provided by OCSS in response to recommendations.  

 
 

 


