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INTEROFFICE MEMORANDUM MEMORANDUM INTERIEUR

OFFICE OF INTERNAL OVERSIGHT SERVICES - BUREAU DES SERVICES DE CONTROLE INTERNE
INTERNAL AUDIT DIVISION - DIVISION DE L'AUDIT INTERNE

ro. Mr. Ibrahim Gambari, Joint Special Representative pare 10 February 2012
a African Union-United Nations Hybrid Operation in Darfur
~ REFERENCE [AD: 1 ©O 153

rrom  Fatoumata Ndiaye, Director
pe Internal Audit Division, OlIOS |

susect: Assignment no. AP2010/634/09 — Audit of procurement systems and procedures in UNAMID
OBJET:
Overall results relating to the effective management of procurement activities in UNAMID were
unsatisfactory; however, management has undertaken and planned actions to address identified

issues

1. Attached please find the final report on the above-mentioned audit.

2. Annex I shows the status of recommendations.

3. Please note that OIOS will report on the progress made to implement its

recommendations in its annual report to the General Assembly. OIOS will also report to the
Secretary-General quarterly for critical recommendations and annually for important
recommendations.

cc: Mr. Mohamed Yonis, Deputy Joint Special Representative for Operations and Management,
UNAMID
Mr. Wolfgang Weiszegger, Director, Mission Support Division, UNAMID
Ms. Barbara Klopp, Chief, Procurement and Contracts Management Service, UNAMID
Ms. Beatrice Lushugurhi, Audit Focal Point, UNAMID
Mr. Swatantra Goolsarran, Executive Secretary, UN Board of Auditors
Ms. Susanne Frueh, Executive Secretary, Joint Inspection Unit
-Mr. Moses Bamuwamye,. Executive Secretary, IAAC
Mr. Zachary Ikiara, Chief, Oversight Support and Coordination Unit, DM
Mr. Byung-Kun Min, Special Assistant to the USG-OIOS
Ms. Amy Wong, Programme Officer, Internal Audit Division, OIOS
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management of procurement activities in
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AUDIT REPORT

Audit of procurement systems and procedures in UNAMID
BACKGROUND

1. The Office of Internal Oversight Services conducted an audit of the procurement systems and
procedures in the African Union-United Nations Hybrid Operation in Darfur (UNAMID). The objective
of the procurement process is to ensure that the required goods and services are purchased in a cost
effective and timely manner to support its activities.

2. The Procurement Section of UNAMID is responsible for local procurement of goods and services
and is headed by a Chief Procurement Officer who reports to the Chief, Procurement and Contracts
Management Service. The Section has an authorized staffing level of 40 comprising 22 international and
18 national staff posts.

3. During the period from 1 January 2008 to 30 June 2010, UNAMID generated 2,083 requisitions
valued at $1.49 billion, and issued 2,421 purchase orders valued at $1.29 billion.

4. Comments provided by UNAMID are incorporated in italics.
OBJECTIVE AND SCOPE

5. In accordance with its mandate, OIOS provides assurance and advice on the adequacy and
effectiveness of the United Nations internal control system, the primary objectives of which are to ensure
(a) efficient and effective operations; (b) accurate financial and operational reporting; (c) safeguarding of
assets; and (d) compliance with mandates, regulations, and rules.

6. The audit of procurement systems and procedures was conducted to assess the adequacy and
effectiveness of UNAMID governance, risk management and control processes in providing reasonable
assurance regarding the effective management of procurement activities in compliance with the United
Nations Procurement Manual.

7. This audit was included in the 2010 OIOS risk-based work plan due to the importance of timely
procurement of goods and services to peacekeeping missions, as well as vulnerability of the procurement
process to fraud.

8. The key controls tested for this audit included those related to: (a) risk management and strategic
planning; (b) delegation of authority; (c) performance monitoring; and (d) regulatory framework. For the
purpose of this audit, OlOS defined these key controls as follows:

@ Risk management and strategic planning - controls that provide reasonable assurance
that risks and opportunities relating to procurement activities are identified and assessed and that
appropriate action is taken by the Mission to mitigate risks and seize opportunities.

(b) Delegation of authority - controls that provide reasonable assurance that procurement
activities are managed in accordance with the delegated authority.



©) Performance monitoring - controls that provide reasonable assurance that indicators and
mechanisms are established to assess whether planned procurement activities have been
implemented.

(d) Regulatory framework - controls that provide reasonable assurance that policies and
procedures exist to guide procurement activities, and are complied with.

9. The key controls were assessed for the control objectives shown in Table 1. Certain control
objectives (shown in Table 1 as “Not applicable”) were not relevant to the scope defined for this audit.

10. OIOS conducted this audit from September 2010 to April 2011. The audit covered the period
from 1 January 2008 to 30 June 2010, and included a sample of 31 procurement cases valued at about $93
million for detailed testing.

11. OIOS conducted an activity-level risk assessment to identify and assess specific risk exposures,
and to confirm the relevance of the selected key controls in mitigating associated risks. Through
interviews, analytical reviews and tests of controls, OIOS assessed the existence and adequacy of internal
controls and conducted necessary tests to assess their effectiveness.

AUDIT RESULTS

12. In OIOS opinion, the governance, risk management and control processes examined in UNAMID
were unsatisfactory to provide reasonable assurance regarding the effective management of procurement
activities in compliance with the United Nations Procurement Manual.

13. The overall rating is based on the assessment of key controls presented in Table 1 below.
Procurement fraud risks were not assessed and managed. Delegation of procurement authority was not
properly managed resulting in staff with expired authority approving 87 purchase orders valued at $29.13
million. The Tender Opening Committee was ineffective in the discharge of its duties, reducing the
Mission’s ability to ensure integrity in the bidding process. Technical evaluations were not always carried
out transparently, thereby presenting the risk of irregularities in the procurement process. Also,
procurement activities were not monitored and procurement files were not maintained in compliance with
the Procurement Manual.

Table 1: Assessment of key controls

Business objective Key controls Control objectives
Efficientand | Accurate Safeguarding | Compliance
effective financial and | of assets with
operations operational mandates,

reporting regulations
and rules

Effective (a) Risk Not applicable

management of management and

procurement strategic

activities planning

(b) Delegation of Not applicable
authority

(c) Performance
monitoring

(d) Regulatory Not applicable
framework




Risk management and strategic planning

14. Primarily due to the non-implementation of procedures, there were a number of deviations from
established procurement procedures including: (i) acceptance of late bids without justification; (ii) staff
members performing incompatible functions, increasing the risk of irregularities not being detected and
prevented in a timely manner; (iii) failure to establish adequate specifications; and (iv) inconsistent
application of technical evaluation criteria. UNAMID Management had not identified and followed up on
these issues to assess potential risks of irregularities.

(1) UNAMID should strengthen internal controls to ensure timely detection and follow up of
potential fraud indicators and deviations from established procurement procedures.

UNAMID accepted recommendation 1 and stated that it had reorganized the Procurement and
Contracts Management Service to strengthen internal controls and ensure that procurement activities
are conducted in accordance with the United Nations Procurement Manual, United Nations Financial
Regulations and Rules, and the Guidelines issued by the Procurement and Contracts Management
Service. Recommendation 1 remains open pending OIOS verification of the adequacy and effectiveness
of the reorganization of the Procurement and Contracts Management Service and other established
processes to ensure the timely detection and follow up of potential fraud indicators and deviations from
established procurement procedures.

Delegation of authority

15. A staff member with expired procurement authority approved 87 purchase orders valued at
$29.13 million and another staff member without procurement authority approved a purchase order
valued at $25,040 in the Mercury Procurement System.

(2) UNAMID should strengthen controls over delegation of procurement authority, including
access rights to the Mercury Procurement System.

UNAMID accepted recommendation 2 and stated that the recent recruitment of the chiefs of the
Procurement Section and Procurement and Contracts Management Service will help ensure
compliance with delegations of procurement authority. Additionally, the Director of Mission Support
has issued new delegations of procurement authority to specific procurement staff and the Procurement
System has been updated to reflect the new delegations of authority. Based on OIOS verification of the
actions taken by UNAMID, recommendation 2 has been closed.

Performance monitoring

16. UNAMID had not established targets for its procurement activities, diminishing its ability to
ensure timely procurement of goods and services.

(3) UNAMID should develop mission-specific benchmarks to monitor procurement activities
and ensure the timely procurement of goods and services.

UNAMID accepted recommendation 3 and stated that in order to improve the timeliness of
procurement activities, it has trained staff in writing specifications and issued guidelines and standard
operating procedures to ensure uniform interpretation of the Procurement Manual. Based on receipt of
evidence that action has been taken by UNAMID, recommendation 3 has been closed.




Regulatory framework

Vendor registration

17. UNAMID was not complying with the vendor registration procedures established in the
Procurement Manual. Instead of registering a vendor as active once it was determined that the vendor had
satisfied the registration requirements, most vendors were registered as active only when they were
awarded contracts. Some vendors were registered as active without clear evidence that they met the
registration requirements.

(4) UNAMID should implement appropriate procedures to ensure its compliance with the
vendor registration requirements stipulated in the United Nations Procurement Manual.

UNAMID accepted recommendation 4 and stated that it has established an Administrative Unit which
is responsible for vendor registration in accordance with the Procurement Manual. The Unit is also
engaged in on-going activities to clean up the vendor roster. Based on OIOS verification of
UNAMID’s remedial measures, recommendation 4 has been closed.

Handling of bids by the Tender Opening Committee

18. The Tender Opening Committee was not always effective in carrying out its mandated functions.
Nine out of the 31 procurement cases reviewed contained tenders that were accepted after the respective
closing times, yet opened and processed by the Tender Opening Committee. The late tenders that were
processed included those related to the construction of Mission Subsistence Allowance accommodations
valued at $90 million, enhancement of airfield lighting systems valued at $16 million, and delivery of
cement costing $182,584. In seven of the 31 cases, the Committee stamped wrong receipt dates and times
on the tenders.

(5) UNAMID should implement appropriate measures to ensure that the Tender Opening
Committee adheres to established procedures for handling bids.

UNAMID accepted recommendation 5 and stated that it has taken the following steps to improve the
functioning of the Tender Opening Committee including: (i) enhancing the Committee’s membership
roster; (ii) issuing standard operating procedures; (iii) establishing a timetable for the meetings of the
Committee; and (iv) establishing a dedicated secretariat for the Committee. Based on action taken by
UNAMID to improve the functioning of the Tender Opening Committee, recommendation 5 has been
closed.

Technical evaluations

19. Technical evaluations were not always carried out transparently, thereby presenting the risk of
irregularities in the procurement process. For example, in five of the 31 procurement cases reviewed,
vendors were technically cleared even though they failed one or more of the technical requirements. In
seven other cases, vendors were not evaluated against pre-established evaluation criteria and rating scale.

(6) UNAMID should strengthen internal controls over the technical evaluation process to
ensure that: (a) only bidders that meet all evaluation criteria are considered as technically
compliant; (b) technical evaluation criteria are applied consistently; (c) the rating scheme is
clear; and (d) only pre-established criteria are used for technical evaluation.




UNAMID accepted recommendation 6 and stated that it will establish guidelines and procedures for
use by self-accounting units in preparing requisitions, establishing technical evaluation teams, and by
the Procurement Section in reviewing technical evaluations. In October 2010, the Mission conducted
training on technical evaluations for all staff involved in the acquisition process. Based on action taken
by UNAMID to strengthen the technical evaluation process, recommendation 6 has been closed.

Maintenance of procurement files

20. Documents in UNAMID procurement case files were not consistent, complete, chronologically
arranged, and indexed according to the phases of the procurement process. In all cases reviewed, the
completeness of files could not be determined as there were no indexes of documents in the files.

(7) UNAMID should improve the maintenance of procurement case files in compliance with
Section 15.10 of the Procurement Manual.

UNAMID accepted recommendation 7 and stated that it has created an Administrative Unit within the
Procurement Section to maintain case files. The Unit has established a central archive for case files
and the Procurement and Contracts Management Service issued guidelines in 2011 for the
maintenance of case files. Based on the action taken by UNAMID to improve the filing system,
recommendation 7 has been closed.
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STATUS OF AUDIT RECOMMENDATIONS

Audit of procurement systems and procedures in UNAMID

ANNEX |

Rert]:(())m. Recommendation Risk category rgtlisrlfg g{ Actions needed to close recommendation | Implementation date?
1 UNAMID should strengthen internal Operational Critical 0] OI0S verification of the adequacy and November 2011
controls to ensure timely detection and effectiveness of the reorganization of
follow up of potential fraud indicators the  Procurement and  Contracts
and  deviations  from  established Management  Service and  other
procurement procedures. established processes to ensure the
timely detection and follow up of
deviations from established
procurement procedures and potential
fraud indicators.
2 UNAMID should strengthen its internal | Operational Critical C Action taken Implemented
controls over delegation of procurement
authority, including access rights to the
Mercury system.
3 UNAMID should develop mission- | Operational Important C Action taken Implemented
specific benchmarks and monitor the
procurement activities to ensure the
timely procurement of goods and
services.
4 UNAMID should implement appropriate | Operational Important C Action taken Implemented
procedures to ensure its compliance with
the vendor registration requirements
stipulated in the United Nations
Procurement Manual.
5 UNAMID should implement appropriate | Operational Important C Action taken Implemented
measures to ensure that the Tender
Opening  Committee  adheres  to
established procedures for handling bids.
6 UNAMID should strengthen internal Operational Important C Action taken Implemented

controls over the technical evaluation
process to ensure that: (a) only those




Recom.
no.

Recommendation

Risk category

Risk
rating

C/

Actions needed to close recommendation

Implementation date?

bidders that meet all evaluation criteria
are considered as technically compliant;
(b) technical evaluation criteria are
applied consistently; (c) the rating scheme
is clear; and (d) only pre-established
criteria are used for technical evaluation.

UNAMID should improve the
maintenance of procurement case files in
compliance with Section 15.10 of the
Procurement Manual.

Compliance

Important

Action taken

Implemented

1. C =closed, O = open
2. Date provided by UNAMID in response to recommendations.




