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AUDIT REPORT

Audit of United Nations Archives and Records Management

l. BACKGROUND
1. The Office of Internal Oversight Services (O10S) conducted an audit of United Nations Archives
and Records Management.
2. In accordance with its mandate, OlIOS provides assurance and advice on the adequacy and

effectiveness of the United Nations internal control system, the primary objectives of which are to ensure
(a) efficient and effective operations; (b) accurate financial and operational reporting; (c) safeguarding of
assets; and (d) compliance with mandates, regulations, and rules.

3. The objective of the archives and records management programme is to effectively coordinate the
creation, maintenance and access rights to United Nations records, as well as to preserve and make United
Nations records with long-term value available for lessons learned and research purposes regardless of
their physical form or characteristics.

4. The Archives and Records Management Section (ARMS) of the Office of Central Support
Services (OCSS) in the Department of Management is responsible for policy development, standards
setting, provision of advice and overall management of the records and archives of the United Nations,
including Secretariat units away from Headquarters, peacekeeping operations, and subsidiary
organizations of the United Nations. ARMS has overall responsibility for ensuring that United Nations
records are created, maintained and either destroyed or preserved as permanent archives.

5. The approved staffing for ARMS for the 2010-2011 biennium was 18 posts funded by the regular
budget (5 Professional and 13 General Services [GS]); 2 professional posts funded by the Peacekeeping
Support Account, 1 Peacekeeping Support Account General Technical Assistance (GTA) position; and 1
Professional and 1 GS GTA positions funded from the Capital Master Plan (as yet not funded for 2012).
This brings the total posts to 23.

6. Comments provided by ARMS, OCSS and the Office of Legal Affairs (OLA) are incorporated in
italics.

Il. OBJECTIVE AND SCOPE

7. The audit of United Nations Archives and Records Management was conducted to assess the
adequacy and effectiveness of OCSS governance, risk management and control processes in providing
reasonable assurance regarding the creation, management and disposition of records and archives,
including electronic records and non-current records of the United Nations.

8. This audit was included in the 2011 OIOS risk-based work plan because records management
issues had been raised in a number of field audits. Further, information and records are essential
components of effective management; failure to properly manage business records can compromise the
Organization’s ability to meet legal, regulatory and compliance obligations and can create unnecessary
costs for the United Nations.



9. The key controls tested for the audit included (a) regulatory framework; (b) risk management and
strategic planning; (c) records retention policy; and (d) dissemination of best practices. For the purpose
of this audit, OIOS defined these key controls as follows:

(a) Regulatory framework — controls that provide reasonable assurance that policies and
procedures exist to guide archives and records management activities. This includes
policies and procedures related to records management, archives management and
advisory services, resources and tools provided by ARMS in ensuring good and
accountable record-keeping in the United Nations.

(b) Risk management and strategic planning — controls that provide reasonable assurance
that risks related to records management are identified and assessed and that action is
taken to mitigate or anticipate risks. This includes risk management systems,
development of strategic plans related to records management as well as implementation
plans.

(c) Records retention policy — controls that provide reasonable assurance that records are
retained for as long as necessary based on their administrative, legal and historic value.
This includes the development of departmental records retention policies and transfer of
documents to ARMS in accordance with the respective policies.

(d) Dissemination of best practices — controls that provide reasonable assurance that
practices or methodologies that have produced outstanding results in one situation are
collated and shared so that they could be replicated in future similar situations. This
includes outreach activities and training.

10. The key controls were assessed for the control objectives shown in Table 1. Certain control
objectives (shown in Table 1 as “Not applicable) were not relevant to the scope defined for this audit.

11. OIlOS conducted this audit from January to September 2011. The audit covered the period from
January 2008 to March 2011.

12. OIl0S conducted an activity-level risk assessment to identify and evaluate specific risk exposures,
and to confirm the relevance of the selected four key controls in mitigating the associated risks. Through
interviews, analytical reviews and tests of controls, OIOS assessed the existence and adequacy of internal
controls and conducted necessary tests to assess their effectiveness. This included on-site visits to the
United Nations Records Centre in Long Island City, Queens and to the United Nations Archives at the
United Nations Headquarters to review the storage and security measures in place; and a survey of
records management practices at 11 peacekeeping and political field missions to assess the organizational
setup and staffing of the records management units, implementation of record-keeping policies and
guidance framework, security arrangements and resources and tools in use.

I11.  AUDIT RESULTS

13. In OIOS opinion, the governance, risk management and control processes examined were
partially satisfactory in providing reasonable assurance regarding the creation, management and
disposition of records, electronic records, archives and non-current records of the United Nations.

14. The overall rating is based on the assessment of key controls presented in Table 1 below. Policies
and procedures relating to records management were unclear about the composition of the United Nations



archives and the role of ARMS in their management. OCSS did not establish an enterprise-wide strategic
planning process for records management throughout the Secretariat to enable it meet its strategic
objectives. Records retention schedules had been developed for less than half of the departments and
offices in the Secretariat, and there was not full compliance with the schedules that were in place.
ARMS, however, undertook training and outreach activities and also provided assistance to departments
and offices to build the capacity of staff in records management practices.

Table 1: Assessment of key controls

Business objective Key controls Control objectives
Efficientand | Accurate Safeguarding | Compliance
effective financial and | of assets with
operations operational mandates,
reporting regulations
and rules
Creation, (a) Regulatory Partially Not applicable | Partially Partially
management and framework satisfactory satisfactory satisfactory
disposition of records | (b) Risk Partially Not applicable | Partially Partially
and archives, management and satisfactory satisfactory satisfactory
including electronic strategic planning
records and non- (c) Records Partially Not applicable | Partially Partially
current records of the | retention policy satisfactory satisfactory satisfactory
United Nations (d) Dissemination | Satisfactory Not applicable | Partially Satisfactory
of best practices satisfactory

A. Regulatory framework

Need to clarify administrative issuances on the United Nations archives and the jurisdiction of ARMS in
their management

15. According to the Secretary-General’s bulletin (SGB) on United Nations archives and records
management (ST/SGB/242), the archival records of the United Nations are not limited to those of the
Headquarters Secretariat but include “the archives of the United Nations Secretariat units away from
Headquarters and subsidiary organizations of United Nations". The Secretary-General’s bulletin on
record-keeping and the management of United Nations archives (ST/SGB/2007/5) defines the archives of
the United Nations as “those of the United Nations Organization, regardless of physical location, and
archives of pre-existing organizations for which the Secretariat is custodian, paper-based and electronic
records that should be preserved because of their administrative, fiscal, legal, historical or informational
value as evidence of the official business of the United Nations”. In particular, Article 5.5 of
ST/SGB/2007/5 states that ARMS “shall undertake the transfer from departments and offices, to its
premises or delegated premises away from Headquarters, archives and non-current records which are
more than three years old”.

16. All departments and offices throughout the United Nations are required to develop and implement
policies and programmes that comply with the requirements of ST/SGB/2007/5, and to adapt the guidance
issued by ARMS in managing their records. Broadly applicable guidance issued by ARMS allows
departments and offices the flexibility to determine how best to implement specific record-keeping and
archival requirements given their unique mandates, priorities, and budgets. Consequently, ARMS should
work in partnership with these departments and offices in establishing strong records management and
archival programmes.



17. Contrary to the regulatory framework, some units at Secretariat offices away from the
Headquarters, often United Nations libraries, undertake archival functions independently of ARMS. Two
information circulars issued by the United Nations Office at Geneva (UNOG) Director-General give the
UNOG Library responsibilities for archives and records management. Pursuant to 1C/Geneva/4472, the
scope of UNOG library activities was extended to include the coordination of the archives policy at
UNOG. IC/Geneva/2001/55 outlines the role of the UNOG Registry, Records and Archives Unit (RRA)
in records management and archives that seem to contradict SGBs on United Nations archives and
records management. They conflict with ARMS-mandated responsibilities to establish policies and
procedures, and are not mirrored in SGB on the organization of UNOG (ST/SGB/2000/4).

18. Although SGBs on the organization of the United Nations Offices at Nairobi, Vienna and the
regional commissions do not mandate these offices to manage their records and archives, there have been
no transfers of archival records to ARMS originating from these offices. ARMS stated that in 2011, the
UNON Common Services Management Taskforce established a Working Group on Archives and Records
Management comprising Nairobi-based Secretariat and Funds and Programmes. The Working Group is
seeking to take a common services approach to improving records management and is funding an
advisory/technical mission by ARMS in 2012.

19. While SGBs refer to the United Nations Organization archives, in the absence of an archive
policy clearly defining related roles and responsibilities, there is an increased risk of loss of sensitive and
operational information. OCSS agreed that administrative issuances need to be clear and cover records
as well as archives as a small subset of United Nations records to be retained permanently. Additionally,
a records and archives regime comprises more than policy; it is a programme activity (requiring people,
processes and policies) to be carried out, appropriately resourced and managed in each department and
office.

(1) OCSS, in collaboration with the Office of Legal Affairs, should develop an archives regime
that meets the needs of internal and external United Nations stakeholders.

OCSS accepted recommendation 1 and stated that it will liaise with OLA in the preparation of a
revised/new SGB (replacing ST/SGB/2007/5) that addresses the needs of all stakeholders.

OLA stated that it stands ready to provide assistance to OCSS in the proposed revision of
ST/SGB/2007/5. Recommendation 1 remains open pending promulgation of a revised/new SGB on
the UN archives.

B. Risk management and strategic planning

Need to establish an enterprise-wide strategic planning process for records management throughout the
United Nations

20. The objectives of OCSS for the biennium 2010-2011 (A/64/6 (Sect.28D)) include among others
“ensuring continued, efficient, effective and high-quality support in the areas of [...] archives, mail
operations, records management”, and “enabling an integrated and collaborative approach for the
Organization to store, search and retrieve information”. The related overarching outputs are: (i) technical
and substantive archives and records management services for the Secretariat, offices away from
Headquarters and peacekeeping and special missions with regard to paper and electronic records; records
transfer, storage, disposal and preservation; reference services; and outreach for the general public; and
(i) records management and record-keeping services to the Secretariat, offices away from Headquarters
and peacekeeping and special missions. Additionally, ARMS states its mission as ensuring that “the
business of the United Nations is properly documented and the resulting records are managed efficiently



and effectively for as long as they are needed and, the United Nations archives are developed, preserved
and used”.

21. ARMS did not establish records management strategies as mandated to enable it to achieve its
objectives. Implementation strategies for compliant records systems may include: designing records
systems; training; converting to new records systems; setting standards and measuring compliance and
performance against them; determining retention periods and making decisions about which records have
continuing value. OCSS stated that the implementation strategies need to be undertaken by the business
owners in departments and offices, rather than by ARMS. OCSS remains of the view that strategic
planning for Secretariat-wide records management should be aggregated at a much higher level than
ARMS. ARMS has, to date, aligned its strategic planning with relevant enterprise-wide initiatives that
provide tools to end users to implement the standards and policies that ARMS promotes, such as the
Enterprise Content Management System led by the Office of Information and Communications
Technology (OICT) and other efforts of the Knowledge Management Working Group (Chaired by OICT),
Umoja, the Digital Signature Policy Working Group. Nevertheless, while business owners must
undertake the implementation strategies, ARMS must establish the strategies to be implemented.

22. A risk-based approach to records management would allow ARMS and records managers to
categorize and prioritize the records that they need to manage, focusing on areas with the greatest impact
and risks. Records of archival value would be identified in a systematic way, allowing ARMS to plan for
their long-term preservation and use. Over the long term, effective enterprise-wide risk management for
records management will increase cohesion in records management programmes throughout the United
Nations.

(2) OCSS should develop an enterprise-wide strategic planning process for records
management throughout the United Nations that will serve as basis to achieve its strategic
objectives with relation to archives and records management and determine appropriate
levels of records management staffing through the programme budget mechanisms.

OCSS accepted recommendation 2 and stated that ARMS will hold an internal strategic planning
workshop in mid-2012 as a first step. However, records management strategic planning must be
integrated into information management strategic planning. Information management as a
professional discipline is loosely defined and decentralized in the Secretariat. However, some
structures exist for enterprise-wide strategic planning for records management, including the
Information and Communications Technology (ICT) bodies. Strategic planning must be undertaken
through these bodies. ARMS has focused its efforts on the Working Group on Knowledge
Management, chaired by OICT Knowledge Management Service because OICT is responsible for
providing technologies to manage records. Therefore the success of strategic planning for records
management is linked to the success of the broader ICT and information/knowledge management
strategy, and this strategy is still in evolution. Recommendation 2 remains open pending receipt of
documentation on the enterprise-wide strategic planning process for records management.

23. Strategic records management will also facilitate systematic assessments of the departments and
offices for compliance. OCSS is of the view that ARMS should contribute specialized, substantive
expertise in information management assessments, but these should be conducted by an office which has,
as its core mandate, inspection and evaluation or audit. Inspection, evaluation or audit functions assess
compliance only periodically; managers of policy centres must monitor compliance, effectiveness and
impact of activities for which they are responsible.



24. ARMS could establish a baseline standard of records management and undertake risk-based
inspections to assess the effectiveness of records management practices, and to feed strategies to improve
compliance. OCSS noted that it does not have resources for inspections, but if resources permit, a more
systematic approach to targeted advisory services could be developed.

C. Records retention policy

Records retention schedules need to be developed by all departments and offices and implemented

25. Of the 28 departments and offices included in the Secretariat, only 11 have retention schedules
required by ST/SGB/2007/5; four additional departments and offices have only partially implemented
retention schedules. Additionally, departments and offices do not transfer their records systematically to
the United Nations archives as required. This might result in unauthorized destruction of records and
gaps in the institutional memory. In peacekeeping and political field missions, retention schedules are not
applied to substantive sections such as civil affairs, human rights or disarmament, demobilization and
reintegration, and related records are not transferred to the Records Management Units of the missions or
to ARMS.

26. ARMS took the lead in revising the retention policy for Records Common to all United Nations
offices (RCUN), in order to address records in the context of the 2008 Capital Master Plan move to swing
spaces. RCUN include paper records related to personnel, accounting, procurement, communications and
other common functions, but do not apply to electronic records. Full lifecycle (from creation to archival)
records management policies for web content and digital assets are under development. OCSS stated that
ARMS strategy for scheduling electronic records is to promote the inclusion of functional and technical
record-keeping requirements into information system designs to facilitate managing electronic records
through the life cycle. Business owners (i.e. departments and offices) will still need to develop retention
policies for electronic records. An enterprise-wide strategic planning process for records management, as
highlighted in recommendation no. 2, would provide reasonable assurance that ARMS policies and
procedures are followed throughout the lifecycle of a record.

D. Dissemination of best practices

Need to ensure sustainability of outreach activities

27. Within budgetary limits, ARMS undertook various training and outreach activities including e-
learning programmes. For example, ARMS in cooperation with Information Management Unit of the
Department of Peacekeeping Operations (DPKO), organized a four-day records management workshop
for DPKO field staff focusing on capacity building and practical guidance on records management.
Another example was a capacity building training in records management at the Economic Commission
for Africa (ECA), for which costs were absorbed by the ECA.

28. ARMS also assisted United Nations offices with archives and records management needs by
providing advice and assistance, ranging from developing and improving records management
programmes to selecting record-keeping systems and records management software. OCSS stated that the
workshop and other activities for peacekeeping missions are funded through the support account and are
included in the strategic framework as outputs. Further, in the context of limited resources in the current
environment, OCSS proposes to undertake outreach with programmes underway in the Department of
Management, Department of Public Information, DPKO.
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