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AUDIT REPORT
Security transition planning in UNAMI

I. BACKGROUND

1. The Office of Internal Oversight Services (OIOS) conducted an audit of United Nations
Assistance Mission for Iraq (UNAMI).

2. In accordance with its mandate, OIOS provides assurance and advice on the adequacy and
effectiveness of the United Nations internal control system, the primary objectives of which are to ensure
(a) efficient and effective operations; (b) accurate financial and operational reporting; (c) safeguarding of
assets; and (d) compliance with mandates, regulations, and rules.

3. The United States of America Force in Iraq (USF-I) had provided significant security and logistic
support to UNAMI since its establishment. This included security coverage for UNAMI compounds and
personnel for traveling within the red zone (a designated unsafe area). The United Nations offices in the
regions, which co-located with United States of America (USA) forward bases, depended on USF-I for
security, accommodation, logistics and life support systems. USF-I handled evacuation and relocation of
UNAMI personnel during emergencies and provided fuel and other logistics such as ground, air and sea
transport services to UNAMI on a cost-reimbursement basis. These security and logistical support
arrangements ceased when USF-I completed its withdrawal from Iraq in December 2011.

4. To establish the capacity of its own security and logistic operations, UNAMI was expected to
carry out a comprehensive planning exercise and complete transitioning to alternate security structures in
time for the cessation of USF-I support. There was no dedicated budget for security transition planning,
and three Mission components including the Offices of Chief Security Advisor, Mission Support and
Chief of Staff were expected to carry out the necessary security and logistical support planning. The
Security Management Team (SMT) headed by the Special Representative of the Secretary-General
(SRSG) and consisting of the United Nations Country Team was to provide strategic direction.

5. Comments provided by UNAMI are incorporated in italics.

II. OBJECTIVE AND SCOPE

6. The audit of security transition planning was conducted to assess the adequacy and effectiveness
of UNAMI’s governance, risk management and control processes in providing reasonable assurance
regarding the effective planning for security and logistical support operations following the
withdrawal of USF-I from Iraq.

7. This audit was included in the 2011 OIOS risk-based work plan due to the criticality of having
adequate security measures in place to safeguard United Nations personnel, premises and assets.

8. The key controls tested for the audit were: (a) risk management and strategic planning; (b) change
management programme; and (c) oversight mechanisms. For the purpose of this audit, OIOS defined
these key controls as follows:

(a) Risk management and strategic planning - controls that provide reasonable assurance
that security and logistical support risks were identified and assessed, and that actions were taken
to mitigate or anticipate risks.



(b) Change management programme - controls that provide reasonable assurance that new
security and logistical support measures were formally introduced and approved.

(©) Oversight mechanisms - controls that provide reasonable assurance that there was
adequate supervision and evaluation of security transition planning activities to ensure that threats
and opportunities were identified and appropriate actions were taken.

9. The key controls were assessed for the control objectives shown in Table 1.

10. OIOS conducted this audit from May 2011 to November 2011. The audit covered the period
from 1 January 2009 to 31 July 2011.

11. OIOS conducted an activity-level risk assessment to identify and assess specific risk exposures,
and to confirm the relevance of the selected key controls in mitigating associated risks. Through
interviews, analytical reviews and tests of controls, OIOS assessed the existence and adequacy of internal
controls and conducted necessary tests to determine their effectiveness.

III. AUDIT RESULTS

12. UNAMI’s governance, risk management and control processes examined were satisfactory in
providing reasonable assurance regarding effective planning for security and logistical support
operations following the withdrawal of USF-I from Iraq. In anticipation of the withdrawal of USF-I,
UNAMI carried out an internal security review and extensively consulted with all United Nations
agencies, funds and programmes and other stakeholders, and in 2009, a Headquarters Planning Team
made recommendations on the security and logistical support requirements. However, as of early 2012,
UNAMI needed to formalize a plan to ensure the remaining security measures were implemented
including the delivery of armoured vehicles, and the establishment of contracts for fuel, catering and
water supplies.

13. The initial overall rating was based on the assessment of key controls presented in Table 1 below.
The final overall rating is satisfactory, as management satisfactorily implemented the recommendation
made by OIOS.

Table 1: Assessment of key controls

Key controls Control objectives

Efficient and | Accurate Safeguarding | Compliance

effective financial and | of assets with

operations operational mandates,

reporting regulations
and rules

Effective planning | (a) Risk Partially Partially Partially Partially
for security and management and satisfactory satisfactory satisfactory satisfactory
logistical support | strategic planning

operations (b) Change
following the management
withdrawal of programme
USF-I from Iraq (c) Oversight
mechanisms

FINAL OVERALL RATING: SATISFACTORY




A. Risk management and strategic planning

Security and logistic planning

14. The Bilateral Security Agreement between Iraq and the USA signed in December 2008 required
USF-I to begin withdrawing from Iraq in January 2009 and complete the withdrawal by December 2011.
USF-I security and logistical support to UNAMI was expected to stop by mid-2011. Therefore, UNAMI
had from 1 January 2009 to mid-2011 to plan and take over its security and logistical operations from
USF-L.

15. In anticipation of the discontinuation of security and logistical support by the USF-I, UNAMI
carried out an internal security review from February to April 2009 and hosted an internal security
conference of all United Nations agencies, funds and programmes and other stakeholders in Amman from
28 to 30 April 2009 (Amman Conference). In addition, from 14 to 16 October 2009, a Planning Team
comprising of representatives from Departments of Field Support, Political Affairs, and Safety and
Security visited UNAMI to determine the impact of the withdrawal of USF-I and to develop options and
recommendations to address the needs of UNAMI. These initiatives identified alternative security
concepts of operations (CONOPS), as well as the required logistical arrangements.

16. An action plan to implement the recommendations of the Amman Conference and the
Headquarters Planning Team was not developed by UNAMI. Also, while a Strategic Security Planning
Unit was established in April 2011, prior to this, responsibilities for transitional planning were not clearly
assigned. There were also prolonged vacancies in critical positions including the Principal Security
Advisor. These issues impacted on the timely planning and implementation of security transition
measures.

17. The decision to establish hubs in Baghdad, Erbil, Kirkuk and Basra was made in March 2010. As
of mid-November 2011, while significant progress had been made to achieve security and self-sufficiency
in Baghdad and Erbil, there were delays in establishing the required security structures for Kirkuk and
Basra. For Basra, the Government allocated premises to the Mission at the end of November 2011. A
suitable permanent location for its offices in Kirkuk was yet to be identified. UNAMI informed OIOS that
it experienced considerable difficulty in identifying suitable land in both locations with the Government
of Iraq being slow or sometimes refusing requests.

18. For security providers, a number of options such as using Member States’ guards, host
government security forces, private companies or a combination thereof were discussed in 2009 and 2010
by the SMT. The final decision was made in April 2011, and security risk assessments of UNAMI
compounds were finalized in July to December 2011. The Country Security Plan was completed on 4
August 2011. Also, Guard Units were deployed to Baghdad and Kirkuk offices in September 2011 and to
the Basra office in November 2011.

19. Nonetheless, additional security and logistical arrangements still needed to be finalized. This
included the procurement of critical equipment such as armoured vehicles, electronic counter measures
equipment, and communications equipment. For example, the procurement of two armoured ambulances
was at the early stage of the procurement process, and three armoured buses ordered during 2011 would
not be available before June 2012, and 25 armoured vehicles received in 2011 were yet to be deployed
pending installation of electronic counter measures equipment and communication equipment. In Basra,
against 23 armoured vehicles required, seven vehicles had been delivered and the remaining 16 were
awaiting delivery.



20. Logistical support contracts such as fuel, catering and water suppliers for Baghdad International
Airport, Kirkuk and Basra were not yet completed. For fuel, pending the establishment of a longer-term
contract for services, the Office of Mission Support was using short-term contracts which were not
competitive, including a short-term contract valued at $1.98 million, entered into in June 2011 without
competitive bidding.

(1) UNAMI should identify those security related tasks that are necessary, and formalize a
plan to implement the remaining activities within established timelines. Responsibilities
for implementation of activities should be documented to facilitate monitoring and control.

UNAMI accepted recommendation 1 and stated that certain outstanding security related tasks
necessary to establish complete self-reliance by 15 November 2011 were outstanding, due to
the extrinsic administrative and bureaucratic challenges faced with the transition from USF-1
managed security and administrative controls to full Iraq sovereignty. UNAMI had established
an action plan with clear tasks and responsibilities to ensure the timely implementation of the
outstanding tasks. Where challenges had delayed the implementation of the permanent
solutions, UNAMI had enacted interim measures to ensure operational capacity for continued
programme execution. Based on OIOS’ review of the UNAMI action plan, as well as
assurances from management that interim mitigating measures were being taken when the
implementation was unexpectedly delayed, recommendation 1 has been closed.

Reliance on Iraqgi security forces

21. UNAMI was concerned about the capability and reliability of the Iraqi security forces to protect
the United Nations. The Amman Conference recommended that Iraqi security forces should be engaged
for six months to assess their capabilities. The SMT subsequently decided in March 2010 that rigorous
and continuous assessment of Iraqi security forces capabilities was required. However, these assessments
were not done, as UNAMI did not have a mandate to formally assess the Iraqi security forces. Instead,
UNAMI ensured that the Iraqi security forces assumed security responsibilities only after a six-day patrol
of the middle ring that was done jointly with USF-I, as familiarization training.

B. Change management programme

Security risk assessment of United Nations compounds

22. DSS’ endorsement memorandum of the security risk assessments of Baghdad International
Airport and Erbil compounds stipulated that prior to transfer of security to Iraqi forces, a new security risk
assessment should be done. The security risk assessments of United Nations compounds in the Baghdad
International Airport Forward Base, the Baghdad International Zone and Erbil, previously completed
between May and November of 2010, were not updated prior to the transfer of security to the Iraqi
security forces.

23. Since the transfer, adequate action has been taken. Security risk assessments of Baghdad
International Zone, Baghdad International Airport and Erbil have been completed and endorsed by DSS
between October and December 2011. Also, security risk assessments for two additional accommodations
in Baghdad International Airport for Ashraf operations were also completed and endorsed by DSS in
January 2012.



Arabic speaking military, police and security officers

24. Arabic speaking military, police and security officers were required for the effective transfer of
security from USF-I to the Iraqi security forces and thereafter. As of June 2011, only two of 16 military
advisors were Arabic speaking. Also, only a few of the UNAMI Security Section’s international staff
spoke Arabic. UNAMI has since taken measures with two of eight military advisors and three of five
police advisors now speaking Arabic. The terms of reference for military advisors were being revised to
ensure an increase in Arabic speakers. UNAMI also endeavoured to increase the number of Arab
speaking staff assigned to the Security Section, and advised that the process will be gradual, in line with
contract expiration.

C. Oversight mechanism

Oversight structures established to supervise and evaluate the security transition planning activities

25. Early in 2011, the SRSG started holding weekly security planning meetings involving the Chief
of Staff, the Chief Security Advisor, the Chief of Mission Support and Deputy SRSGs, in which progress
against the draft security CONOPS implementation was reviewed. Also, from January 2011, activities in
support of security transition were regularly discussed in the Chief of Staff’s coordination meetings. A
weekly video conference hosted by DFS and involving UNAMI Office of Mission Support started in
February 2011 to oversee the progress of implementation of the Headquarters Planning Team
recommendations. The Strategic Security Planning Unit established a monitoring matrix in April 2011 to
update senior managers on the key implementation actions in progress. OIOS views these arrangements
as satisfactory.

IV. ACKNOWLEDGEMENT

26. OIOS wishes to express its appreciation to the Management and staff of UNAMI for the
assistance and cooperation extended to the auditors during this assignment.

Ms. Fatoumata Ndiaye, Director
Internal Audit Division, OIOS
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