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AUDIT REPORT 

Audit of the mail operations at UNOG 

I. BACKGROUND 

1. The Office of Internal Oversight Services (OIOS) conducted an audit of the mail operations at the 
United Nations Office at Geneva (UNOG). 

2. In accordance with its mandate, OIOS provides assurance and advice on the adequacy and 
effectiveness of the United Nations internal control system, the primary objectives of which are to ensure 
(a) efficient and effective operations; (b) accurate financial and operational reporting; (c) safeguarding of 
assets; and (d) compliance with mandates, regulations and rules.  

3. The administration and maintenance of mail and distribution services at UNOG is the 
responsibility of the Mail Operations Unit, which reports to the Operations Support Unit, UNOG Central 
Support Services (CSS).  Mail operations involve taking care of the daily official mail by means of postal 
dispatch, diplomatic pouch or special courier services, and their distribution in Palais des Nations and the 
annexed buildings.  UNOG mail operations are also used as dispatch platform/hub for diplomatic pouches 
coming from New York and other locations with a final destination in Europe and Africa. 

4. Operational information on UNOG mail operations is presented in Table 1. 

Table 1: Operational information on UNOG mail operations from 2009 to 2011 

Activity Indicators  2009 2010 2011
Diplomatic Pouch Total export in kg 265,180 255,011 247,219 
Mail Dispatch Total kg 95,490 78,686 105,419 
Payments to Suppliers Total in US$ 4,033,388 3,298,670 3,847,060 

Source: UNOG Operations Support Unit 

5. All mail transactions except for the incoming non-registered mails are recorded either by the 
client entities having an account or by the UNOG mail operations staff in a database called MailOps, a 
system developed by contracted consultants specifically for UNOG and maintained by the UNOG 
Information and Communication Technology Service (ICTS).  This database is used to ensure proper 
follow-up of mail or when clients need information about their mail.  The data held in the system is also 
used as the basis to charge for the services for all entities not covered by the UNOG Regular Budget (RB) 
for diplomatic pouch and mailing services.  From 2009 to 2011, approximately $5.2 million was charged 
to the UNOG RB and approximately $6.7 million was charged to other entities. 

6. UNOG uses three different suppliers for mail services: Supplier A (for diplomatic pouches); 
Supplier B (for special courier services); and Supplier C (for normal and registered mails). In addition to 
these service suppliers, UNOG undertakes separate bidding exercises for special pouches, used for urgent 
cases, unusual destinations and oversized packages.

7. The Mail Operations Unit comprises 39 staff (1 Professional (P) P-2 and 38 General Service (GS) 
staff), reporting to the Chief of Operations Support Unit (P-4).  Out of these 39, two are extra-budgetary 
funded staff. 

8. Comments provided by UNOG are incorporated in italics.   
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II. OBJECTIVE AND SCOPE 

9. The audit was conducted to assess the adequacy and effectiveness of UNOG’s governance, risk 
management and control processes in providing reasonable assurance regarding the effective 
management of mail operations.  

10. The audit was included in the 2011 IAD risk-based work plan for UNOG as it is a high-risk area 
in terms of security, due to the constant traffic of mail, packages and bags coming from the outside, high 
financial value of payments to suppliers, as well as credibility and reputation, since UNOG also services 
other UN entities under interagency arrangements. In addition, the mail operations had not been 
previously audited. 

11. The key controls tested for the audit were: (a) performance monitoring; (b) disaster recovery and 
business continuity plans; and (c) regulatory framework.  For the purpose of this audit, OIOS defined 
these key controls as follows:  

(a) Performance monitoring - controls that provide reasonable assurance that metrics are 
established and appropriate to measure the efficiency and effectiveness of operations; metrics are 
prepared in compliance with rules and are properly reported on; and metrics are used to manage 
operations appropriately.  

(b) Disaster recovery and business continuity plans - controls that provide reasonable 
assurance that mail operations can withstand crises and continue to operate within a reasonable 
timeframe.  

(c) Regulatory framework - controls that provide reasonable assurance that policies and 
procedures exist to guide the mail operations activities and safeguard resources, and that actions 
and decisions are in compliance with laws, regulations and contracts.  

12. The key controls were assessed for the control objectives shown in Table 2.  

13. OIOS conducted this audit from October 2011 to March 2012.  The audit covered the period from 
1 January 2009 to 31 October 2011. 

14. OIOS conducted an activity-level risk assessment to identify and assess specific risk exposures, 
and to confirm the relevance of the selected key controls in mitigating associated risks.  Through 
interviews, analytical reviews and tests of controls, OIOS assessed the existence and adequacy of internal 
controls and conducted necessary tests to determine their effectiveness. 

III. AUDIT RESULTS 

15. UNOG’s governance, risk management and control processes that were examined were assessed 
as partially satisfactory in providing reasonable assurance regarding the effective management of mail 
operations.  OIOS made three recommendations to address the issues identified in the audit.   

16. Performance monitoring of mail operations was adequate, including close supervision of the 
activities, controls over the services provided by external providers, client feedback mechanisms and 
statistical reporting.  Business continuity and disaster recovery procedures for mail operations existed and 
were planned to be formally documented in the UNOG Business Continuity Plan, which was being 
developed at the time of the audit.  Regarding the regulatory framework, adequate controls were in place 
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for invoice verification and billing.  Areas where further improvements were needed included: the 
procurement for special pouches, which was not conducted in accordance with the UN Procurement 
Manual; mechanisms to ensure that staff have adequate awareness of the security risks related to mail 
operations; and appropriate access controls to all locations where mail and packages are stored.  UNOG 
decided to establish a framework agreement for special pouches in accordance with the UN procurement 
principles and is finalizing a statement of work for this purpose. UNOG also indicated that it would 
establish a programme for increasing the awareness of mail operations staff to security risks and 
conduct, in close collaboration with the UNOG Security and Safety Service (UNOG SSS), an overall 
review of the adequacy of access control and security systems at all locations where mail and packages 
are stored. A memo had been sent to UNOG SSS in this regard.  

17. The initial overall rating was based on the assessment of key controls presented in Table 2 below.  
The final overall rating is partially satisfactory as implementation of three important recommendations 
remains in progress. 

Table 2: Assessment of key controls 

Control objectives 

Business  
objective 

Key controls Efficient and 
effective 

operations 

Accurate 
financial and 
operational 
reporting 

Safeguarding 
of assets 

Compliance 
with 

mandates, 
regulations 
and rules 

(a) Performance 
monitoring  

Satisfactory Satisfactory Partially 
satisfactory  

Satisfactory 

(b) Disaster 
recovery and 
business continuity 
plans 

Satisfactory Satisfactory Partially 
satisfactory

Satisfactory 

Effective 
management of 
mail operations  

(c) Regulatory 
framework 

Partially 
satisfactory 

Satisfactory Partially 
satisfactory

Partially 
satisfactory 

FINAL OVERALL RATING:  PARTIALLY SATISFACTORY

A. Performance monitoring

Performance monitoring of mail operations was adequate

18. UNOG Mail Operations Unit monitored performance through close supervision of the activities 
and controls over the services provided by external providers.  Client feedback was formally sought 
through client satisfaction surveys administered by the UNOG Division of Administration.  For 
diplomatic pouch services, an e-mail box for addressing service users’ concerns had been put in place.  
Accurate statistics for the mail operations activities were produced quarterly for management information 
and business analysis purposes.  Additional activities underway to further improve performance 
monitoring included a new IT system called “MailTrace” for tracking items sent via internal mail and 
documentation of the performance monitoring system in a Standard Operating Procedure. 
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B. Disaster recovery and business continuity plans 

Business continuity and disaster recovery procedures for mail operations were adequate

19. UNOG implemented adequate steps to keep the mail operations activity going in case of 
unforeseen staff absences, including through an annual planning calendar, a daily attendance and leave 
recording system, and staff absence back-up arrangements for both supervisory and other levels.  UNOG 
Information and Communication Technology Service (ICTS) maintained a dedicated server with a 
MailOps application replica and a separate database to mitigate the risks from a potential system 
breakdown and to enable access to the records with minimal interruption.  In addition, ICTS was taking 
daily data backups of the production database and storing them in multiple places in different physical 
locations.  UNOG was in the process of developing its Business Continuity Plan, which would include 
mail operations. 

C. Regulatory framework 

Non-compliance with the general UN procurement principles for the procurement for special pouch 
services needed to be addressed

20. Special pouches at UNOG are not covered by the long-term agreement for diplomatic pouch 
services.  There are 99 destinations in the regular pouch schedule while 72 other destinations may be 
requested by UNOG clients on an ad-hoc basis.  Each special pouch shipment is unique in terms of 
weight, dimension, urgency and destination. Therefore, UNOG had adopted the use of low value 
procurement in the selection of a vendor for each ad-hoc shipment for several years.  Mail operations staff 
conducted competitive bidding processes for the special pouch services and worked only with service 
suppliers registered in the UN Global Market Place.  Quotes had been requested from at least three 
vendors and the one providing the lowest price had been selected.  Segregation of duties was maintained 
in the process between different staff of the unit.  In addition, UNOG had between 2009 and 2011 always 
worked with at least three different suppliers. 

21. However, the low value procurement should not be applicable for the frequent procurement of 
special pouch services as the Guidelines and Procedures for Processing Low Value Procurement at 
UNOG, rev. 1 dated 18 October 2010 clearly specify that it is for the purpose of “single, one-time 
purchases”. Given the total annual volume of the procurement for special pouches, i.e., an average of over 
CHF 370,000 ($405,000) over the period from 2009-2011, and the recurring nature of the transactions, 
UNOG should consider the option of a systems contract.  

(1) UNOG should undertake procurement for special pouch services in accordance with 
general United Nations procurement principles. 

UNOG accepted recommendation 1 and stated that it had commenced the process of putting in place 
arrangements for undertaking procurement for special pouch services that are in accordance with 
the general United Nations procurement principles. It took a decision in March 2012 to establish a 
framework agreement with a vendor to be selected in accordance with the UN procurement 
procedures.  To this end a statement of work is being finalized and will be transmitted to 
Procurement shortly.  In addition, UNOG put in place interim measures to handle the procurement 
for special pouches until the establishment of the framework agreement.  This included, inter alia, 
the need to undertake a regular requisition for all procurement above $10,000 and to obtain the 
approval by the Chief, CSS of vendor selection through Request for Quotations for all procurement 
with an expected cost between $4,000 and $10,000. Recommendation 1 remains open pending 
finalization of the framework agreement for special pouches.





A
N

N
E

X
 I

 

ST
A

T
U

S 
O

F
 A

U
D

IT
 R

E
C

O
M

M
E

N
D

A
T

IO
N

S 

A
ud

it
 o

f 
th

e 
m

ai
l o

pe
ra

ti
on

s 
at

 U
N

O
G

 

R
ec

om
. 

no
. 

R
ec

om
m

en
da

ti
on

 
C

ri
ti

ca
l1 / 

im
po

rt
an

t2
C

/ 
O

3
A

ct
io

ns
 n

ee
de

d 
to

 c
lo

se
 r

ec
om

m
en

da
ti

on
 

Im
pl

em
en

ta
ti

on
 

da
te

4

1 
U

N
O

G
 s

ho
ul

d 
un

de
rt

ak
e 

pr
oc

ur
em

en
t f

or
 

sp
ec

ia
l p

ou
ch

 s
er

vi
ce

s 
in

 a
cc

or
da

nc
e 

w
it

h 
ge

ne
ra

l U
ni

te
d 

N
at

io
ns

 p
ro

cu
re

m
en

t 
pr

in
ci

pl
es

. 

Im
po

rt
an

t 
O

 
C

on
fi

rm
at

io
n 

of
 th

e 
fi

na
liz

at
io

n 
of

 th
e 

fr
am

ew
or

k 
ag

re
em

en
t f

or
 s

pe
ci

al
 p

ou
ch

es
 

31
 M

ar
ch

 2
01

3 

2 
U

N
O

G
 s

ho
ul

d 
in

cr
ea

se
 th

e 
aw

ar
en

es
s 

of
 

m
ai

l o
pe

ra
tio

ns
 s

ta
ff

 to
 m

an
ag

in
g 

se
cu

ri
ty

 
ri

sk
s 

re
la

te
d 

to
 m

ai
l o

pe
ra

tio
ns

. 

Im
po

rt
an

t 
O

 
Su

bm
is

si
on

 to
 O

IO
S 

of
 d

et
ai

ls
 o

f 
th

e 
se

cu
ri

ty
 r

is
k 

aw
ar

en
es

s 
pr

og
ra

m
m

e 
fo

r 
m

ai
l o

pe
ra

tio
ns

 s
ta

ff
 

31
 M

ar
ch

 2
01

3 

3 
U

N
O

G
 s

ho
ul

d 
in

st
al

l a
de

qu
at

e
ac

ce
ss

 
co

nt
ro

ls
 a

nd
 s

ec
ur

it
y 

sy
st

em
s 

at
 u

ns
ec

ur
ed

 
lo

ca
ti

on
s 

w
he

re
 m

ai
l a

nd
 p

ac
ka

ge
s 

ar
e 

st
or

ed
. 

Im
po

rt
an

t 
O

 
Su

bm
is

si
on

 to
 O

IO
S 

of
 d

oc
um

en
ta

tio
n 

sh
ow

in
g 

th
at

 a
de

qu
at

e 
ac

ce
ss

 c
on

tr
ol

s 
an

d 
se

cu
ri

ty
 s

ys
te

m
s 

ha
ve

 b
ee

n 
pu

t i
n 

pl
ac

e 
fo

r 
un

se
cu

re
d 

lo
ca

ti
on

s 
w

he
re

 m
ai

l a
nd

 
pa

ck
ag

es
 a

re
 s

to
re

d 

31
 M

ar
ch

 2
01

3 

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

1  C
ri

ti
ca

l r
ec

om
m

en
da

ti
on

s 
ad

dr
es

s 
si

gn
if

ic
an

t a
nd

/o
r 

pe
rv

as
iv

e 
de

fi
ci

en
cy

 o
r 

w
ea

kn
es

s 
in

 g
ov

er
na

nc
e,

 r
is

k 
m

an
ag

em
en

t o
r 

in
te

rn
al

 c
on

tr
ol

 p
ro

ce
ss

es
, s

uc
h 

th
at

 
re

as
on

ab
le

 a
ss

ur
an

ce
 c

an
no

t b
e 

pr
ov

id
ed

 r
eg

ar
di

ng
 th

e 
ac

hi
ev

em
en

t o
f 

co
nt

ro
l a

nd
/o

r 
bu

si
ne

ss
 o

bj
ec

tiv
es

 u
nd

er
 r

ev
ie

w
. 

2  I
m

po
rt

an
t r

ec
om

m
en

da
tio

ns
 a

dd
re

ss
 im

po
rt

an
t d

ef
ic

ie
nc

ie
s 

or
 w

ea
kn

es
se

s 
in

 g
ov

er
na

nc
e,

 r
is

k 
m

an
ag

em
en

t o
r 

in
te

rn
al

 c
on

tr
ol

 p
ro

ce
ss

es
, s

uc
h 

th
at

 r
ea

so
na

bl
e 

as
su

ra
nc

e 
m

ay
 b

e 
at

 r
is

k 
re

ga
rd

in
g 

th
e 

ac
hi

ev
em

en
t o

f 
co

nt
ro

l a
nd

/o
r 

bu
si

ne
ss

 o
bj

ec
ti

ve
s 

un
de

r 
re

vi
ew

.
3  C

 =
 c

lo
se

d,
 O

 =
 o

pe
n 

 
4  D

at
e 

pr
ov

id
ed

 b
y 

U
N

O
G

 in
 r

es
po

ns
e 

to
 r

ec
om

m
en

da
tio

ns
 


