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AUDIT REPORT

Audit of the acquisition of information and communications technology (ICT)
equipment, software and services for peacekeeping operations

I. BACKGROUND

1. The Office of Internal Oversight Services (OIOS) conducted an audit of the acquisition of
information and communications technology (ICT) equipment, software and services for peacekeeping
operations.

2. In accordance with its mandate, OIOS provides assurance and advice on the adequacy and
effectiveness of the United Nations internal control system, the primary objectives of which are to ensure:
(a) efficient and effective operations; (b) accurate financial and operational reporting;
(c) safeguarding of assets; and (d) compliance with mandates, regulations, and rules.

3. In accordance with its mandate, the Department of Field Support, through its Information and
Communications Technology Division (DFS/ICTD), provides global ICT services to field operations and
supports the Office of Information and Communications Technology (OICT) in: (i) Establishing ICT
architecture and standards; (ii) Planning and implementing major infrastructure improvements for field
operations; (iii) Implementing and supporting Organization-wide applications and major shared field
applications; (iv) Providing centralized ICT project management support; (v) Coordinating disaster
recovery and business continuity planning for the field; (vi) Reviewing and approving ICT field budget
submissions; and (vii) Maintaining strategic oversight of the enterprise data centres and major
communications facilities, including review and approval of strategic directions. DFS/ICTD plans global
ICT initiatives and acquisitions of common hardware and software requirements of the peacekeeping
missions (missions) by establishing systems contracts and ICT standards. The Procurement Division (PD)
of the Department of Management (DM) undertakes the solicitations of these requirements.

4. The Communications and Information Technology Sections (CITS) in field missions define the
specifications of their ICT requirements in accordance with the delegation of authority instructions issued
by the Controller. The solicitations of these requirements are processed by Procurement Section in each
mission.

5. The total ICT expenditures of the 15 active missions for the financial year 2010-2011 was $342.8
million, of which $110.7 million related to information technology and $232.1 million related to
communications. Detailed information about ICT expenditure of the missions was extracted from the
Fund Monitoring Tool, as shown in Annex II.

6. Comments provided by DFS, OICT and PD are incorporated in italics.

II. OBJECTIVE AND SCOPE

7. The audit was conducted to assess the adequacy and effectiveness of the governance, risk
management and control processes established by DFS to provide reasonable assurance regarding the
effectiveness of planning and acquisition of ICT equipment, software and services for peacekeeping
operations.



8. The audit was selected because of the value and critical need of ICT operations in peacekeeping
missions.

9. The key controls tested for the audit were: (a) mandates and delegation of authority; (b) needs
assessment; and (c) regulatory framework. For the purpose of this audit, OIOS defined these key controls
as follows:

(a) Mandates and delegation of authority - controls that provide reasonable assurance on
the clarity of the authority, roles and responsibilities of DFS, ICTD and other concerned
departments.

(b) Needs assessment - controls that provide reasonable assurance that there is a proper
assessment of needs to ensure that DFS has sufficient capacity to support peacekeeping
operations.

(©) Regulatory framework - controls that provide reasonable assurance that policies and
procedures exist to guide the acquisition of ICT equipment, software and services of the
peacekeeping missions.

10. The key controls were assessed for the control objectives shown in Table 1.

11. OIOS conducted the audit from 9 June 2011 to 1 February 2012. The audit covered the period
from January 2008 to September 2011.

12. OIOS conducted an activity-level risk assessment to identify and assess specific risk exposures,
and to confirm the relevance of the selected key controls in mitigating associated risks. Through
interviews, analytical reviews and tests of controls, OIOS assessed the existence and adequacy of internal
controls and conducted necessary tests to determine their effectiveness.

III. AUDIT RESULTS

13. The governance, risk management and control processes established by DFS were partially
satisfactory in providing reasonable assurance regarding the effectiveness of planning and acquisition
of ICT equipment, software and services for peacekeeping operations. OIOS made seven
recommendations to address issues identified in the audit. DFS defined ICT standards and established
systems contracts for the common requirements of missions and reviewed their ICT acquisitions to ensure
local investments are not in conflict with the global initiatives. However, by not consistently documenting
the comparison of alternative products for standardization and not collecting missions’ feedback about the
systems contracts, DFS may not achieve most suitable equipment and software for the missions’
requirements. Additionally, DFS included some non-standard items into systems contracts without
competitive bidding.

14. The initial overall rating was based on the assessment of key controls presented in Table 1 below.
The final overall rating is partially satisfactory as implementation of six important recommendations
remains in progress.



Table 1: Assessment of key controls

Control objectives
Ii
Efficient and Accurate Convlgtll?nce
Business objective Key controls . financial and | Safeguarding
effective . mandates,
. operational of assets .
operations reportin regulations
P g and rules
Effective planning | (a) Mandates and Partially Partially Partially Partially
and acquisition of | delegation of satisfactory satisfactory satisfactory satisfactory
ICT equipment, authority
software and (b) Needs Partially Partially Partially Partially
services assessment satisfactory satisfactory satisfactory satisfactory
(c) Regulatory Partially Partially Partially Partially
framework satisfactory satisfactory satisfactory satisfactory
FINAL OVERALL RATING: PARTIALLY SATISFACTORY
A. Mandates and delegation of authority
15. The procurement of ICT equipment, software and services is regulated by the Controller’s

instructions on delegation of procurement authority, dated 23 January 2008. These instructions define
two types of ICT requirements, as follows:

@) Special Requirements: For reasons of standardization, economies of scale and global
multi-year systems contracts, the procurement of ICT hardware and software is
considered as “special requirements” and conducted by PD on the basis of specifications
defined by DFS, usually through the establishment of systems contracts; and

(i1) Core Requirements: Cabling and wiring, cellular phone services, land-line telephone,
data services and Internet services are considered as "core requirements". These
requirements pertain to goods and services that by their nature lend themselves to local
procurement and are not covered by the contracts established at United Nations
Headquarters (UNHQ).

Missing contract number information from purchase order records

16. Missions are authorized to use the systems contracts established by UNHQ whenever the required
ICT equipment, software and services are available in these contracts, without requiring a technical
review or approval of DFS. There were 38 active systems contracts as of December 2011.

17. ICT equipment, software and services not covered by systems contracts are subject to local
procurement, which is regulated on the basis of thresholds defined for categories of goods and services. In
those cases where the amounts exceed the thresholds, missions request a local procurement authority
(LPA) from PD. LPA requests are also reviewed by DFS from a technical perspective to avoid conflicts
with other departmental initiatives and to ensure that the required equipment, software and services are
not available in any existing systems contract.

18. OIOS analyzed the distribution of ICT spending for a representative sample of missions’
purchases. Approximately 70 per cent of the sampled ICT expenditure was incurred using systems



contracts and approximately five per cent was incurred using local contracts. The nature of the remaining
25 per cent of the ICT expenditure could not be determined because the “Contract Number” field was not
populated in the corresponding purchase orders recorded in Mercury (see Table 2 below).

Table 2: CITS spending distributed across contract types

No contract
UNHQ contracts information Local contracts
recorded
MINUSTAH $3,347,266.36 $2,719,104.27 $1,231,136.20
UNAMID 43,239,845.12 11,331,539.85 0
UNLB 10,269,987.56 8,617,737.69 2,071,174.10
UNMIL 3,221,649.53 1,324,414.16 340,899.52
UNMIS 15,525,599.32 2,892,690.98 1,212,408.54
UNOCI 5,377,788.48 1,676,449.96 370,855.87
UNMIK 1,585,658.49 385,772.95 255,284.29
Total $82,567,794.86 $28,947,709.86 $5,481,758.52
% 70.57 % 24.74% 4.69%
19. In some cases, purchase orders contained information about the contract number in the field

“Description”. However, since the format of this field is “free-text”, it is not possible to automatically
extract contract number information and monitor the compliance with pre-defined thresholds. In the
absence of contract number information in the purchase order records, OIOS could not verify that the
delegation of authority thresholds, LPA requirements and “Not to exceed” amounts of the contracts were
complied with. This also prevents Missions from ensuring the referential integrity of procurement data
during data migration from Mercury to Umoja.

(1) The Department of Field Support should establish clear procedures for the missions to
populate the contract number field in Mercury for the purchase orders that were issued
against contracts.

DFS accepted recommendation 1 and stated that it will reinforce the procedures to field missions in
this regard. Recommendation 1 remains open pending receipt of adequate procedures established in
this regard.

Lack of approval by DFES of the ICT procurement activities performed in the new Regional Procurement
Office

20. DFS has recently developed a field support strategy and established a Regional Service Centre in
Entebbe. One of the objectives of this strategy was to streamline the procurement of goods and services
for the East and Central African Missions. Regional Procurement Office in Entebbe, reporting directly to
PD, has the mandate to: (i) consolidate the requirements of peacekeeping missions in the region into
regional systems contracts; (ii) conduct combined solicitations; and (iii) provide stand-by acquisition
capability for missions’ start-up.

21. The “Procedure of delegated procurement authority for ICT hardware and software” (Controller’s
instructions dated 23 January 2008) was put in place before the establishment of the Regional
Procurement Office. This procedure established thresholds for the missions’ local purchases of non-
standard ICT hardware and software, requiring the technical review and recommendation of DFS to
ensure alignment with the departmental initiatives and strategies. According to this procedure, missions
should request a LPA, involving technical review by DFS and approval by PD, for purchases exceeding



$5,000 for ICT software and $30,000 for non-standard ICT hardware. However, with the establishment of
the Regional Procurement Office, the procurement activities of the East and Central African missions
have been transferred to this office. Under this new structural arrangement, the alignment of regional ICT
procurement with the ICT initiatives of DFS was not addressed because the delegation of procurement
authority for ICT hardware and software (i.e. special requirements) does not require the technical review
by DFES of the ICT requisitions submitted to the Regional Procurement Office.

(2) The Department of Field Support (DFS) should, in coordination with the Assistant
Secretary-General of Office of Central Support Services, Department of Management
(OCSS/DM), update the delegation of authority issued to the missions with the
requirement to obtain the approval of DFS on all ICT requisitions submitted to the
Regional Procurement Office in Entebbe.

DFS accepted recommendation 2 and stated that DFS will liaise with OCSS/DM as required, to
determine the most appropriate method of addressing technical clearance procedures as related
to the delegation of procurement authority. Recommendation 2 remains open pending receipt of
appropriate procedures for the delegation of procurement authority for ICT hardware and
software.

B. Needs assessment

ICT contracts were renewed without considering feedback from missions

22. Requisitioners are responsible for the ongoing monitoring and review of vendors’ performance.
All the systems contracts used by DFS/ICTD during the period 2008 to 2012 exceeded the limit of
$200,000 and therefore required annual performance reports according to the Procurement Manual. OIOS
reviewed a sample of ICT systems contracts which were extended. While the users of these contracts
were located both at UNHQ and in the missions, only DFS/ICTD prepared vendor performance reports.
The missions had not been involved in the evaluation of vendors’ performance with the submission of
periodic performance reports.

(3) The Department of Field Support should establish procedures for obtaining annual vendor
performance reports from the missions that have utilized ICT equipment, software and
services through established systems contracts.

DFS accepted recommendation 3 and stated that it has procedures in place to request and review
vendor performance on a regular basis. However, DFS/ICTD will formalize such procedures
through an annual review of all established systems contracts. Recommendation 3 remains open
pending receipt of the procedure established by DFS/ICTD to involve missions in annual review of
all established systems contracts.

C. Regulatory framework

Lack of market analysis to support standardization cases initiated by ICTD

23. The United Nations Financial Regulations and Rules (FRR) require that procurement contracts
shall be awarded on the basis of effective competition. One of the exceptions to use competitive bidding
is when certain requirements have been standardized (Financial Rule 105.16.(a).(ii)). The Procurement
Manual defines standardization as ‘“Procurement on an exclusive basis of a single brand of product or
service or procurement from a sole source provider”. OICT manages the standardization process.



DFS/ICTD utilized standards in the majority of its ICT procurement activities. During the period January
2008 - September 2011, 42 per cent of ICTD spending was concentrated on 11 contracts, which were
awarded without competitive bidding on the basis of standardization. The list of these contracts and the
distribution of ICTD spending are shown in Annex III.

24. The standardization procedure established by OICT requires the comparison of technical features
and economic benefits of the standardized products against other alternative products in the same
category. OIOS reviewed a sample of standardization cases initiated by ICTD (Table 3) and noted that in
nine of the 12 cases (75 per cent) examined, the standardization process was not based on technical and
market analysis comparing alternative products.

Table 3: ICTD standardization that are not compared with alternative products

Standardized product Remarks
1 | Motorola VHF/UHF Radio Equipment No comparison with alternatives
2 | Ringmaster Call Accounting System No comparison with alternatives
3 | Cisco Video Conferencing Systems No comparison with alternatives
4 | Stonegate Firewall Product Family No comparison with alternatives
5 Vovici EFM, web based survey tool No comparison with alternatives
6 | HP Operations Manager No comparison with alternatives
7 | Rohn Communication Towers No comparison with alternatives
8 | HP Enterprise Virtual Array No comparison with alternatives
9 | Cognos Business Intelligent Family No comparison with alternatives
10 | Blue Coat Web Proxy Technical comparison with alternatives exists
11 | Websense Technical comparison with alternatives exists
12 | Orbus — IServer Technical comparison with alternatives exists

(4) The Department of Field Support should ensure that ICT standards are consistently
supported by technical and economic reviews comparing alternative products.

DFS accepted recommendation 4 and stated that DFS followed the procedures in place at the time
of initiating the standardization cases. The authority for approval of these cases rests with OICT.
As OICT has recently updated the standardization forms and procedures, DFS will implement the
recommendation for new and extended standardization cases in accordance with the updated OICT
procedures. Recommendation 4 remains open pending receipt of satisfactory documentation of the
technical comparison with alternatives for any new or extended standardization cases.

ICT standards extended without adequate justification

25. The procedures established by OICT for the extension of ICT standards did not require justifying
the functional, technical, operational and economic necessity for the products. Therefore, ICT standards
could be extended several times without due consideration of changed market conditions and new
alternative products that might have become available since the original establishment of the standards.

26. Table 4 shows long term ICT standards which were proposed by DFS and extended without
market analysis. DFS explained that these standards were extended because of the existing investment
made in the standardized products. PD explained that the terms of the contracts of these standardized
products were extended on the basis of requests made by the requisitioners, and aligned with the
expiration date of the underlying ICT standards, whenever possible. In OIOS’ opinion, the existence of
investments made in ICT products should not preclude periodic market analysis of alternative products to



confirm that existing standards continue to represent the best value for money to the Organization. (See
recommendation 6).

Table 4: Examples of long term ICT standards extended without market analysis

Standard Start date Extended until
Motorola VHF/UHF Radio Equipment 2001 2016
Ringmaster Call Accounting System 2005 2014
Environmental Systems- Geographic information systems Vector Software 2006 2014
Stonegate Firewall Product Family 2004 2013
Vovici EFM, web based survey tool 2008 2014
Rohn Communication Towers 2005 2015

Inadequate standardization of families of products

217. ICT companies usually categorize their products under “product families” for the purpose of
cataloging and grouping products of similar purpose. OIOS observed that 35 out of 81 (43 per cent) of the
ICT standardization cases refer to product families of a vendor but did not include explicit names of the
products.

28. Vendors often change the name and content of their product families throughout the years.
Therefore, ICT standards based on product families are exposed to the risk of having products that do not
address the needs and interest of the Organization, or are even in conflict with other existing ICT
standards.

29. For example, the documentation of the ICT standard “Symantec Enterprise Storage and Server
Management product families” does not contain description of the covered products. Furthermore, this
product family name does not match with the product family names listed in the vendor’s web site,
making it difficult to identify whether a product of this vendor is covered within any ICT standard.

30. Similarly, the documentation of the ICT standard ‘“Microsoft Office Product Family” included a
reference to the applications Word, Excel and PowerPoint. However, the documentation does not mention
other products in the Microsoft Office Family (Access, Outlook, Visio, Share Point Server-Groove,
Publisher, InfoPath and Lync Server) covered within the standardized family. The additional applications
are either sold separately or included in more expensive packages of Microsoft Office. As a consequence
of the vague description of the ICT standard, products that are not explicitly listed in the standard
documentation, such as Microsoft Groove, were considered by default ICT standards and procured.
Furthermore, some of these products are in conflict with the existing ICT standards of the Organization.
For example, “Microsoft Groove” is a software providing document repository and file sharing. However,
another ICT standard for the same purpose exists: “Xythos Document Management and Content
Services”. There was also an existing ICT standard called “Cisco WebEx Collaboration Software” which
provided the same functionality as “Microsoft Lync Server” (see recommendation 5).

Multiple standards for the same purpose

31. There were multiple standards for the same category of products and for the same purpose. Table
5 contains a sample of these cases.



Table 5: Multiple standards for the same purpose

Category | ICT standard and date | Proposed by
Database Systems
Sybase database family (2005-113) OICT
Oracle database (2007-101) OICT
Microsoft SQL Server family (2005-112) DFS
DB2 database family (2005-015) DGACM/OICT
Content Management Systems
Drupal (2010-014) OICT
WordPress (2010-015) OICT
WoodWing Enterprise Publishing Content Mgmt System (2011-003) DGACM
Jahia web content management products and related services (2007-0011) | OICT

32. While having multiple standards for the same purpose could provide some flexibility in the
procurement process, the cases reviewed showed that new standards were created without reviewing those
already established. This approach could lead to the standardization of all available products in the
market, defeating the purpose of the standardization. For example, the list of the United Nations ICT
standards listed in Table 5 includes all known database systems in the market (Sybase, Oracle, Microsoft
and DB2). In some cases, it has been necessary to standardize certain software (i.e. databases) to ensure
the continuity of legacy systems. However, the list and details of the ICT standards did not distinguish
between products required for continued support of legacy systems and products required in support of
new initiatives.

(5) The Office of Information and Communications Technology should update the ICT
standardization procedures requiring: (i) justification, including market analysis prior to
extending existing ICT standards; (ii) identification of products included in standardized
families of products; and (iii) indication of whether a standard is intended for continuity of
support of existing applications or for supplementing new initiatives.

OICT accepted recommendation 5 and stated that on 19 April 2012 it issued a new Organization-
wide policy on the ICT Architecture and Standards Management Process. The revised
standardization forms and procedures require justifications for new and revised standardization
cases, including evaluation of competing products, cost-benefit analysis and fit with existing
technology architecture. The new process requires identification of particular products included in
the families of products and indication of product versions/models. In addition, OICT established
the new Architecture and Review Board (ARB) to assist in managing the enterprise technology
architecture and standards. Based on the action taken by OICT, recommendation 5 has been closed.

Contract amendments instead of new solicitations

33. The scope of certain contracts established on the basis of approved ICT standards were expanded
to include other products or services of the same brand/company that had never been subject of a
standardization case. For example:

@) The ICT standard for HP Servers was the basis for a contract in the NTE amount of
$49.705,014. In Amendment-7 of the contract, the software called “HP service center”
was added into the list of products covered by the scope of the contract. This new
software suite was not covered in any ICT standardization. PD stated that DFS/ICTD
determined the technical requirements and requested this software to be added into the



existing contract; and that it had assumed that this software was required to manage
servers installed in data centers. However, HP Service Center was not a server
management software and DFS/ICTD did not provide a description of the software
purpose. After the addition of this software into the HP Servers contract, UNLB
procured licenses of this software with a purchase order value of $88,911 without
competitive bidding.

(ii) DFS/ICTD issued a requisition for a software called “Symantec Compliance Suite” to be
used for governance, risk and compliance purposes. This software was not covered in
any ICT standardization cases; however, PD issued a purchase order in the amount of
$154,551 for this non-standard software using the contract established for the
standardized “Symantec software”. This contract was also amended to include Symantec
Professional Services, which is an independent requirement from “Symantec services”
products.

(iii) The ICT standard that covered Motorola two-way radio equipment was the basis for a
contract in the NTE amount of $117,490,654. At DFS/ICTD’s request this contract was
amended to include service packages such as integration, customization, installation,
commissioning and acceptance test services. DFS/ICTD stated that acquiring services
from the vendor who provides the original equipment or software often results in better
quality. However, there was no evidence of price and service quality comparison with
other service providers.

(6) The Department of Field Support, in coordination with the Procurement Division and the
Office of Information and Communications Technology, should: (i) remove non-standard
items from existing systems contracts; and (ii) develop procedures to ensure that systems
contracts are not modified with the addition of non-standard items.

DFS, PD and OICT accepted recommendation 6. DFS stated that this recommendation falls within
the purview of Procurement Division of the Department of Management and the Office of
Information and Communications Technology (OICT). DFS will work closely with the two offices to
implement the recommendation. OICT stated that it will provide assistance to DFS and PD in the
implementation of this recommendation. PD stated that the HP service centre contract will be
replaced by September 2012. As such, it is not feasible to amend this contract at this stage. The
Motorola equipment contract relates to the procurement of proprietary commodities. In this regard,
the standard will be amended by OICT to more accurately reflect the requirements of proprietary
acquisitions. This will ensure future consistency between the organizational standard and the
commodities/services required. With respect to the development of new procedures for preventing
the inclusion of non-standard items in system contracts, the Architecture and Review Board (ARB)
has already been established by OICT to revise and govern standardization procedures. This will
facilitate the management of enterprise technology architecture and standards, and the process of
identifying compatible families, versions and models of products. The procurement guidelines will
be amended in order to require the approval of the ARB, where warranted. Recommendation 6
remains open pending receipt of the new contract that will replace the HP service centre; a
documented resolution of the contract established for the Symantec Compliance Suite; and the new
procedures and amended procurement guidelines for preventing the inclusion of non-standard items
in systems contracts.




Use of brand names in the statements of work

34. The Procurement Manual requires that the specifications of goods and services should not refer to
brand names, catalog numbers or products of specific manufacturers. The use of brand names in the
technical specifications is restricted only to standardized goods and services. In one case, the statement of
work (SOW) contained specific part numbers of the same manufacturer which were not relevant to the
described objective of the SOW, and were also not covered in any ICT standard. These non-standard
requirements should have been described in generic terms allowing competition of alternative products,
instead of providing brand names.

(7) The Department of Field Support should ensure that the statements of work for ICT
procurement do not mention brand names of non-standard items, in compliance with the
Procurement Manual.

DFS accepted recommendation 7 and stated that it will reinforce guidance fo field missions.
However, there are exceptional cases where particular brand names have to be mentioned for non-
standard items to ensure integration, compatibility and to comply with field specific technical
requirements. In OIOS’ opinion, using brand names should be properly justified in writing as an
exception as required by the Procurement Manual. Recommendation 7 remains open pending receipt
of evidence showing that it has been implemented.
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STATUS OF AUDIT RECOMMENDATIONS

ANNEX 1

Audit of the acquisition of information and communications technology (ICT) equipment, software and services for peacekeeping

operations
50 T g
Ldztom. Recommendation Critical /2 Cé Actions needed to close recommendation Liay lemen4t itm
no. Important (0] date
1 The Department of Field Support should establish | Important (0] Recommendation 1 remains open pending 1 April 2013
clear procedures for the missions to populate the receipt of adequate procedures communicated to
contract number field in Mercury for the purchase Missions to populate the contract number field
orders that were issued against contracts. in Mercury for the purchase orders that were
issued against contracts.
2 The Department of Field Support (DFS) should, in | Important (6] Recommendation 2 remains open pending 1 April 2013
coordination with the Controller’s Office, update receipt of updated delegation of authority
the delegation of authority procedure issued to the procedures for the purchase of ICT.
missions with the requirement to obtain the
approval of DFS on all ICT requisitions submitted
to the Regional Procurement Office in Entebbe.
3 The Department of Field Support should establish Important (6] Recommendation 3 remains open pending 1 April 2013
procedures for obtaining annual vendor receipt of the procedure established by
performance reports from the missions that have DFS/ICTD to involve missions in annual review
utilized ICT equipment, software and services of all established systems contracts.
through established systems contracts.
4 The Department of Field Support should ensure Important (6] Recommendation 4 remains open pending 1 October 2013
that its ICT standards are consistently supported by receipt of documentation of the technical
technical and economic reviews comparing comparison with alternatives for any new or
alternative products. extended standardization cases.
5 The Office of Information and Communications Important C Recommendation is closed. May 2012
Technology should update the ICT standardization
procedures requiring: (i) justification, including

! Critical recommendations address significant and/or pervasive deficiencies or weaknesses in governance, risk management or internal control processes, such
that reasonable assurance cannot be provided regarding the achievement of control and/or business objectives under review.
? Important recommendations address important deficiencies or weaknesses in governance, risk management or internal control processes, such that reasonable
assurance may be at risk regarding the achievement of control and/or business objectives under review.
ic= closed, O = open
4 Date provided by [client] in response to recommendations. [Insert “Implemented” where recommendation is closed; (implementation date) given by the client.]




.le 1 .
R Recommendation Chiitel /2 Cé Actions needed to close recommendation Implemen4t ation
no. Important (0] date
market analysis prior to extending existing ICT
standards; (ii) identification of products included in
standardized families of products; and (iii)
indication of whether a standard is intended for
continuity of support of existing applications or for
supplementing new initiatives.
6 The Department of Field Support, in coordination Important (6] Recommendation 6 remains open pending | 1 April 2013
with the Procurement Division and the Office of receipt of the new contract that will replace the
Information and Communications Technology, HP service centre; a documented resolution of
should: (i) remove non-standard items from the contract established for the Symantec
existing systems contracts; and (ii) develop Compliance Suite; and the new procedures and
procedures to ensure that systems contracts are not amended procurement guidelines for preventing
modified with the addition of non-standard items. the inclusion of non-standard items in systems
contracts.
7 The Department of Field Support should ensure Important (@] Recommendation 7 remains open pending 1 April 2013

that the statements of work for ICT procurement do
not mention brand names of non-standard items, in
compliance with the Procurement Manual.

receipt of procedure (or checklist) which ensures
that the statements of work for ICT procurement
do not mention brand names of non-standard
items and in compliance with the Procurement
Manual.




ICT EXPENDITURES FOR PEACEKEEPING OPERATIONS
(Data source — Fund Management Tool - Screen shots)
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Fund

* Source: Funds Management Tool (FMT)
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25,283
1,166,105
23,882 020
31,043,323
15,263,531
o
1,270,202
TO5 97 2
20,791,044

o

4,007 67
2510995
18,677,383
37,276,137
13 556 47
1,366 206
172,521,509

2008-2009

14, 456, 455
1,707,122
23,050,365
F2.714,832
15,313,625
42, 005, 020
1,234,521
820,033
18,663,057

u]

3,064,263
2,624,007
15,313,278
18,446,530
5,072,223
1,142,070
200,737,164

2009 -2010

a.5668,870
1,423,916
24,054,205
33214191
16,090,113
242,911
1,406,054
1,167,131
19.951,274

13827930

45,200
2,600,427
14,261,110
17,749,249
5555443
1187152
196,236,073

2010-201

9,440,004
1, M 4,055
35,606,631
40,756,512
15,985,804
55,272,412
1,425,954
786,885
17,948,506

13,990,180

0
2,324,111
10,565,265
24,348,770
£,527,822
211,466
232,077,444



ANNEX III

Sole-sourced contracts established on the basis of ICT standardization cases

Contractor

Contract

Products

NTE amount

ENVIRONMENTAL PD/C0021/10 | Geographic information systems
SYSTEMS $890,000.00
EMC PD/C0029/02 | EMC Storage area network products
CORPORATION 73,681,018.53
MOTOROLA PD/C0050/03 | Motorola 2 way radio equipment and trunking
SOLUTIONS UK systems 117,490,654.00
SYMANTEC PD/C0052/06 | Anti virus solutions, enterprise storage & server
CORPORATION management product families and related

services, data and system protection software 6,997,835.00
MICROSOFT PD/C0054/04 | Microsoft Products
CORPORATION 47,900,908.06
CITRIX SYSTEMS PD/C0083/07 | Citrix software, hardware , remote network

access products. 8,108,097.11
AASTRA TELECOM PD/C0092/08 | PABX systems and services
SWEDEN 64,738,891.00
E-DRIVE PD/C0123/09 | FleetLog, fuel consumption management tools
TECHNOLOGY LTD. 8,000,000.00
CISCO SYSTEMS, PD/C0164/03 | Cisco communication equipment
INC 208,292,000.00
VMWARE, INC PD/C0177/07 | WMware software licenses for virtualization 6,625,054.40
STONESOFT CORP PD/C0210/05 | Firewall 6,332,832.00
Total $549,057,290.10

Distribution of ICTD spending (Source: Procure Plus)

Distribution of ICTD Spending (Jan 2008-Sept 2011)

$61,740,051.92
50%

(Data source - Procure Plus)

$52,342,137.86
42%

$10,356,877.53
8%

@ Purchases through sole sourced contracts - with standardization
® Purchases through sole sourced contracts - without standardization
O Purchases through other Contracts




