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AUDIT REPORT

Audit of UNODC operations in Colombia

l. BACKGROUND

1. The Office of Internal Oversight Services (O10OS) conducted an audit of the operations of the
United Nations Office on Drugs and Crime (UNODC) in Colombia.

2. In accordance with its mandate, OIOS provides assurance and advice on the adequacy and
effectiveness of the United Nations internal control system, the primary objectives of which are to ensure
(a) efficient and effective operations; (b) accurate financial and operational reporting; (c) safeguarding of
assets; and (d) compliance with mandates, regulations and rules.

3. Over the past ten years, Colombia’s battle against drugs and crime has been intense and very
costly in both human and financial terms, although it has had some success. In 2000, Colombia
accounted for 75 per cent of world cocaine production (695 metric tons). Today, cocaine production is
about half that size.

4, The UNODC Country Office in Colombia (COCOL), originally a regional office but designated
country office in 2003, coordinates with the Government of Colombia and civil society in relation to:

° The generation of knowledge on the nature, scope and trends of the problem of drugs and
crime;

° Provision of technical advice for the implementation of international conventions on the
subject;

° Orientation on national policies and strategies in the fight against drugs and crime; and

° The development of specific national capacities to prevent production, trafficking and
drug abuse, as well as other manifestations of organized transnational crime.

5. The programme portfolio of COCOL for the period 2009-2012 is around $200 million. COCOL,
located in Bogota, is composed of 374 staff members and is headed by a Country Representative at the D-
1 level.

6. Comments provided by UNODC are incorporated in italics.

Il. OBJECTIVE AND SCOPE

7. The audit was conducted to assess the adequacy and effectiveness of UNODC’s governance, risk
management and control processes in providing reasonable assurance regarding the effective
management of the COCOL operations.

8. The audit was included in the 2011 internal audit work plan for UNODC, as Colombia was
identified as one of the highest profile operations of UNODC.

9. The key controls tested for the audit were: (a) strategic planning and risk management;
(b) performance monitoring; (c) project management; (d) regulatory framework; and (e) staff safety and
security. For the purpose of this audit, O10S defined these key controls as follows:



@) Strategic planning and risk management - controls that provide reasonable assurance
that an effective strategy has been established, with related risk management mechanisms, to
ensure UNODC effectively partners with other actors in the region and focuses on areas where it
has comparative advantage.

(b) Performance monitoring - controls that provide reasonable assurance that metrics are:
(i) established and appropriate to enable measurement of the efficiency and effectiveness of
operations; (ii) prepared in compliance with rules and are properly reported on; and (iii) used to
manage operations appropriately.

©) Project management - controls that provide reasonable assurance that projects are
adequately managed and project objectives are achieved in an efficient and effective manner, in
accordance with relevant policies and guidelines.

(d) Regulatory framework - controls that provide reasonable assurance that policies and
procedures: (i) exist to guide the administrative operations covered by the audit, including
financial management, property and inventory management, procurement, and human resources
management; (ii) are implemented consistently; and (iii) ensure the reliability and integrity of
financial and operational information.

(e Staff safety and security - controls that provide reasonable assurance that the operation
can withstand crises and minimize the exposure of staff and assets to safety and security risks and
threats.

10. The key controls were assessed for the control objectives shown in Table 1.

11. OIOS conducted this audit from May to August 2011. The audit covered the period from 1
January 2009 to 31 March 2011.

12. OIl0S conducted an activity-level risk assessment to identify and assess specific risk exposures,
and to confirm the relevance of the selected key controls in mitigating associated risks. Through
interviews, analytical reviews and tests of controls, OlIOS assessed the existence and adequacy of internal
controls and conducted necessary tests to determine their effectiveness.

I11.  AUDIT RESULTS

13. UNODC’s governance, risk management and control processes examined were assessed as
partially satisfactory in providing reasonable assurance regarding the effective management of the
COCOL operations. OlOS made two recommendations to address the issues identified in the audit.

14, The COCOL country programme was in accordance with the medium-term strategy of UNODC
and represented an expression of the needs of the Government of Colombia. Project activities were
monitored satisfactorily by COCOL and the project management arrangements were adequate in design
and complied with. COCOL had centralized its operations support, finance, human resources
management, procurement and information technology functions of projects, thereby increasing the
effectiveness of the internal control systems and achieving cost-efficiencies. COCOL had also
implemented adequate controls and mechanisms to minimize the exposures of staff and assets to safety
and security risks and threats, ensured compliance with Minimum Operational Security Standards, and
effectively coordinated on security matters with the designated official and the United Nations security
management team. However, there was a need to prepare the strategic country programme for COCOL



within the context of the UNODC country/regional programme approach and as required by the UNODC
Programme and Operations Manual. COCOL stated that the first draft country programme had been
prepared and officially submitted to the Government of Colombia for comments and is expected to be
signed in February 2013. In addition, there was a need for UNODC Headquarters to strengthen controls
to ensure that staffing proposals in field offices are in line with UNDP rules. UNODC was finalizing
instructions to field representatives to remind them of their responsibility to certify that project staffing
proposals have been discussed with the local UNDP office and are in line with UNDP rules.

15. The initial overall rating was based on the assessment of key controls presented in Table 1 below.
The final overall rating is partially satisfactory as implementation of two important recommendations
remains in progress.

Table 1: Assessment of key controls

Control objectives
. - Accurate Compliance
Et;félc?t?\slz Key controls EfZﬁLeCr;tvaend financia}l anld Safeguarding mavrzl:;:tes,
operations operationa of assets regulations
reporting
and rules
Effective (a) Strategic Partially Satisfactory Satisfactory Partially
management of planning and risk satisfactory satisfactory
the operations management
(b) Performance Satisfactory Satisfactory Satisfactory Satisfactory
monitoring
(c) Project Satisfactory Satisfactory Satisfactory Satisfactory
management
(d) Regulatory Partially Satisfactory Satisfactory Partially
framework satisfactory satisfactory
(e) Staff safety and | Satisfactory Satisfactory Satisfactory Satisfactory
security
FINAL OVERALL RATING: PARTIALLY SATISFACTORY

A.  Strategic planning and risk management

COCOL’s country programme had not been prepared within the context of the country/regional
programme approach of UNODC

16. The COCOL programme of work was in accordance with the medium-term strategy of UNODC
and represented an expression of the needs of the Government of Colombia as outlined in the
“Cooperation Framework between Colombia and UNODC for 2009-2012”. However, whereas the
UNODC Programme and Operations Manual specifies that information requirements for a strategic
programme framework be prepared in the context of the country/regional programme approach, a country
programme had not been prepared for COCOL. A country programme reduces the risk of duplication of
effort with counterparts and gaps in identified needs that could negatively impact achievement of
COCOL’s objectives.

(1) The UNODC country office in Colombia should prepare its future country programmes in
accordance with the requirements of the UNODC Programme and Operations Manual for
a strategic programme framework, within the context of the country/regional programme
approach.




The UNODC country office in Colombia accepted recommendation 1 and stated that the first draft
UNODC programme framework was prepared and officially submitted to the Government of
Colombia (GOC) for comments in April 2012. The GOC (Ministry of Foreign Affairs) then
informed UNODC that the draft country programme (CP) would be sent to all relevant ministries
for inter-institutional consultations and follow-up meetings with UNODC that would lead to the
finalization of the draft. The target date for such consultations was June/July 2012, with CP launch
expected in August 2012. However, the process of consultation driven by GOC experienced delays
and did not take place as scheduled. The delays were completely beyond the control of UNODC.
In late September 2012, a meeting between GOC and the UNODC Representative, COCOL took
place and both committed to finalizing the CP in the coming months. The CP is also intended as a
UNODC/Colombia ““Framework for Cooperation 2013-2014”*. The GOC has specifically informed
COCOL that they expect to sign the CP with UNODC in February 2013. Recommendation 1
remains open pending receipt of the approved Country Programme.

B.  Performance monitoring

Project activities were monitored satisfactorily by COCOL

17. For all projects examined during the audit, COCOL had monitored and reported on each
objective, indicator and activity in a comprehensive manner, both in financial and substantive terms.

C.  Project management

Controls over project management were adequate

18. The organizational structure supported accountability in projects through segregation of duties.
Implementing methodologies were developed in consultation with the Government of Colombia and, in
the case of alternative development projects, in consultation with other stakeholders such as private
enterprises and beneficiaries. The implementation of all projects was under the direct supervision of the
Representative, reported on and monitored by the Government of Colombia on a monthly basis.
Expenditures incurred by UNODC were regularly checked and verified by the COCOL Finance Section.
COCOL also established satisfactory internal controls over legal requirements to establish Memorandums
of Agreement with partners.

D. Regulatory framework

Project support functions had been centralized to achieve cost-efficiencies

19. COCOL had centralized its operations support, finance, human resources management,
procurement and information technology functions of projects, thereby increasing the effectiveness of the
internal control systems in protecting assets and resources and achieving cost-efficiencies and better
planning and monitoring of project delivery.

Need to strengthen the controls to ensure that staffing proposals are in line with the United Nations
Development Programme (UNDP) rules

20. There were 13 administrative positions in COCOL, which were all cost-shared by the projects.
Only the Administrative/Finance Associate was on a fixed-term contract. The other twelve positions
were held by Service Contract Holders (SCHs). These included Legal Adviser Unit with three staff



members, Human Talent Unit with three staff members, Procurement Unit with three staff members, and
Information Technology Unit with three staff members. The service contract is a modality for using
UNDRP to hire individuals under a non-staff contract which is not covered by UN Staff Regulations and
Rules. According to UNDP Service Contract User Guide, the service contract is intended for engaging
individuals outside the Headquarters duty stations for non-core support services that would normally be
outsourced to a company, i.e. custodial, security and IT service, or for supporting the execution or
implementation of individual projects.

21. No documentation was available at COCOL to prove that these SCHs did not have executing
powers in undertaking their duties but were serving only in non-core support capacity. In the absence of
such documentation, it was not possible to determine whether the use of SCHs in such positions was a
departure from UNDP guidance. UNODC clarified that the functional titles of these SCHs did not
necessarily represent the actual functions performed by these personnel as the functions did not involve
any certifying or approving authorities. Nevertheless, whilst arguing that it was the responsibility of
UNDP to determine which type of contract to issue for each given position, UNODC agreed with OIOS
that controls needed to be strengthened to ensure that both UNODC Headquarters and the local UNDP
office are fully aware of the types of functions to be performed by any given position so that an informed
decision can be made on what type of contract to issue in each case. UNODC also agreed that cost-shared
administrative support positions should normally be held by personnel on fixed-term contracts.

(2) UNODC should request field office representatives to certify that project staffing
proposals have been discussed with the local United Nations Development Programme
(UNDP) office and are in line with UNDP rules.

UNODC accepted recommendation 2 and stated that the Division for Management is currently
finalizing relevant instructions to UNODC Representatives to remind them of their responsibility to
certify that project staffing proposals have been discussed with the local UNDP office and are in
line with UNDP rules. A copy of this document will be shared with OIOS in due course.
Recommendation 2 remains open pending issuance of the above-mentioned instructions to field
office representatives.

E.  Staff safety and security

Staff safety and security arrangements were adequate

22. COCOL had implemented adequate controls and mechanisms to minimize the exposures of staff
and assets to safety and security risks and threats, ensured compliance with Minimum Operational
Security Standards and effectively coordinated on security matters with the Designated Official and
United Nations security management team.

IV. ACKNOWLEDGEMENT

23. OIOS wishes to express its appreciation to the Management and staff of UNODC country office
in Colombia for the assistance and cooperation extended to the auditors during this assignment.

T

Ms. Fatoumata Ndiaye, Direttor
Internal Audit Division, OIOS




suolrepusIWoal 0} asuodsal ut DAONN Ag papiroid aleq ,

usdo = ‘pasojp =90

"MBIA3J Japun saA119algo ssaulsng Jo/pue |013U0J JO JusWiaAaIyde ayi Buiprehial ysil 18 aq Aew aoueinsse

8]qeuoseal 1By} Yans ‘s8ssa004d 03U [euIBIUI O JuBWSBRUERW XSI ‘80UBUIBAOD Ul S3SS3UMEaM 10 SBI0UBIDIBP JuBLIodWI SSBIPPE SUOIBpUBWIWOa) JueLodw] ,
"MBIABJ Japun $aA1193[go ssaulsng Jo/pue |011U0J JO JuswaAsIyde syl Buip.tebal papiaoid aq 10uued 8oUBINSSE 8|qRUOSEa) Tey)

4ons ‘sasse00.4d |0.3U0D [eUIBIUI IO JuBWBBRURW S ‘BOUBLIBAOG Ul S3SS3UMRaM 10 SBIOUBIONBP SAISeAIad J0/pUe JURDILIUBIS SS3IpPR SUOIRPUBLILIODA [BINLD |

$3jn Sa|nNJ dANN Yum aul|
dAaNN YUM aul| Ul aJe pue 891410 AN [e90] ul aJe pue 221130 (daNN) awwelboid wawdojansg
AU YIM passnasip uaaq aAey sjesodoud Buiyyers SUOIBN Pallun [e90] 3yl YIIM passnasip
109(0.4d 1) A111J92 0] SoAITRIUSSaIdal 3I1140 plal) uaaq aney sfesodoud Buiyels 10aloid reyy A111439 01
210z 1aqwiada@ TE | 01 panssi suonanasul ayl 40 SOIO 03 uolssiwgns | O wepoduw | saAIelUasaldal 921440 pIaly 1sanbal pinoys DAONN z

‘yoroidde awuwreiboud jeuoibal/Anunod

a3 JO 1X31U02 aY1 UIYIM ‘YIOMaWIRLY
awwrelboud 21621018 ® 10J [RNURIA SuolRIBdO
pue swwelboid DAONN 3yl 4o siuawalinbal

70202 10} awweibold 3y} Jad se sswwriboid Anunod aininy su asedaid
£T0Z Arenige4 82 Anuno) panoidde ay1 Jo SO 01 UOISSILQNS | O 1uenodw pINOYSs BIqWIOJ0D Ul 821340 A1lunod DAONN 8yl T
arep o) 1ueniodw| ou
14 © @
uoresuaLadw| UOIIePUSWILLIOI3] 3SOJJ 0] Papasu SUOIIOY 5 /1RO uoIepPUSWILIOIY WooaY

eIqWOJ0D Ul suoiesado DAONN Jo UpNy
SNOILVANINWNOD3Y L1dNV 40 SNLV.LS

I XaNNV




